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Abstract. With the development of science and technology, using elec-
tronic fence to replace traditional physical fence becomes a trend.
Research in the image processing-based electronic fence is gaining more
popularity due to its low cost, low power consumption, and intelligence.
In this paper, we are interested in the study of three types of scenarios
with an image processing-based electronic fence. The scenarios contains
national border protection, safety management in manufacturing field
and vehicles safety plans. The state of the art frameworks of the three
scenarios are reviewed, and the trend of these fields is also discussed.
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1 Introduction

Nowadays, physical fence has the following problems:

– The physical fence height is not high enough so that it is easily to be crossed
by intruder.

– Physical fences do not have monitoring character so that it is impossible to
record which intruders are cross the fences.

– Physical fences have no automatic alarm character so that the offender can
not stop the behavior of intrusion.

These problems have led to safety precautions that can not meet its requirements.
With the development of electronic technology, sensing technology and com-
puter technology, security precaution has gradually developed into a specialized
public security technology discipline [48]. Among them, image processing-based
electronic fence is a high-tech way that can not be ignored in security technol-
ogy. Intrusion detection and alarm systems based on electronic fence have been
widely used in national border, banks, financial departments, museums, office
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buildings, manufacturing field, important workshops, office buildings, hotels and
other areas [21]. Video surveillance system [22] has been widely used in elec-
tronic fence, and the core of video surveillance is image processing which can
perform intelligent analysis based on images so that a large number of manpower
is reduced.

Image processing-based electronic fence has five main advantages compared
with traditional physical fence:

– First, the key technology of image processing-based electronic fence is to
analyze the images in the scene of the monitoring area. This analysis can be
used to analyze the specific area to achieve regional intrusion detection based
on the algorithm without changing the physical device.

– Second, image processing-based electronic fence does not need significant
intrusion detection devices to establish monitoring points while it only needs
to analyze the collected images. The camera can be installed in a secret place
so that the risk of equipment damage is reduced and remote detection is
achieved.

– Third, image processing-based electronic fence analyses images captured in
target area. No matter which direction the intruder enters the monitoring
area, the alarm rings when the system detects the intrusion. This way can
eliminate any form of bypassing the detector and achieve no omission alarm.

– Fourth, the monitoring area can be arbitrarily specified in image processing-
based electronic fence so that it is easy to be modified without any additional
cost.

– Finally, image processing-based electronic fence can not only detect the intru-
sion but also implement tracing objects compared with traditional physical
fence.

Nowadays, image processing-based electronic fence with flexible settings, less
false alarms, strong anti-interference ability and compatibility with each interface
has become one of the hottest research areas.

The most important part of image processing-based electronic fence is objects
detection [8]. Objects detection is to find all the objects (objects) of interest in
the image and to determine their position and size. Objects detection has always
been the most challenging problem in machine vision because of the different
appearances, shapes, poses, and the interference of illumination and occlusion
during processing. Objects detection focus on the following problems: a) objects
may appear anywhere in the image; b) objects are available in a large number of
different sizes from an image; c) objects may express a variety of different shapes
in the image. Some research works on object detection based on Convolution
Neural Network (CNN) [26] are recorded in Table 1. Based on the results of
objects detection, the intruders are detected whether they exceeds the limits
specified by the electronic fence. Next section we are interested in the study
of the framworks of image processing-based electronic fence in national border
protection [18], safety management in manufacturing field [36] and vehicles safety
plans [1].
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Table 1. Some results of objects detection are summarized.

Detector VOC07
(mAP@IoU = 0.5)

VOC12
(mAP@IoU = 0.5)

COCO (mAP)

R-CNN [14] 58.5 – –

OverFeat [37] – – –

SPP-Net [17] 59.2 – –

Fast R-CNN [13] 70.0 68.4 –

Faster R-CNN [35] 73.2 70.4 –

YOLO v1 [32] 66.4 57.9 –

AZNet [27] 70.4 – 22.3

ION [2] 80.1 77.9 33.1

OHEM [39] 78.9 76.3 22.4

SSD [25] 76.8 74.9 –

R-FCN [5] 79.5 77.6 29.9

DSSD [11] 81.5 80.0 –

YOLO v2 [33] 78.6 73.4 –

DeNet [43] 77.1 73.9 33.8

CoupleNet [52] 82.7 80.4 34.4

YOLO v3 [34] – – 33.0

RefineDet [51] 83.8 83.5 41.8

2 The Frameworks of Image Processing-Based Electronic
Fence

2.1 National Border Protection

Border security refers to the protection of national borders from the illegal
movement of goods, drugs, weapons and humans. It makes that trade and legal
travel can be maintained and anti-terrorism protection can be provided globally.
National border protection system [45] is employed to monitor the intrusion
events around the fence and determine whether suspicious activities are carried
out. If any suspicious event occurs, a set of scheduled tasks, such as warning or
combat systems, are performed. Image processing-based electronic fence is an
integral part of national border protection system. It aims to monitor hostili-
ties, detect and track intruders, analyse their behaviors based on serial image
sequences. This electronic fence insteads watching and monitoring 24×7 surveil-
lance task by humans and the framework can be proved very useful to generate
Intruder Detection System (IDS) [38] automatic alarms.

Vittal et al. [46] propose an intrusion detection and automatic shooting device
controlled by computer to improve border security. Camera images are trans-
fered from Video to computer in real-time through the USB bus, and then color
images are convert to gray images. The current gray image is compared with
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the reference image to find out the changes between object and background so
that the intruders are searched out based on these changes. It also intergrates
an automatic shooting mechanism for automatic positioning and shooting tar-
gets. This framework has strong ability to suit to worse environment and saves
a lot of manpower. KeremIrgan et al. [18] propose a cost-effective approach
for dynamic (on-the-fly) prioritization of image macro-blocks. Data blocks are
labeled as “important” and “not-important” to use impel encoding scheme at the
source node. Various prioritization measurements and labeling method based on
threshold can successfully improve efficiency and save time when the framework
performs JPEG encoding. Raheja et al. [31] propose an approach of detecting
instruders in hilly region. The instrusion can be noted no matter daytime or in
night because the kinect sensor integrates infrared camera and color camera. The
framework can easily distinguish animal and human with skeletal labeling app-
roach provided by Kinect. Standing, walking, crawling, and bending etc. can be
recognized based on the HMM. Deshmukh et al. [6] propose a three layer image
processing-based electronic fence which each layer runs parallelly and the results
of all layers are merged by a module. Two cameras are embedded into between
first and second layer and provided image information for the framework. This
electronic fence can effectively monitoring evil activities. Kim et al. [19] propose
an image processing-based electronic fence with optical and thermal cameras.
The electronic fence is generated by curve fitting and human-computer inter-
active processing. A convolutional neural network (CNN) is used to distinguish
humans and animals and the results of classification is accurate. A long-term
recurrent convolutional network (LRCN) model is also used in this framework
to record five-types-behavior. The proposed method can be considered as an
automatic protection system.

2.2 Safety Management in Manufacturing Field

Intrusion is an unauthorized entrance into dangerous areas without being aware
of the potential hazards. Intrusion not only causes unauthorized workers to
be suffered from accidents, but also disturbs or even injures other authorized
workers in dangerous areas [4]. Traditional safety management relies mainly
on the inspection of security officials and it is very time-consuming [28]. Image
processing-based electronic fence solves this problem by integrating and process-
ing information about the behaviors of workers and the scene environment [50].
The main aspects of image processing-based electronic fence building safety mon-
itoring include: (1) on-site work behavior monitoring; (2) on-site environmental
monitoring, and (3) information integration, analysis and early warning [40].

Naticchia et al. [29] propose an intelligent video surveillance system to
address conflict issues that may arise among teams operating on building-sites.
Actions in scene is tracked by image processing and the analyzing result is trans-
formed by ZigBee. Real-time site state visualization and remote interaction with
security inspectors are also designed. In this approach, the framework is con-
sidered to be cover a wide range of areas while maintaining its non-intrusive
functions because a new low-power method is implemented. Revaud et al. [36]
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propose a novel approach for detecting workers or other equipments with sig-
nificant occlusions. The optical flow field is estimated by motion model. Edge-
preserving interpolation and variational energy minimization are combined to
obtain geodesic distance. This approach used in electronic fence can deal with
the occlusion problem effectively. Fang et al. [9] develops a cognitive model
of construction workers’ unsafe behaviors (CM-CWUB). This module contains
five steps: getting information, understanding information, perceiving response,
choosing response and taking action. Works and fences are located by Build-
ing Information Modeling (BIM) approach. The framework can provide early
warning and active protection. Tang et al. [42] propose that indoor industrial
production space is divided into three different semantics (structure, connec-
tivity and volume). Semantic information is generated by image segmentation,
and then the unsafety areas are defined. Combining with action recognition, the
framework can easily find the intruders.

2.3 Vehicles Safety Plans

There are two main types of uses of Image processing-based electronic fence in
the field of vehicles safety plans. One is dockless bike-sharing services, the other
is high-speed railway instrusion detection.

Bike-sharing is becoming a more popular form of transport in the world. With
the increasing popularity of various types of shared bicycles, the problem of ran-
dom parking has become more and more serious. These uncivilized actions have
some adverse effects on the social environment and atmosphere [7]. It is impos-
sible to manage 24 h a day by human resources testing alone. Despite a series of
policies, the sharing of bicycles has not been alleviated. Image processing-based
electronic fence can push reliable detection and warning information to traffic
management, which greatly reduces the manual workload. Lee et al. [23] propose
a static objects tracking and detection approach based on foreground model. The
time for a pixel to remain foreground in this foreground model is determined by
the brightness of the image. The longer the time means the brighter the position
of the current pixel in the model. The framework also use 1−D transformation
and image projection to reduce the dimensionality of image data. Thus bicycles
and parking areas are detected in real-time. Xie et al. [49] also propose a fore-
ground bicycles tracking approach based on CNN. The vehicle in the input image
is detected by SSD+ROI (Region of Interest), and all vehicles in the ROI are
tracked and counted once they stop moving. However, this method has higher
algorithm complexity and poor real-time performance. Bock et al. [3] propose an
objects detection approach based on static corner matching. The basic idea is to
select the Harris corner according to the characteristics of the bicycles on each
frame in the video. Then the static corner points is extracted according to the
motion state of the Harris corners. However, this method requires a large num-
ber of training sets to learn in advance to achieve the interference of removing
the static corners in the image and the calculation amount is too large.

Electronic fence used in high-speed railway instrusion detection needs to pro-
vide many features, which contains day and night surveillance, high-definition,
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Table 2. Some researches to deal with various environmental effects are summarized.

Approach Environment Day or
night

Features

[16] Haze Day Dark channel priority

Minimum filtering estimate for propagation

[20] Rain Day Detecting the gradient of the brightness of
the raindrops pixel

[24] Rain Day Presenting a Dynamic Routing Residue
Recurrent Network

The context information is embedded into
the network

[30] Snow Day Using saturation and visibility
characteristics

[44] Sunny Night Glare-suppressed inter-channel fusion

A deep KNN framework for joint
classification

Corlor and infrared information fusion

[41] Sunny Night A hierarchical selforganizing network

No-reference-based performance evaluation
metrics

[12] Sunny Night Fusing saliency map and colour information

A proving approach for virtual tail-lamp

[10] Sunny Night Using Deep Convolutional Neural Networks
and Kernelized Correlation Filters

full coverage, system linkage, foreign object intrusion monitoring, intelligent
identification and analysis, effective discovery, drive-out, prevention of climb-
ing over the invasion [7]. It is the most direct, effective and credible party for
railway perimeter prevention. There are many researches in various environ-
mental effects and some are summarized in Table 2. After removing the impact
of the special environment, Electronic fence detecting instruders can be han-
dled. Guo et al. [15] propose an accurate and effective intrusion detection. They
improve the average accuracy of Single Shot multibox Detector (SSD) with the
fusion between high-level features and low-level features. Semantic information
are enhanced based on the fusion results. The network are also clipped using
the L1 norm so that the real-time performance is improved. Wang et al. [47]
propose an adaptive segmentation algorithm to implement the function of the
electronic fence on the high-speed railway. They first use hough-transform to
generate adaptive direction of each Gaussian kernel. Then, according to the
boundary weight and size of the region, a new clustering approach is used to
merge small fragments to candidate regions. Last, the boundary of electronic
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fence is classified by a deep network. The framework can execute seamlessly on
memory-constrained, tiny embedded devices.

3 The Trends of Image Processing-Based Electronic
Fence

Image processing-based electronic fence must deal with massive video surveil-
lance data, which brings huge challenges to intelligent system applications. These
challenges can be summarized as cross-scenario, cross-media, and cross-space.
The trends of image processing-based electronic fence contains high efficiency,
high coordination and high initiative.

High Efficiency. The new electronic fence can be combined and adjusted auto-
matically at any time. An orderly docking is formed between the dynamic mon-
itoring tasks and the ubiquitous camera resources so the framework need to use
distributed monitoring system. On the one hand, it can enhance the scalability
of the monitoring network and can increase the monitoring terminal of different
functions, on the other hand, it can improve the working efficiency and response
speed.

High Coordination. The data from the physical space and the network space
are fused. A three-dimensional perception and early warning mode of dual spatial
cooperative sensing and active modulation are established. This can help the new
electronic fence to better detect intruders.

High Initiative. Extracting various characteristics of public security events
from different media data, including time, place, people, timing, relationship,
etc., improves the integrity of semantic expression, and it is more reliable for
event detection. The new electronic fence can learn massive cross-media data
through robust structure, and the related information can express the multi-
faceted features of the same event, thus this fence improves the reliability of
monitoring network early warning.

4 Conclusions

This paper reviews some works of image processing-based electronic fence. We
discuss research status of objects detection, the framworks in three scenarios and
some technologies for eliminating the effects of bad weather. The development
trend of electronic fence is forecasted and some advices are put forward with
summarizing the characteristics of these studies.
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