
Remote Testing of Usability in Medical Apps

Janina Sauer1,2(B), Alexander Muenzberg1,2, Laura Siewert1, Andreas Hein2,
and Norbert Roesch1

1 University of Applied Sciences Kaiserslautern, Kaiserslautern, Germany
{janina.sauer,alexander.muenzberg,norbert.roesch}@hs-kl.de

2 Carl von Ossietzky University of Oldenburg, Oldenburg, Germany
{janina.sauer,alexander.muenzberg,andreas.hein}@uni-oldenburg.de

Abstract. Usability tests play an important role in any kind of software, as they
limit errors and misunderstandings. Especially in the growing market of medical
applications it is indispensable, but time-consuming and expensive. In order to
improve the quality of medical applications and remove obstacles for develop-
ers, a method has been developed that simplifies testing the usability of mobile
medical applications and provides additional data on compliance and effective-
ness. Because this test method is remote-controlled and asynchronous, finding
examiners is simplified. It also allows more subjects to be found and more data
to be collected. This increases user experience and achieves more natural results
as study participants act in their natural environment. In order to decide whether
the app developed is suitable for this remote testing method, a questionnaire was
developed to assist in the decision-making process. The described method will be
tested in a study.

Keywords: Medical app · Usability · Remote testing · App testing ·Mobile
health

1 Introduction

The market for mobile healthcare has grown steadily in recent years and continues
to grow. In 2017, 325,000 health, fitness and medical apps are available in all major
app stores. Last year, 78,000 new health apps were launched in the major app stores.
Estimated 3.7 billion downloads of health apps in 2017 [1].

Within the European Union (EU), medical apps have to be considered as medical
device and are entitled under the European Medical Device Regulation (93/42/EEC) if
the intended use is linkedwithmedical purposes. But even in other cases, comprehensive
tests are mandatory to improves product quality, reduce user errors, increase customer
loyalty and satisfaction. It’s also reduces support costs and increases the recommendation
rate [2].

Regarding the United States (US) market and according to the US Food and Drug
Administration, most errors are only discovered at the end of development, so special
attention should be paid to formative testing during development. Regardless of when
the tests are performed, the type of test is crucial.
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Therefore, usability planning should be considered from the beginning. There are dif-
ferent guidelines for this, also special ones for apps in the health sector. After comparing
several existing guidelines, the following aspects occur frequently:

• “Representation of Elements” (I, II, III, IV, VI, IX)
Information should be presented effectively and clearly formulated. In some cases,
images and icons are more appropriate than words, as long as they are unambiguous.

• “Learning facilitation and support” (I, II, III, IV, V, VII)
The app should be intuitive to use and contain a logic in the process.

• “Consistency and predictability” (I, II, III, V, X)
All parts of the app should look and feel the same. The action of different buttons
should be predictable.

• “Giving feedback” (I, II, V, VII)
The user should always be informed of what is happening and should always be given
the opportunity to correct possible errors.

• “Clarity and Functionality” (I, II, III, IV, VI)
The app should be as simple as possible and make all important functionalities clearly
visible to the user.

• “Metaphors” (I, II, III)
Virtual objects and actions should be represented as metaphors from the real world.

• “Self-description” (I, III, X)
The user should always know where he or she is. The navigation of the app should be
uniform and comprehensible.

• “Effective Use of Language” (I, III, IX)
Developers should use short phrases with simple words.

• “Fastest way” (I, V, IX)
The user should always be clearly offered the fastest way to the desired destination
and clearly represented.

• “Direct manipulation” (II, III, X)
Direct manipulation of onscreen content engages people and facilities understanding.
Icons from the real world are helpful.

• “Give the user control” (II, III, V)
Users have control without receiving unwanted outcome.

• “Use platform specific functions” (III, IX, X)
The developers must be aware of the platform or platforms for which they are
developing.

The following guidelines and principles were taken into consideration:

I. HIMSS Guidelines [3]
II. iOS Design Principles [4]
III. Android Principles [5]
IV. MARS [6]
V. Sheiderman’s Eight Golden Rules of Interface Design [7]
VI. UX Planet Principles [8]
VII. The Startup Principles [9]



Remote Testing of Usability in Medical Apps 5

VIII. Principles in the Design of Mobile Medical Apps [10]
IX. Mobile Health Consumer App Design Aspects [11]
X. Ergonomics of human-system interaction - Part 110: Principles of dialogue design

(ISO 9241-110:2006)

Furthermore, the Food and Drug Administration declares: “Usability is often con-
fused with design, human factors engineering is a better term. Usability is not just chic
color and trendy design elements.”

Strict and often complex regulations are a major constraint on the digital healthcare
market. Regulation is often cited as one of the main reasons for the slow development
of digital healthcare solutions. A survey conducted by mHealth App Economics in 2017
showed that 18% of digital healthcare players are reluctant to develop apps due to
uncertain regulatory frameworks [1].

The healthcare sector is subject to intensive regulation. Both digital and non-digital
healthcare solutions that could pose a risk to patient safety must be approved by an
official regulatory body such as the Food and Drug Administration in the United States.
Currently, many medical apps are of poor quality and sometimes potentially dangerous
[12]. Also, the great potential is not used.

In July 2017, the Food and Drug Administration announced a new approach to the
approval of digital healthcare solutions, the Digital Health Innovation Plan. Instead of
approving individual digital products, entire companies could be approved, and digital
products approved by these pre-selected companies would not have to go through a reg-
ulatory process for each of their product approvals. This development is still new, but the
Food and Drug Administration appears to be initiating a paradigm shift in the regulation
of digital healthcare solutions. This could serve as a blueprint for other countries to
follow [1].

At present, however, a medical app still has to undergo comprehensive, time-
consuming and cost-intensive certification processes. One factor that must be exten-
sively tested in this context is usability. In the European Union, the standard IEC 62366
Medical devices - Application of usability engineering to medical devices is to serve as
support. This standard is closely linked to ISO 14971 Medical Devices - Application of
RiskManagement toMedical Devices. It follows that usability is primarily seen as a risk
factor. According to the Food andDrugAdministration, more damage is caused by incor-
rect operation than by technical errors. In the IEC 62366-1:2007 standard, usability is
described as a characteristic of the user product interface that encompasses effectiveness,
efficiency, as well as the user’s ability to learn and satisfaction. Also, here a usability
file is promoted, which covers the following points: Extended purpose including user
specification and usage context, core tasks and pre and post conditions and subtasks,
usage requirements, user product interface specification including main functions, veri-
fication results, validation plan and validation results. Since the new version of the 2015
standard, the standard compliance requirements are very similar to the Food and Drug
Administration requirements.

The standard requires that usability be extensively tested and documented. However,
the user experience is not considered.

The standard requires the testing of usability. This means that the medical device
must perform various tasks in an environment of representative selected test persons
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from the user group under observation without help, but with a test leader. As Jakob
Nielsen points out, testing with potential users is the most effective way to identify
usability problems [13]. These tests are documented and evaluated.

IEC 62366-2 assumes that with six testers approx. 80% of the errors are found
(recommended for formative tests), with 15 test subjects approx. 90% of the errors
(recommended for summative tests). Both the IEC 62366-2 and the Food and Drug
Administration agree that the figures can only be read per target group.

The good usability of the products enables users to perform tasks quickly and
correctly. The usability measures are effectiveness, efficiency and user satisfaction.

2 Methods

With remote testing, testers can use the application asynchronously in their natural
environment according to their needs and the requirements of the app. These activities
can be stored by little additional programming effort and sent to the developers without
affecting the test subjects.

Depending on the functionality of the app, timestamps can be set at important points
in the app. A flowchart is helpful for this, because so it is possible to see the whole
procedure of the app. If these are then set in a predefined flow context, it is easy to see
where the user’s handling problemswere. So, the whole activity can be tracked by simple
button events and an analysis of the runtime behavior can be created. Each timestamp
needs a unique name so that the evaluator knows exactly which button belongs to which
timestamp and can place it in the correct sequence [14].

In addition, it is possible to record the entire screen in order to be able to reproduce
the behavior in even more detail. Audio recordings can also be documented, if the test
persons are animated to think aloud, i.e. to pronounce all thoughts, positive as well as
negative, questions, etc., the developers can give the best insight. However, this datamust
also be evaluated manually, which is difficult to achieve with a large group of testers and
requires more time and money due to the additional effort.

Remote testing has the advantage that the testers do not only have to fulfill the given
task, but mostly all areas of the application have to be tested automatically including the
main and secondary functions, as well as to be defined for certification.

Since the testing is carried out in the everyday life of the users, many testers do not
notice any more that they are testing a medical app because the test environment is not
present.

In the case of a large group of testers, it is advisable to determine the optimal way to
complete a task, the so-called happy path. For this purpose, the buttons that are required
for this have to be defined so that they can be automatically compared later with the
timestamps or their sequence. In addition, it is possible to define the time range between
two buttons. This not only makes it possible to evaluate whether the effective way was
found, but also whether it was found quickly.

Further functionalities of the smartphone can also be used, for example to determine
the location of use.

Furthermore, no professional trainer is required, as the test persons use and test the
app asynchronously according to their needs in their familiar environment. A test leader
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is only required when the test results are evaluated. However, he or she can also act
asynchronously.

However, it can be an advantage that the test persons fill out questionnaires after
the test phase has been completed, depending on the requirements of the app and its
developers. These can be standardized, such as the System Usability Scale [15] and the
User Experience Questionnaire [16], or individually adapted to the requirements of the
app and its developers.

The advantages and disadvantages of the usability laboratory and the remote variant
are listed in Table 1.

Some of the disadvantages of remote testing can be eliminated with regular online
meetings. Here the test coordinator and the respondent have the opportunity to exchange

Table 1. Usability laboratory with remote tests in comparison

Usability laboratory Remote usability tests

Advantages:

• Certainty that the test person will carry out
the task conscientiously

• Direct observation of the entire test situation
• More details can be observed

• Size of the tester group can be extended
• Larger selection of test subjects
• Tester is located in its natural environment,
so it feels more comfortable and a more
natural result is created

• Lower expenses
• More usability problems can be detected as
more cases and applications are tested with
the app

• Less strenuous for the test persons, as the
test environment is less present

• Possibility of automated evaluation of
results

• Test persons can test the app more freely,
according to their needs. This results in
much more diversified results

• Less costs (resources, space, travel expenses
…)

• Comfort, better in everyday working life
• It is easier to find test persons because they
are often more likely to take part in a test in
which they do not have to travel

• Simplified finding of test persons through
recruitment via the Internet

• Suitable if the target group is difficult to
reach (at different locations)

• Not fixed location
• Not time-bound
• Simplified recruitment of usability experts

(continued)
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Table 1. (continued)

Disadvantages:

• Complex recruitment of test persons
• Uncomfortable for test persons, as they are
in a test situation and in an unfamiliar
environment

• It is time-consuming to plan the recruitment
and the execution of the tests

• Expensive (recruitment, provision of
usability laboratory and resources),
depending on the budget not many users can
be checked and developers only meet the
required minimum requirements

• No direct observation, one does not directly
see the reactions of the user, some problems
may remain undiscovered because gestures
and facial expressions of the user are
missing and therefore the entire emotional
reaction is missing

• Code of the test app must be slightly
adjusted

• It is unknown whether the test persons really
test the app carefully and seriously

• It is more difficult to interact, interview,
train and observe the participants

• If hardware is to be provided, some logistics
are required to distribute it to the
participants and collect it again. In the case
of pure software applications, regular
installation support is required

• Confidentiality during screen sharing; it
must be ensured that no confidential data of
the test person is displayed

• Technical problems can occur more
frequently. Under certain circumstances
help can only be offered after some time

ideas, the test coordinator can ask specific questions to the satisfaction and draw first
results and the respondent can convey his or her first impressions and get possible ques-
tions about handling answered. This also provides the respondent with an opportunity
to perform certain tasks set by the test leader so that the test leader can directly perceive
the facial expressions and gestures of the proband. However, there are disadvantages
that cannot be avoided in the usability laboratory. The respondent is taken out of his
natural environment and thus becomes aware of the test situation. He or she no longer
acts as usual. Therefore, the execution of synchronous tasks is only recommended in
exceptional cases.

It is also important tomention that various studies have already shown that the results
of remote usability are at least comparably good with the results of classic usability tests,
such as a usability laboratory [17–19].

The study by Tullis et al. [20] has shown that test subjects are more willing to
participate in a remote test than in a laboratory test. In this study 108 people agreed
to participate in a remote test, while only eight people could be found for a test in the
usability lab. One reason for this is the lower effort a remote test entails compared to a
laboratory test for the test subjects [21].

Studies comparing a laboratory test with a remote test show that both synchronous
and asynchronous remote usability tests produce quantitative and qualitative comparable
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results. The number and severity of the found usability problems could not be determined
significantly either [17]. Often even more usability problems were detected by a remote
test [16]. The impression of the test persons is also of great importance. The remote test
situation is usually positively received. In the study by Brush et al. [17], seven out of
eight participants found the remote tests more pleasant than the situation in the usability
laboratory. Of these eight test persons, four preferred the remote test, but no test person
preferred the test in the laboratory.

In order to decidewhich type of testing is appropriate, a questionnairewas developed:

1. Doesn’t the app fall under the MDD or MDR according to its purpose? If so, is the
app already certified?

2. Has the app been developed for long-term use?
3. Does the app have more than five main and secondary functions?
4. Are the users people without medical qualifications?
5. Is the app used by private individuals in their private environment?
6. Is there a wide range of users?
7. Are the test persons at different locations, widely distributed?
8. Can the test persons use their own smartphones, or is the use of a private smartphone

advantageous?
9. Can the testing be carried out without additional hardware?
10. Isn’t the respondent’s facial expressions and gestures of decisive importance in the

evaluation?

If most of the above questions are answered with “YES”, remote testing is rec-
ommended. The financial factor is not to be despised, but it is strongly dependent on
individual framework factors. In the same way, time can still influence the selection of
the test, but here this point has to be considered very individually, too.

With the presented method not only, the usability and the user experience can be
tested, the entire compliance can be evaluated. Measurement parameters such as fre-
quency of use, duration of use, completeness, continuity and regularity can be easily
collected. In this case the developer can quantify these metrics with a range in order to
compare the results of the tests, too. Or he or she does not give a range and interprets
the evaluation freely in order to draw his conclusions. This depends strongly on the
requirements of the application and developer and the group size of the testers.

It can be assumed that an increase in usability quality will also increase compliance.

3 Results

In order to find weak points and difficulties regarding usability in the mobile app, it was
decided to assign timestamps to different buttons. The following questions were defined
in advance:

“How long does the user spend in our app?”
“How long does a user need to complete a certain process (e.g. adding food)?”
“When does the user abort a process or delete his entries?”
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“Where does the user call up the help function?”

In accordance with these questions, the buttons in the app are provided with times-
tamps to measure the time intervals between and during the various processes. After the
evaluation, the measured time can be used to identify the processes in which the user
needs longer, or deletes or aborts them more frequently, and to identify where further
usability problems exist and analyze them. An alpha test is then performed to determine
standard times and optimum values for comparison with the users and to detect devia-
tions. Furthermore, by measuring the total time the user has spent in the app, compliance
can be tested to determine whether the users are all using the app regularly, as prescribed,
and conscientiously.

To see where to set timestamps, it is helpful to create a simplified flowchart which
shows all main and secondary functions as shown in Fig. 1. In this way, the best points
for time stamps can be found easily and individually, so that the best possible evaluation
is available.

The diagram should provide a precise overview of what is relevant for processes and
what happens in them. The red dashes are actions like add, fill in text fields, select or save
settings and so on. The trash can always indicate the point in time at which individual
elements are to be deleted in the process. The red X indicates the period in which the
process can be aborted and the green question mark indicates the period in which the
user has the possibility to call up the help function.

Note that an individual minimum number of timestamps is required for compre-
hensive results, but too many measurement points can complicate interpretation and
possibly even falsify it. This figure is based on the developer’s own alpha test to control
the process, as shown in the appendix.

The app developed in the DiDiER project (Digitization of Services in the Nutritional
Counselling Process) funded by theGerman FederalMinistry of Education andResearch
(grant 02K14A150) is used here as an illustrative example. The purpose of this mobile
app is to make it easier for the patient to keep a diary by documenting all distorted foods
and their symptoms, fromwhich the diagnosis of possible food intolerances and allergies
can be made by professional nutritionists [22]. As part of this study, 25 test persons will
receive a smartphone including the DiDiER App over the period of their diagnosis (two
to six weeks), on which they must record all nutrition-relevant data, such as distorted
foods, symptoms, including strength and possible cofactors. For this purpose, the study
participants are providedwith various smart services, such as aFood InformationService,
which also enables the scanning of food barcodes so that all ingredients can be stored
directly. The Food Information Service is a collection of existing food databases that
are enhanced by various quality optimization algorithms [23]. It is also possible to
photograph symptoms and foods, as well as search by text input in the Food Information
Service. The developed standards are expected to lead to a significant increase in the
quality of nutritional advice for patients and nutritionists.
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Fig. 1. Sequence diagram to find the appropriate buttons for timestamps (Color figure online)

Currently, the entire system, consisting of patient app and consultant platform, is
being tested in a study. The study protocol was reviewed and approved by the Ethics
Committee of the Carl von Ossietzky University Oldenburg, Germany.

The questions already presented, as to decide whether remote testing would be
appropriate, were answered as follows (Table 2):

Table 2. Answering the questionnaire to decide if remote tests are suitable for the DiDiER App

No. Question: Answer:

1. Doesn’t the app fall under the MDD or
MDR according to its purpose? If so, is the
app already certified?

Yes, the app does not fall under MDD/
MDR because of its purpose, so far, the app
itself is a pure tool for documentation,
therefore no certification is necessary

2. Has the app been developed for long-term
use?

Yes, at the moment the app should be used
for a period between two and six weeks.
Later the app will be used even longer

3. Does the app have more than five main and
secondary functions?

Yes, the mobile app has several main and
secondary functions

4. Are the users people without medical
qualifications?

Yes, the users of the app come from many
different backgrounds and do not need
medical training

(continued)
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Table 2. (continued)

No. Question: Answer:

5. Is the app used by private individuals in
their private environment?

Yes, it is used by private individuals in
everyday life

6. Is there a wide range of users? Yes, the users, both during and after the
study, should use the app by various users

7. Are the test persons at different locations,
widely distributed?

Yes, the app can be used from anywhere
and is not location-bound. However, the test
persons are in the vicinity of their
nutritionists during the study

8. Can the test persons use their own
smartphones, or is the use of a private
smartphone advantageous?

Yes, the app can be used from any
smartphone. But during the study, the
subjects receive a smartphone

9. Can the testing be carried out without
additional hardware?

Yes, no additional hardware is required

10. Isn’t the respondent’s facial expressions
and gestures of decisive importance in the
evaluation?

Yes, facial expressions and gestures do not
play an important role in the evaluation

A timestamp on the login and logout button can be used to determine how long the
respective user has been using the application. Since a button event is also saved on the
different view options, for example on the calendar views, a statement can then be made
as towhich view is preferred. Furthermore, a start point and one or two end points (saving
the entered data and canceling the entry) have been defined for each sequence. So, it can
be tracked exactly how long the tester needs for a sequence, if he or she confirms it or
when this task is aborted. Each help button is provided with a tracker so that it is clear
where the user needs special help and is unsure how to use it.

The collection of button tracks makes it possible to track the entire usage without
any gaps.

At the end of each test phase, the entire data is displayed pseudonymized in tables
for evaluation. Different events are grouped so that the evaluation is simplified.

No audio or screen recordings are made during the study. This is not required here.

4 Conclusion and Outlook

In many countries within Europe, the population is accustomed to insurance paying for
most health-relatedmatters. It is therefore difficult to get users to pay for a health app. So,
developers need to use other ways to cover the costs of development and certification and
make a profit. At themoment there is a trend for developers to contact different insurance
companies, so that these insurance companies include the app in their offer [1].
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This has to be considered for distributors, because they either have to get in contact
with many different health insurance companies or convince the user directly. In both
cases,more than just certification is often expected.Usability is one of themost important
factors, and even more so is the overall user experience. Because if the app is not easy to
use, it is not popular to use and the potential increase in quality of life remains unused.

With the presented concept apps can be tested completely and comprehensively
regarding their usability. With this easier way, they can identify and reduce possibly
risk factors. The test persons can be easily found in remote testing, since no effort and
costs are incurred for the journey. Earlier studies have already shown that the results
of remote tests and in the usability laboratory are comparable or even more errors are
found in remote tests.

Timestamp can be used to collect all relevant information on specific buttons without
influencing the test persons. Additional information can be obtained through further pos-
sibilities, such as screen- and audio monitoring and consultation hours with experts. The
evaluation of the collected data can take place time-independently and can be automated
by previously defined happy path.

The test method is currently used in the study for testing the DiDiER App. The
developed questionnaire demonstrates that the DiDiER App is suitable for this purpose.
Usability results are expected by the end of 2019. The data to be evaluated will then
also be examined for compliance and compared with the previously defined compliance
area. The creation of the automated evaluation with the help of the happy path is one of
the next steps.

If the results are as positive as currently expected, the presented concept will be
adapted to further apps in the health sector and further investigated, for example with
regard to the effectiveness of the smartphone application.

It is expected that the new remote tests will lead to an enormous increase in quality
and a decrease in risk, even though themedical app has already been certified according to
the EUdirective. The IEC 62304Medical device software - Software life-cycle processes
(IEC 62304:2006 + A1:2015) also requires permanent validation.
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