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Abstract. The Internet of Things (IoT) has already begun to drastically alter
the way people operate in various industries across the world, as well as how
we interact with our environment. There is a lot of progress being made toward
achieving the envisioned goals of IoT, however there are still numerous challenges
to be addressed. Bluetooth low energy (BLE) and its beacons protocol have pushed
forward innovations in the field of microlocation, which is a key area of IoT. The
emergence of fog computing architecture has also lead to reduced dependence
on cloud architecture by shifting resources towards users and local applications.
Together these two innovations provide ideal conditions for adoption of IoT in
emerging economies, which are known to be both financially and technically
constrained. In this paper we provide an overview of the key innovations that are
suitable for adoption in emerging economies based on BLE and fog computing.
We further present three reference models for indoor navigation systems which
can help further the research work in the application of BLE and fog computing.
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1 Introduction

The Internet of Things (IoT) [1] has ushered in a new connected approach to our every-
day activities. The promise of connectivity with not just people but ‘things’ we come
across within our respective environments, living or otherwise, opens up a lot of avenues
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for smarter world interactions which take into account context (environment and per-
sonal preferences). IoT spans across many Cyber-Physical Systems (CPSs) creating an
integrated grouping of systems that provide various services to society. Achieving the
vision of 10T is a complicated task due to the current state of systems and the amount of
work that needs to be done to turn current systems into their connected and autonomous
forms. Current challenges span both the technical and non-technical, however experi-
mental and real world implementations of some of the enabling technologies have shown
great promise.

When viewing the promise of a smarter environment from the viewpoint of emerging
economies, the implementation of IoT can seem to be a challenging task to accomplish.
Successful real world implementations of innovations for IoT and its enabling tech-
nologies to date have required a considerable amount of resources, both financial and
technical, as well as a favorable economic environment. Given the ongoing challenges
that emerging economies face, sourcing the necessary financial and technical invest-
ment in order to implement IoT-based systems is typically hard to achieve. However, the
improvements that such systems can bring to people and activities of daily life (ADLs)
are undeniable.

One of most promising enabling technologies for a number of recent IoT innova-
tions is Bluetooth low energy (BLE), which is commonly applied through the use of BLE
beacons. BLE is an energy efficient low data rate technology suitable for power con-
strained IoT applications [2, 3], and the high availability of Bluetooth-enabled devices
has resulted in high rate of adoption by both industry and academia. Other known bene-
fits of BLE are that it doesn’t interfere with other wireless infrastructure, and beacons are
small in size, low in cost, and platform independent. Some of the well-known applica-
tions of BLE beacons include improving shopping experiences [4], navigating museums
[5], indoor localization and tracking [6], and helping the blind or disabled [7].

The emergence of the fog computing architecture has also helped to overcome chal-
lenges faced along the path to the realization of IoT, which include stringent latency
requirements, network bandwidth constraints, resource-constrained devices, and the
need for uninterrupted services with intermittent connectivity to the cloud. Fog comput-
ing is said to distribute computing, control, storage, and networking functions closer to
end user devices, and complements the centralized cloud [8]. Such an architecture alle-
viates the burden on the cloud to handle all IoT functions and more importantly enables
the provision of the required services to enable IoT with little or no dependence on the
cloud.

BLE and fog computing provide ideal conditions for technological advancements
to me be made within emerging economies, mainly owing to the low cost of setup and
maintenance of BLE-based applications, and the ability to only consider cloud-based
resources if absolutely necessary to a given system’s architecture. This means that IoT
innovations can be implemented locally, and then expanded into a fully integrated net-
work when conditions are more ideal. Furthermore, people in said economies generally
have access to mobile phone services, with Bluetooth 4.0 enabled smartphones prevalent
across the population, making the use of BLE-based IoT applications suitable in those
places.
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The main purpose of this work is to highlight IoT applications that can be adopted
within emerging economies taking into consideration the financial and technical con-
straints in such environments. In Sect. 2 we discuss BLE, and some of the recent IoT
innovations based on this technology that can be adopted for emerging economies.
Section 3 presents our proposed reference models for indoor navigation systems which
blend together BLE beacons, augmented reality, fog computing, and natural language
processing according to the required level of system complexity. The final section, Sect. 4,
provides a summary of the research work we conducted and de-tails the plans for our
future work.

2 Bluetooth Low Energy

The complexity of [oT has motivated the design and provision of low power communica-
tion technologies. These demands have resulted in the provisioning of radio-frequency
identification (RFID), ZigBee, 6LoPan, amongst others, and now BLE. This section
examines the BLE technology and some of its compelling applications with regards to
IoT.

2.1 Protocol and Beacons

The BLE protocol operates on the 2.4-GHz ISM spectrum, which it divides into 40
channels, with three channels (channels 37-39) dedicated to advertisement purposes
and the rest for data exchange. BLE beacons are devices that are only responsible for
advertising. These devices are connectionless and broadcast their signals periodically [9].
These advertising signals contain small data payloads, referred to as advertising protocol
data units (PDUs), which typically include a packet header, MAC address, device’s
unique identifier, and manufacturer-specific data. A device with receiver capabilities
typically processing the signals and performs actions based on the received payload.
This can range from a simple notification on a smartphone application to more advanced
actions such as displaying indoor navigation routes.

2.2 Beacon Protocols

The most well-known beacon protocols are iBeacon [10] developed by Apple, and Eddy-
stone [11] developed by Google. The main difference between these two profiles lies in
their definition of the advertising PDU. Eddystone allows developers to switch between
URL and TLM frames for the advertising PDU, whereas iBeacon only provides the
ability to specify identification information for a beacon. The definitions for each of
these profiles is shown in Fig. 1. There are also two open-source alternatives which
are AltBeacon [12] by Radius Networks and GeoBeacon [13] by Tecno-World, which
are both compatible with any mobile operating platform. AltBeacon provides the same
capabilities as iBeacon but is not company specific, and GeoBeacon is geared towards
geocaching applications.
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(a)

Adv PDU Payload defined by iBeacon Standard
1 byte 4 bytes 2 bytes 6 bytes 9 bytes 16 bytes 2 bytes 2 bytes 1 byte
Preamble | Access Address Header MAC iBeacon Prefix Universally Unique Identifier (UUID) Major Minor Tx Power
(b)
Adv PDU Payload defined by Eddystone Standard
1 byte 4 bytes 2 bytes 6 bytes 1byte 1byte 16 bytes 2 bytes
b Frame Type Ranging uIiD Reserve
1byte 1 byte 18 bytes
URL
Preamble | Access Address Header MAC Frame Type Ranging URL
1 byte 1 byte 2 bytes 2 bytes 4 bytes 4 bytes
a Frame Type | TLM Version | Batterylevel | Temperature ADV_CNT SEC_CNT

Fig. 1. Definitions for advertising PDU of (a) iBeacon and (b) Eddystone BLE profiles

2.3 Beacon-Based Applications

Since the initial demonstration of the capabilities of BLE beacons via the introduction
of iBeacon, there has been much interest in making use of this technology to achieve
longstanding problems with regards to localization, proximity detection and interaction,
and activity sensing. Jeon et al. [9] who presented a detailed study of BLE beacon
technology and its relationship with IoT provided a concise summary of the state-of-
the-art research on BLE beacon-based applications. They further enumerated some of the
outstanding work to be done with regards to BLE beacons, which include interoperability
between different beacon protocols, managing and monitoring battery life, and the need
for enhanced security features to better support [oT. Faragher and Harle [12] investigated
the feasibility of BLE beacon-based indoor localization systems using given deployment
configurations and operation parameters. They set up 19 beacons in an office area,
and their findings showed that a beacon-based approach achieved less than 2.6 m error
ninety-five percent of the time when beacons were deployed every 30 m?, outperforming
the 8.5 m error margin of existing Wi-Fi networks. This increased accuracy greatly
assists with the task of activity sensing. Proximity detection and interaction up until the
introduction of BLE beacons was usually achieved via the use of QR codes and near-field
communication (NFC). However, QR codes need to be installed or printed in a large size
to reach a large audience, and NPC have very short interaction distance of 10-20 cm,
making interactions for large audiences problematic. The use of BLE beacons addresses
these shortcomings for such proximity-related tasks.

Three of the most promising applications of BLE beacons which are easily repli-
cated in emerging economies are vehicle-based indoor navigation, building-based indoor
navigation, and indoor navigation coupled with mobile augmented reality.

Vehicle-Based Indoor Navigation

Rodriguez et al. [14] presented their work on an indoor positioning and guidance system
for drivers which addressed the challenges faced with indoor parking. They made use of
a combination of the inertial sensor data of a mobile phone located inside a vehicle, radio
signals coming from a network of BLE beacons, an occupancy grid of the car park, and
Bayesian estimation in order to identify the position of a vehicle. Their proposed system



Application of Bluetooth Low Energy Beacons 105

further incorporated real-time visual, textual, and auditory instructions to the driver. Their
experimental evaluation showed that the proposed system reported the correct position of
the vehicle 88% of the time on average, and highlighted the feasibility of implementing
vehicle-based indoor navigation, with a significant reduction of the resources for set up
and maintenance that are typically required for such an endeavor.

As emerging economies continue to develop and people’s living standards improve,
more people will have access to vehicles and infrastructure will be improved to cater
for the increasing demands of the population. The adoption of such a system which
embodies the vision of IoT can greatly simplify people’s lives and management of
parking structures.

Building-Based Indoor Navigation

Building-based indoor navigation includes landmarks [15], museums [5], airports [16],
etc. While there have been a number of applications with regards to museums, airports
and schools are areas of great interest for providing smart environments which can assist
people and guide them through buildings if need be. One of well-known implementations
of such a system is that of Gatwick Airport in the UK [17]. The airport installed 2,000
battery-powered beacons across its two terminals in order to guide airline passengers
within the building. These beacons were coupled together with an augmented reality
wayfinding tool (see Fig. 2) which enabled passenger navigation within a positioning
error margin of 3 m. The capabilities of these beacons were made available to airlines
which could use the information to send push notifications to warn passengers if they’re
running late, or even make a decision on whether or not to wait or offload luggage so
that an aircraft can take off on time.

The ability to have meaningful interactions with buildings is a key component of [oT,
and BLE beacons can greatly simplify the process that makes this possible, regardless
of shortage of resources available. As the beacons are typically low cost, an adequate
amount can be purchased depending on the required area of coverage. Furthermore as
these devices enable indoor positioning and a vast number of services can be built upon
knowledge of user location, there is room for growth in innovative solutions.

Indoor Navigation Coupled with Mobile Augmented Reality

Coupling navigation capabilities with augmented reality can greatly aid in contextualiz-
ing information, as shown in Fig. 2. Shao et al. [18] investigated whether BLE beacons
were capable of enabling provisioning a seamless mobile augmented reality (AR) expe-
rience to the users. The authors proposed a self-contained system consisting of a cluster
of BLE beacons that are connected to embedded micro-controllers and low-cost stereo
cameras. Self-contained here refers to the system being able to function without requiring
internet access, external power supply, or other external resources as part of its opera-
tions. Unique sets of visual features and a subset of captured 3D point time series data
were embedded in the advertising PDUs for each beacon, with a smartphone serving
as the receiver for the advertising signals. The received advertising PDUs were merged
with a smartphone’s inertial data, and the location data and 3D object data were then
used to render a 3D object on a smartphone in real-time. The authors modelled two sce-
narios where they attempted to recognize five basic hand gestures, and two multi-person
interactions which were gestures of two people shaking hands, followed by one person
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waving a hand to another person. Motions were sampled at five different rates 3 Hz,
6 Hz, 9 Hz, 12 Hz and 15 Hz, and their findings showed that 9 Hz sampling frequency
is good enough to capture the meaning of a motion that lasts about a second. Low-speed
gestures were recognized accurately at 6 Hz with the performance dropping to around
75% for slightly more difficult gestures like two-hand waves.

This work showcased that BLE beacon-based systems which incorporate augmented
reality can be designed and implemented with minimal resources. Given the enormous
benefits of augmented reality systems from health, to education, and manufacturing,
utilizing beacons can greatly enhance the capacity of those different industry sectors
within emerging economies. Furthermore with the next generation BLE 5.0 beacons
expected to have an increase in broadcasting capacity of up to around 256 bytes, more
complex applications utilizing beacons and augmented reality can be put into operation.

Follow the line

Fig. 2. Gatwick Airport wayfinding tool using augmented reality

3 Proposed Reference Models for Indoor Navigation Systems

The research work presented in Sect. 2 shows promising results for BLE beacon-based
approaches for indoor navigation. This section introduces our proposed reference models
for BLE beacon-based indoor navigation systems.

The typical beacon-based architecture is comprised of beacons and a mobile applica-
tion that receives advertised PDUs and acts upon them. The mobile application can take
action solely using local resources, make use of external resources, or a combination of
the two. In general the architecture of BLE beacon-based navigation systems is limited
by the complexity brought on by the tasks it needs to fulfil. In this section we discuss
three reference models ranging from basic navigation, to enhanced navigation, to the
ideal IoT navigation.
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3.1 Basic Navigation

Base services of a navigation system include providing current location, route paths, and
providing details on nearby points of interest (POI). Two of the commonly used indoor
positioning techniques are proximity and fingerprinting, with received signal strength
indications (RSSIs) being among the main signal features that are used for localization.
Proximity looks at positioning using the closeness relative to a known location based on
detected RSSIs. Fingerprinting on the other hand involves a two-step process: 1) record
known coordinates and the RSSIs from beacons within close proximity to each coordinate
and store them, and then 2) detect RSSIs currently being received by a device and attempt
to match these to the stored fingerprints. Proximity at a minimum only requires beacon
identification information and additional descriptors if need be, whereas fingerprinting
requires storage of the fingerprint vectors. As RSSI measurements tend to fluctuate due
to environmental changes, signal processing techniques are usually employed in order
to improve accuracy. Commonly used processing techniques include Particle Filter [19]
and Kalman Filter [20].

The most basic setup for user location is making use of local resources of the mobile
application and either the proximity or fingerprinting approach for positioning. The
proximity approach would result in the mobile application receiving broadcast mes-
sages, selecting the strongest signal detected, and then comparing the related beacon
identification information to the locally stored data. The descriptor tied to the matching
beacon would then be presented to the user as their approximate location. The finger-
printing approach would involve a vector of RSSIs received by the mobile application
being compared to the locally stored fingerprints. The descriptor tied to the matching
fingerprint would then be presented to the user as their approximate location. A more
complex version of this form of user location would involve making use of an external
service to handle the matching processes.

In order to derive an optimal route from the current location to the chosen destination
a weighted graph needs to be modeled and made available (locally or remotely) to the
mobile application. The provision of a map of the physical space is usually ideal in
this scenario which can be used to present the navigation information on the mobile
application in a more meaningful manner. POIs within a building are typically tied to a
beacon, whether they are at the actual location of it or in close proximity. The process
therefore is to identify the beacon that the mobile application is currently closest to and
then determine the shortest path to the POI i.e. the target beacon. Given a weighted
graph, Dijkstra’s algorithm can be used to determine the shortest path [21] between the
two beacons. The path can then be presented in the form of step by step text instructions
or visual representations on the map of the physical space. It should be noted that the
instructions/map will need to be updated as the mobile application moves towards the
destination. This can be achieved by the mobile application actively reacting to the new
RSSIs that are received by beacons along the path.

The final basic service is to provide details on nearby POIs. This can be achieved by
selecting the closest N POIs nearby, or defining a maximum radius (r) from the current
location and selecting the POIs that fall within this radius. These nearby POIs can then
be displayed on the mobile application with either textual information or a visualized
map.
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3.2 Enhanced Navigation

Enhanced navigation provides additional services on top of those described in the previ-
ous section. This architecture provides additional context to the user, and this is achieved
via augmented reality. Mobile augmented reality based on BLE-beacons is a more com-
plex yet achievable architecture. The main challenges are how best to store the required
visual features and how to later reassemble them in an augmented view on the mobile
application. As showcased by Shao et al. [18], the required visual features can be dis-
tributed across a set of beacons. The mobile application then uses the advertising PDUs
for the beacons that are in close proximity to reassemble the visual features, and display
the augmented view based on the direction and angle of the mobile device. The bottle-
neck of this approach lies in how best to store the visual features as the beacons have
limited payload size. If the size of the visual features exceeds distribution across a set
of beacons with either the payload size of the Blue-tooth 4.0 or 5.0 specifications then
an alternative method would be to establish a fog node at the premises to handle storage
while minimizing the latency.

3.3 Ideal IoT Navigation

The IoT aims to bring context to our everyday living. In a navigation system this means
taking into consideration our preferences or other personal factors and customizing the
experience. In our opinion the ideal navigation system would take into consideration each
person’s culture especially in multi-lingual environments such as airports, universities, or
museums, where use of standard languages such as English or French to provide general
information is not adequate to all who make use of services within said environment.

Given the tremendous progress in natural language processing techniques in recent
years, it has become much easier to develop language models for specific and to some
extent general purposes. These language models can be built using various methods
and then deployed for use as part of various language services such as translation,
part-of-speech tagging, chatbots, etc.

We therefore propose an integrated BLE beacon fog computing architecture. In this
architecture BLE beacon can provide services up to those of the Enhanced Naviga-
tion approach. However, the language preference set on the mobile application would
determine the language in which they view the navigation information. The proposed
approach would better contextualize the navigation experience for those with language
challenges while still minimizing the infrastructure and computation required.

4 Conclusion

This paper provided a look into Bluetooth low energy and how this technology is helping
to bridge gaps along the path to the full realization of IoT. The introduction of BLE bea-
cons and the related protocols has redefined microlocation techniques and also advanced
innovations within this subject area.

IoT provides enormous benefits to society, but it and its related systems can be
challenging to implement especially in emerging economies which have a considerable
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number of financial and technical constraints. This research work provided in-sights
into what can be achieved by emerging economies with regards to the [oT de-spite these
constraints. We additional enumerated three reference models based on increasingly
complexity which can be adopted according to the needs of the required indoor navigation
system.

Our future work will involve developing a system prototype in order to verify the real
world feasibility of the proposed Ideal IoT Navigation reference model. This will give us
a better reference point on the capacity of BLE beacons to achieve such a contextualized
scenario.
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