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Abstract. Based on delegating quantum computing (DQC), a DQC
model that adapts to multi-qubit and composite quantum circuits is
given firstly. In this model, the single client with limited quantum ability
can give her encrypted data to a powerful but untrusted quantum data
server and let the data server computes over the encrypted data without
decryption, where the computation is a quantum circuit composed of
multiple quantum gates. Then, the client generates the decryption key
to decrypt the computing result according to the circuit of computation.
However, this model cannot meet the situation of multi-client accessing
or computing encrypted cloud data in the cloud environment. To solve
this problem, we let the client outsource key generation to a trusted key
server, which composes the quantum cloud center with the data server.
The clients only perform X and Z operation according to the encryption
or decryption key. Then, combined with Grover algorithm, a quantum
searchable encryption scheme for cloud data based on delegating quan-
tum computing is proposed in this paper. The data server mainly uses
Grover algorithm to perform search computation on the encrypted data.
Moreover, a concrete example of our scheme is discussed next, where the
data server searches for 2 target items from 8 items of the encrypted
data. Finally, security of our proposed scheme is analysed, which can
protect the security of the data.
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1 Introduction

In recent years, cloud computing has achieved great development both in aca-
demic and industry communities as it provides economic and convenient service,
which can recommend to people what they want [1,2], provide energy saving solu-
tions [3,4], and so on. And now more and more clients are planning to upload
their data onto the public clouds. However, data stored in the cloud server may
suffer from malicious use by cloud service providers. Considering data privacy
and security, it is a recommended practice for data owners to encrypt data
before uploading onto the cloud [5,6]. Therefore, an efficient search technique
for encrypted data is extremely urgent.

A popular way to search over encrypted data is searchable encryption (SE).
The first searchable encryption was proposed by Song et al. [7]. This scheme uses
stream ciphers and pseudo-random functions to implement ciphertext retrieval,
but it also has a series of problems, such as low search efficiency and data privacy.
Therefore, Goh [8] built a index structure based on the Bloom filter to achieve
fast retrieval of ciphertext data. However, the Bloom filter itself has a certain
error rate, and the result returned by the cloud server to the data user may
not be accurate. Besides, Curtmola et al. [9] and Boneh et al. [10] use the idea
of “keyword-file” to construct a symmetric searchable encryption scheme and a
public key search able encryption scheme, respectively. Both schemes have sig-
nificant improvements in safety and efficiency. Nowadays, many researchers have
tried to use kNN algorithm [11], user interest model [12], blockchain technology
[13], and so on, to improve the search efficiency and data privacy.

On the other hand, in the field of quantum computation, to protect the pri-
vacy of client’s data, many researchers have proposed a novel model of quantum
computation: blind quantum computation (BQC), where the client with lim-
ited quantum resources can perform quantum computation by delegating the
computation to an untrusted quantum server, and the privacy of the client can
still be guaranteed. BQC can be generally divided into two categories: one is
the measurement-based blind quantum computation (MBQC), and the other
is the circuit-based blind quantum computation (CBQC). In MBQC, measure-
ment is the main driving force of computation, which follows the principle of
“entangle-measure-correct”, and a certain number of quantum qubits are entan-
gled to form a standard graph state [14,15]. Different from MBQC, CBQC is
based on the quantum circuit that is composed of many kinds of quantum gates
[16–19]. Among them, Fisher [18] and Broadbent [19] firstly proposed a repre-
sentative CBQC model: delegating quantum computation (DQC). In their pro-
tocols, an untrusted server can perform arbitrary quantum computations on
encrypted quantum bits (qubits) without learning any information about the
inputs, where the quantum computations are implemented by a universal set of
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quantum gates (X, Z, H, S, T , CNOT ). And then the client can easily decrypt
the results of the computation with the decryption key. However, since Fisher
and Broadbent only considered two parties, Kashefi et al. [20] proposes a multi-
party delegated quantum computing protocol later. But, this protocol is actually
under the measurement-based quantum computing framework, which belongs to
MBQC and is not DQC.

In order to implement multiclient DQC, i.e., different clients can store or
search their data in the quantum cloud center, we propose a quantum search-
able encryption scheme for cloud data based on delegating quantum computing.
Our scheme has five components: encryption key generation, encryption, search,
decryption key generation and decryption. Clients firstly use X and Z gates to
encrypt their data with the encryption keys, where the encryption keys are gen-
erated by the key server, and then send the encrypted data to the data server.
The data server performs search computation (i.e., Grover algorithm) on the
encrypted data if other clients need, where the search computation are imple-
mented by a universal set of quantum gates (X, Z, H, S, T , CNOT ). During the
search computation, the data server assists the key server to generate decryption
keys. Finally, the clients who need the search result from the data server, also
use X and Z gates to decrypt the encrypted search result with the decryption
keys from the key server.

The rest of the paper is organized as follows. Section 2 provides some pre-
liminary knowledge about quantum computation and how to perform quantum
computing on encrypted qubit. Then, a quantum searchable encryption scheme
for cloud data based on delegating quantum computing is proposed in Sect. 5.
Moreover, we give a concrete example that use Grover algorithm to search on
encrypted 2-qubit state in Sect. 4. And security analysis is discussed in Sect. 5.
Finally, Sect. 6 gives conclusion of this paper.

2 Preliminaries

2.1 Quantum Computation

As we know, the bit is the fundamental concept of classical information, and has
a state, either 0 or 1. Similar to the classical bit, the quantum bit (called qubit)
[21] is the basic unit of quantum information and has two possible states |0〉 and
|1〉, which is often referred to as quantum superposition state,

|ϕ〉 = α |0〉 + β |1〉 , (1)

where α, β are complex numbers, and |α|2 + |β|2 = 1. |0〉 and |1〉 can be repre-
sented by vectors,

|0〉 =
[

1
0

]
, |1〉 =

[
0
1

]
. (2)

Then, |ϕ〉 can be expressed in vector form |ϕ〉 = ( α
β ).
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Analogous to the way that a classical computer is built from an electrical
circuit containing wires and logic gates, a quantum computer is built from a
quantum circuit containing wires and elementary quantum gates to carry around
and manipulate the quantum information. Single-qubit gates, such as Pauli-X,
Pauli-Z, H (Hadamard), S and T are the simplest form of quantum gates, and
they can be described as 2 × 2 unitary matrices as below,

X =
[
0 1
1 0

]
, Z =

[
1 0
0 −1

]
, H =

1√
2

[
1 1
1 −1

]
, S =

[
1 0
0 i

]
, T =

[
1 0
0 eiπ/4

]
. (3)

Multi-qubit gates are also the important units in a quantum circuit. The
prototypical multi-qubit quantum logic gate is controlled-NOT (i.e., CNOT )
gate (shown in Fig. 1), which has two input qubits, known as the control qubit
and the target qubit, respectively. If the control qubit is set to 0, then the target
qubit is left alone. If the control qubit is set to 1, then the target qubit is flipped.

1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0

CNOT
a

b

a

a b

Fig. 1. Matrix representation and quantum circuit of CNOT gate.

2.2 Delegating Quantum Computing

This delegating quantum computing (DQC) scheme was firstly proposed by
Fisher [18] and Broadbent [19]. It (see Fig. 2a) starts with a client who has
quantum information that needs to be sent to a remote server for processing.
The client first encrypts one input qubit |ψ〉 and sends it to a quantum server,
who performs a computation U on the encrypted qubit. The server returns the
state which the client decrypts to get U |ψ〉.

In the scheme, to encrypt a qubit |ψ〉, a client applies a combination of
Pauli X and Z operations to get a encrypted qubit XaZb |ψ〉, where a, b ∈
{0, 1} (as well as c, d ∈ {0, 1} for the CNOT gate in Fig. 2f). Then, the server
perform quantum computing U , which is composed of unitary operations from
the Clifford group {X,Z,H, S,CNOT} and one additional non-Clifford gate, T
gate. As shown in Fig. 2b-f, when U ∈ {X,Z,H, S,CNOT}, clifford gates do not
require any additional resources, and decryption is straightforward. However,
when U = T (see Fig. 2g), the server requires the client to send an auxiliary qubit
ZdP y |+〉, where y, d ∈ {0, 1}. to control a CNOT gate with the encrypted qubit.
The server measures the encrypted qubit and outcome c ∈ {0, 1} is returned to
the client, which is used in decryption. The client sends a single classical bit,
x = a ⊕ y, to control a S gate on the auxiliary qubit, which is returned to the
client as Xa′′

Zb′′
R |ψ〉, where a′′ = a ⊕ c and b′′ = a(c ⊕ y ⊕ 1) ⊕ b ⊕ d ⊕ y.
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Fig. 2. Protocol for delegating quantum computing

3 Quantum Searchable Encryption for Cloud Data Based
on Delegating Quantum Computing

In this section, we firstly give a simple multi-qubit DQC model, which only
contains two parties: client and single server.

3.1 A Multi-qubit DQC Model

Suppose the client Alice wants the single server Bob to search over her encrypted
data. The basic process of this model is given as below, and the frequently used
variables and notations are listed in Table 1.

1. Alice should encrypt the data with Pauli operators {X,Z} depending on a
classical encryption key ek = (x0, z0), and send it to Bob.

2. When Bob performs search computation on the encrypted data, Alice com-
putes the decryption key for the encrypted data, where the search computa-
tion is generally composed of a set of unitary gates {X,Z,H, S, T, CNOT}
in the quantum circuit. For the sake of clarity, the decryption key generation
rules for arbitrary unitary transforms {X,Z,H, S, T, CNOT} in the circuit
are combed in Algorithm 1.
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3. Alice also only needs to decrypt the search result with X and Z gates depend-
ing on the decryption key.

Table 1. Explanations for frequently used variables and notations.

Variables and notations Explanations

N, N+
N = {0, 1, 2, · · ·} is a set of non-negative integers, and

N
+ = {1, 2, 3, · · ·} is a set of positive integers

M , m, n(m, n ∈ N
+) M = 2m is the number of items to be searched, and each item

data(j) contains data of n bits, where j ∈ {0, 1, 2, · · · , M − 1}
ek, dk, sk ek and dk are 2n-bit encryption and 2n-bit decryption keys,

respectively, for Alice’s data. dk is encrypted with sk

xr(k), zr(k)(r ∈ N
+, k ∈ N) (xr, zr) is the 2n-bit intermediate key of the rth round in

Algorithm1; ek = (x0, z0); xr(k) is the kth bit of xr and zr(k) is

the kth bit of zr

ζ ζ = {I, X, Z, H, S, T, CNOT}
Xi, Zi, Hi, Si, Ti, CNOTi,l Xi, Zi, Hi, Si, or Ti denotes applying a X, Z, H, S or T gate on

the ith qubit of the input state and letting the other qubits

unchanged; CNOTi,l denotes performing a CNOT gate on the ith

and lth qubits of the input, which act as the control and target

qubits, respectively

Algorithm 1. (decryption key generation rules for arbitrary unitary transform
in ζ). Suppose |ψ〉 is an n-qubit quantum state, U is an n-qubit unitary transform
composed of gates from the universal gate set ζ, and G represents any one
gate of ζ. Let ek = (x0, z0) and U0 = ⊗n

k=1I, the encrypted quantum state
(⊗n

k=1X
x0(k)Zz0(k)) |ψ〉 is equivalent to U0(⊗n

k=1X
x0(k)Zz0(k)) |ψ〉; the updated

decryption key dkr+1 = (xr+1, zr+1) for Ur+1 and ek satisfying Eq. 4

G ⊗ Ur(⊗n
k=1X

xr(k)Zzr(k)) |ψ〉 = (⊗n
k=1X

xr+1(k)Zzr+1(k))Ur+1 |ψ〉 , (4)

where Ur+1 = G ⊗ Ur, is calculated as follows:

– If G = I, Xi, or Zi, then
dkr+1 = dkr.

– If G = Hi, then
(xr+1(i), zr+1(i)) = (zr(i), xr(i)),
(xr+1(k), zr+1(k)) = (xr(k), zr(k))(k �= i).

– If G = Si, then
(xr+1(i), zr+1(i)) = (xr(i), xr(i) ⊕ zr(i)),
(xr+1(k), zr+1(k)) = (xr(k), zr(k))(k �= i).

– If G = CNOTi,l, then
(xr+1(i), zr+1(i)) = (xr(i), zr(i) ⊕ zr(l)),
(xr+1(l), zr+1(l)) = (xr(i) ⊕ xr(l), zr(l)),
(xr+(k), zr+1(k)) = (xr(k), zr(k))(k �= i).
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– If G = Ti (suppose the secret bits Alice chooses for this T gate are y and d,
and the related one-bit measurement result from Bob is c, which is shown in
Fig. 2g), then
(xr+1(i), zr+1(i)) = (xr(i) ⊕ c, xr(i) · (c ⊕ y ⊕ 1) ⊕ zr(i) ⊕ d ⊕ y),
(xr+(k), zr+1(k)) = (xr(k), zr(k))(k �= i).

3.2 Outsourcing Key Generation to a Trusted Key Server in the
Cloud Environment

As mentioned above, we can see that this DQC model consumes a large amount
of computing and communication resources on clients. Let us give a concrete
example first. Suppose Alice sends the encrypted superposition state to Bob
and Bob use Grover algorithm to search out result state which Alice needs.
Since Grover’s algorithm is composed of a series of unitary transforms, it can be
applied directly on an encrypted superposition state and obtained the encrypted
search result by the use of DQC. It is known that the Grover’s search is made
up of a sequence of repeated Grover iterations, and each iteration contains an
oracle that has the ability to mark items satisfying a specific search condition. For
NP problems, solutions can be recognized in polynomial time; this means each
Grover iteration can be constructed with polynomial elementary gates. Suppose
the search space has M = 2m, then, there may be O(

√
M · ploy(m)) T gates

(when each Grover iteration contains polynomial T gates). So, Alice needs to
interact with Bob frequently to update the decryption key. This will put a huge
amount of computing and communication pressure on Alice.

Besides, clients only search over their own encrypted data in this model, which
is not beneficial to data sharing. To solve these problems, outsourcing key gener-
ation to a trusted cloud key server is a good solution. There are rich computing
and communication resources in the cloud environment. Moreover, it is also suit-
able for data sharing and key management. That is, we divide the client into two
parties: a thin client (Alice) and a trusted cloud key server (Charlie). The require-
ments and constraints on Charlie are given in Constraint 1.

Constraint 1. (Requirements and constraints on the key server). The key
server Charlie obeys the following two constraints:

1. Charlie has the ability of performing key update rules and prepares four
different states of qubits:

|+〉 =
|0〉 + |1〉√

2
, |−〉 =

|0〉 − |1〉√
2

, |+y〉 =
|0〉 + i |1〉√

2
, |−y〉 =

|0〉 − i |1〉√
2

, (5)

which can serve as auxiliary qubits for T gates in the circuit of search as well
as the encodings of keys by quantum key distribution (QKD).

2. Charlie honestly negotiates with clients about the encryption key, performs
decryption key generation rules with Bob, then, sends the encrypted decryp-
tion key to clients who need it. The key transforming also relies on quantum
key distribution.
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Thus, our scheme runs among clients (Alice1, Alice2, · · · , Alicen), the key
server (Charlie) and the data server (Bob) as illustrated in Fig. 3. These clients
should firstly negotiate with the key center about the encryption key which is
used to encrypt their data, and then send the encrypted data to Bob. Bob can
perform search computation on the encrypted data as long as other clients need.
Once Bob finishes search, Charlie should generate the decryption key for the
encrypted data synchronously. Finally, the clients can decrypt the search result
to get the plain data with the decryption key from Charlie.

Client

Data server

Client Client

1Alice 2Alice nAlice

Charlie Bob

Decryption key 
generation

Key server

Quantum 
cloud center

Fig. 3. The situation of quantum searchable encryption for cloud data

3.3 Quantum Searchable Encryption for Cloud Data Based on
Delegating Quantum Computing

For the sake of simplicity, we take four parties (the data owner Alice1, the data
searcher Alice2, the data server Bob and the key server Charlie) as an example
to describe our scheme. The specific process of our scheme is as follows and
shown in Fig. 5.

1. Alice1 sends a number n (the length of her encrypted state) to Charlie.
2. Charlie sends a string of 2n random binary bits back to Alice1 by the BB84

protocol [22], where |+〉, |+y〉 stands for 0, and |−〉, |−y〉 stands for 1. The
2n bits of the binary string act as ek.
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3. Alice1 encrypts her superposition state |ψ〉 = 1√
M

M−1∑
j=0

|j, data(j)〉 with ek =

(x0, z0) and sends encrypted state Eek |ψ〉 (shown in Eq. 6) to Bob, where the
item index j within |ψ〉 is not encrypted.

Eek |ψ〉 =
1√
M

(I⊗m ⊗ (⊗n
k=1X

x0(k)Zz0(k)))
M−1∑
j=0

|j, data(j)〉 (6)

4. Alice2 wants Bob to search on Eek |ψ〉, and Charlie generates the decryp-
tion key synchronously. The search computation can be composed of Grover
algorithm, which is illustrated in Fig. 4. For a search space of N = 2n ele-
ments and one solution, we need only apply the search oracle O(

√
N) times

to obtain a solution. And the decryption key generation rules for arbitrary
unitary transform in the circuit of search computation is listed in Algorithm1
as below. During the search, once a T gate appears, Bob asks Charlie to send
an auxiliary qubit from {|+〉 , |+y〉 , |−〉 , |−y〉} along with a related key bit w
(i.e. x in Fig. 2g) to him and gives Charlie a measurement result (i.e. c in
Fig. 2g).

5. When the search is completed, Bob sends the search result state
Edk(Search(|ψ〉)) to Alice2.

6. Charlie sends the encrypted decryption key sk(dk) to Alice2 by QKD, where
sk(dk) can only be decrypted by Alice2.

7. Alice2 decrypts sk(dk) to get dk, and then uses dk to decrypt the state
Edk(Search(|ψ〉)) to get the search result Search(|ψ〉) (i.e., Alice2 performs
Xxr and Zzr gates on Search(Eek |ψ〉), where dk = (xr, zr) and r represents
the number of times that Algorithm1 is executed.).

G G G
oracle 
qubits

nH

( )O N

( )( 1) f xx x

, 0x x if x

phase transfer:

oracle

oracle 
qubits

n qubits nH nH

0 0( ) ( )
1

x k z kn
k X Z data

Fig. 4. Schematic circuit for Grover algorithm. (b) is the schematic circuit for G in
(a).
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Fig. 5. The process of our scheme

4 An Example of Two-Qubit Quantum Search

Suppose Alice1 has a set 000, 001, 010, 011, 100, 101, 110, 111 and Alice2 wants
to find the items of 001 and 011 from this set. Bob uses Grover algorithm to find
their items, and the circuit of search computation is shown in Fig. 6. Although
there are some T † gates in this circuit, the decryption key update rule is as
same as T gate, and the S gates in the Fig. 2 g are replaced with S† gates. The
example proceeds in seven steps provided below.

1. Alice1 sends a number 3 to Charlie.
2. Charlie sends a string of 6 random binary bits back to Alice1 by BB84

protocol, where |+〉, |+y〉 stands for 0, and |−〉, |−y〉 stands for 1. The 6 bits
of the binary string act as ek = (x0, z0).

3. Alice1 encrypts her superposition state |ψ〉 = |+〉1|+〉2|+〉3|−〉4 with X and
Z gates, and sends encrypted state Eek |ψ〉 = (⊗4

k=1X
x0(k)Zz0(k))(|+〉1|+〉2

|+〉3|−〉4) (The fourth qubit does not need to be encrypted, i.e., x0(4) = 0,
z0(4) = 0.)

4. Alice2 wants Bob to search on Eek |ψ〉, and Charlie compute the decryption
key synchronously. During the search, the circuit in Fig. 6 has seven T † and T
gates. Charlie needs to randomly generates 14-bit (yi, di) (yi, di ∈ {0, 1}; 1 �
i � 7) to control Sy (or S†y ) and Zd (see in Fig. 2g), which can determine
each state of 7 auxiliary qubits from {|+〉 , |+y〉 , |−〉 , |−y〉}. Charlie sends
these 7 auxiliary qubits and 7 related bits wi(1 � i � 7) to Bob. For other
Clifford gates, Charlie performs the same operation as Algorithm 1.

5. When the search is completed, Bob sends the search result state
Edk(Search(|ψ〉)) to Alice2.

6. Charlie sends the encrypted decryption key sk(dk) to Alice2 by QKD, where
sk(dk) can only be decrypted by Alice2.
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7. Alice2 uses sk to decrypt the encrypted decryption key sk(dk) and use dk
to decrypt the state Edk(Search(|ψ〉)) to get the search result Search(|ψ〉)
(i.e., Alice2 performs Xx26 and Zz26 gates on Search(Eek |ψ〉). The circuit of
search computation in Fig. 6 has 26 gates. Therefore, the number of executing
Algorithm 1 is 26 and dk = (x26, z26).).

Fig. 6. The circuit of Grover algorithm to search |001〉 and |011〉 from |+〉 |+〉 |+〉.

5 Security Analysis

Suppose Bob is dishonest and wants to get data information from Eek |ψ〉. He
firstly needs to ek about the encrypted data, when he gets Eek |ψ〉 sent by
Alice1. Since Alice1 only sends the encrypted data to Bob, there is no other
information interaction between Alice1 and Bob, Bob cannot get any information
about ek from Alice1. Except Alice1, only Charlie has information about ek.
Especially, there is some information about ek in an auxiliary qubit (i.e., one of
{|+〉 , |+y〉 , |−〉 , |−y〉}) and a related key bit w (i.e., x in Fig. 2g) when Charlie
sends them to Bob. Since w = x0 ⊕ y, Bob only needs to know the value of y.
However, he is unable to determine the value of y when he uses {|+〉 , |−〉} or
{|+y〉 , |−y〉} measurement base to measure this auxiliary qubit. So Bob cannot
get any information about the encrypted data.

Suppose an eavesdropper Dave attempts to decrypt the encrypted data by
eavesdropping on the key transforming (including ek and dk). Since the key
transforming relies on BB84 protocol, both parties in the communication can
detect the presence of the eavesdropper. Therefore, the security of the encrypted
can be guaranteed.

As analysed in above, our scheme can protect the privacy of the encrypted
data (Fig. 7).
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6 Conclusion

In this paper, we propose a quantum searchable encryption scheme for cloud data
based on delegating quantum computing. In our scheme, the quantum cloud
center, composed of the key server and the data server, can provide storage
and search services for key management and encrypted data. The clients only
need limited quantum ability to encrypt or decrypt the data. And the decrypted
search result is equivalent to the original data, which achieves the purpose of
searchable encryption. Moreover, we give an example of our scheme to verify
the feasibility of our scheme. Besides, the security of our scheme is analysed in
detail, which can protect the privacy of the data. Furthermore, certification of
the client’s legality will be our next work.
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