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Abstract. Tunnel is the basic construction project to construct underground,
underwater, and mountain buildings, such as mines, subways, and so on. Effective
monitoring of tunnel environment plays on important part in the tunnel manage-
ment, it can provide early warning before the accidents and minimize the hazard
of the accident. Compared with the traditional IoT technologies such as ZigBee,
Wi-Fi, and so on, the LoRa (Long Range) technology emerging in recent years
performs better in terms of coverage range, connection number, and energy con-
sumption, etc. It is foreseeable that the LoRa technology will certainly make
a tremendous promotion in the field of tunnel environment monitoring. In this
paper, ALora-based tunnel environmentmonitoring system is designed and imple-
mented. Firstly, the system architecture is described. Then, the detailed design and
implementation of LoRa terminal hardware, LoRa terminal embedded software,
LoRa server and monitoring App is given respectively. Finally, the experimental
results show that the system has good network coverage capacity and commu-
nication reliability, can accurately monitor the tunnel environment and have low
power consumption. This system has good promotion and application value.
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1 Introduction

Tunnel is the basic construction project to construct underground, underwater, andmoun-
tain buildings, such as mines, subways, and so on.With the wide application of IoT tech-
nologies in different areas, it has become an inevitable trend that the IoT technologies
are used in the tunnel construction and maintenance, in order to improve the reliability
of transmission and the intelligent level of data processing.

The main factors affecting tunnel include: toxic gas concentration, temperature and
humidity, carbon dioxide concentration, and water leakage which may lead to the col-
lapse. In literature [1], temperature, humidity, PM2.5 concentration and combustible
gas concentration are monitored, then transmitted to the mobile terminal simultaneously
by Bluetooth. Besides, the SMS alarm message is generated when gas concentration
exceeds the threshold. In literature [2], the ZigBee technology is used, then the early
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warning and judgment information from distributed gas sensor nodes, can be transmitted
to the ground monitoring stations through the relay nodes. In literature [3], a ZigBee
network is deployed, not only the mine’s temperature, gas concentration but also the
personnel information such as pulse, are monitored and transmitted to the server in real
time.

Obviously, the traditional IoT technology has greatly promoted the tunnel environ-
ment monitoring system. However, due to the complexity of tunnel environment, it is
difficult to solve the contradiction between low power consumption and wide coverage.
By contrast, the LoRa technology emerging in recent years performs better in terms of
coverage range, connection number and energy consumption, etc. It is foreseeable that
the LoRa technology will certainly make a tremendous promotion in the field of tunnel
environment monitoring (Table 1).

Table 1. The comparison between LoRa and traditional IoT technologies such as ZigBee [4]

Performance Technologies

LoRa ZigBee [5] Wi-Fi [6] GSM/GPRS
[7]

Distance 5–15 km 10–75 m 100 m 10 km

Rate 300 Kbps 250 Kbps 11 Mbps 2 Mbps

Low-power Ultra-low Support No support No support

In this paper, the architecture of the tunnel environment monitoring system based
on LoRa is proposed. It consists of LoRa terminal, LoRa gateway, LoRa server and
monitoring App. The detail of LoRa terminal hardware, embedded software and moni-
toring App is given. The LoRa server is deployed on Aliyun. Finally, the communication
performance, monitoring performance and terminal power consumption are tested. The
experimental results show that the system has good network coverage capacity and
communication reliability, can accurately monitor the tunnel environment and have low
power consumption. This system has good promotion and application value.

2 LoRa-Based Tunnel Environment Monitoring System
Architecture

In this paper, the problem that may be encountered during tunnel construction and
maintenance, and the advantages of LoRa [8, 9, 10] technology, are fully taken into
consideration, then the architecture of tunnel environment monitoring system based on
LoRa is proposed, which is shown in Fig. 1.

The system consists of four parts: LoRa terminal, LoRa gateway, LoRa server and
monitoring App. The tunnel environment is monitored by LoRa terminal, then the col-
lected information is transmitted to the monitoring App via LoRa gateway and LoRa
server.
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Fig. 1. LoRa-based tunnel environment monitoring system architecture.

The LoRa terminal is deployed in the tunnel to collect carbon dioxide concentra-
tion, toxic gas concentration, temperature, humidity, and water leakage. The number
and location of LoRa terminals are determined by the actual tunnel environment. The
LoRa terminal consists of 7 hardware parts: MCU module, leakage monitoring module,
Temperature and humidity monitoring module, gas monitoring module, alarm func-
tion module, LoRa transmission module and power management module. The software
contains of 8 parts: serial communication module, stopmode, external interruption, tem-
perature and humidity acquisition, RTC clock wake-up, carbon dioxide concentration
acquisition, alarm control, LoRa transmission. In order to reduce energy consumption
as much as possible, the LoRa terminal periodically wakes up, then it collects the tunnel
environment information and send it to the monitoring App by LoRa technology (Figs. 2
and 3).
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Fig. 2. The hardware structure diagram of LoRa terminal.
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Fig. 3. The software structure diagram of LoRa terminal.
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LoRa gateway collects the uplink data of LoRa terminal within the coverage, and
establishes a connection with LoRa server through Ethernet or wireless communication.
Then it sends the uplink data frame and the status frame to LoRa server through UDP.
In this paper, the system uses the indoor gateway RGWC490LA-G of Changsha Rime
Company.

LoRa server manages LoRa gateway and LoRa terminal. The LoRa server is set up
based on the open source LoRa Server project. LoRa Server consists of a set of programs,
including lora-gateway-bridge, loraserver, lora-geo-server and lora-app-server (Fig. 4).

Fig. 4. The structure diagram of LoRa Server.

Monitoring App receives the uplink data from LoRa Server and stores it in SQL
Server database. It consists of receiving data background, collecting data displaymodule,
management node module and alarm display module. Parallel processing of a large
number of terminals is realized. It can receive and display data in real time.

3 Design and Implementation of LoRa Terminal

The LoRa terminal collects carbon dioxide concentration, temperature and humidity,
toxic gas concentration and water leakage in the tunnel. It joins the LoRa network,
and periodically sends the data to the monitoring App. In this section, the hardware
and software of LoRa terminal are designed and implemented according to terminal
requirements.At the same time, in order to achieve lowpower consumption performance,
not only the power source classification control method, but also the periodical sleep
and monitoring mechanism, are realized in the power management module hardware
design and terminal embedded software design. Then the long-term stable operation of
terminal power supply [11] can be realized through above method and mechanism.
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3.1 LoRa Terminal Hardware Design and Implementation

LoRa terminal hardware consists of 7 modules, including MCU module, leakage moni-
toring module, gas monitoring module, alarm function module, temperature and humid-
ity monitoring module, LoRa transmission module, and power management module.
Detailed schematic diagram of LoRa terminal hardware is shown in Fig. 5.

Fig. 5. LoRa terminal hardware schematic diagram.

MCU Module. In order to reduce the node’s power consumption, this system uses
STM32 [12] as the MCU module. STM32 is popular in the field of low-power IoT.
MCU module communicates with temperature and humidity monitoring module and
gas monitoring module through IIC protocol, with LoRa transmission module and alarm
function module through serial port, and with water leakage monitoring module through
interruption input.

Leakage Monitoring Module. The leakagemonitoringmodule is composed of a water
leakage monitoring controller VG-2 and a rope [13]. The leakage monitoring module is
used to monitor the leakage within the coverage range of the rope. When the leakage is
perceived, the leakage monitoring module pulls up the PB1 of STM32.

Gas Monitoring Module. Gas monitoring sensor [14, 15] uses iaq-core c. Its power
supply voltage is 3.3 V. Iaq-core c is used to monitor carbon dioxide and toxic gas
concentration. Its preheating time lasts 5 min. And the preheating process doesn’t affect
other module’s operation, so the terminal’s monitoring time can be minimize as much
as possible.

Alarm Function Module. The alarm function module uses rs485 sound-light alarm
equipment. It communicates with MCU module through TTL to 485 chip (SC4450S).
It gives an alarm signal when toxic gas concentration exceeds the threshold.
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Temperature and Humidity Monitoring Module. AM2301 is used as the tempera-
ture and humidity sensor [16]. Its precision for humidity is±3%RH, and for temperature
is±0.3 °C. Its current consumption in sleep mode is 15 uA, and its current consumption
in working mode is 500 uA.

LoRa Transmission Module. RNDU490L is used as the LoRa transmission module,
and communication with the MCU module through serial port (TTL level). It is used to
transmit the acquired carbon dioxide and toxic gas concentration, temperature, humidity
and water leakage to the LoRa server.

Power Management Module. In the design of power management module [17], the
power source classification control method is adopted to satisfy power supply require-
ments of different modules. The main power module consist of: leakage monitoring
module for 9–30 V power supply without low power consumption mode, gas monitor-
ing module for 3.3 V power supply without low power consumption mode, temperature
and humidity monitoring module for 3.3 V power supply with low power consumption
mode, LoRa transmission module for 3.3 V power supply with low power consumption
mode.

Fig. 6. Power management module.

As shown in the Fig. 6, the four modules can be divided into two types, according
to the voltage levels of their power supplies. One is the leakage monitoring module, it is
the only module that uses 12 V battery for power supply. The other three modules use
the 3.3 V power supply, and they share the stabilized power source with STM32.

According to the working mode, the four modules can also be divided into two
types. One is the LoRa transmission module, temperature and humidity module. They
both have low power consumption mode. The other is the leakage monitoring module
and gas monitoring module. They don’t have low power consumption mode. So a relay
is adopted to control their power supply, and the power supply is provided when needed.
It is ensured that the unnecessary energy consumption is reduced when the leakage
monitoring module and gas monitoring module don’t work.

The RTC clock is used to wake up the STM32 periodically. After STM32 wakes up,
the pin PA7 and pin PA5 are checked. If the pins are in high level, the MCU module
reads the carbon dioxide and toxic gas concentration, temperature, humidity, and water
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leakage, then transmits it to the LoRa module. If the pins are in low level, the pin PA7
and pin PA5 are set to turn on the power supply of gas monitoring module and leakage
monitoring module. Then the gas monitoring module preheats for 5 min, and the leakage
monitoring module continuously monitors the water leakage.

3.2 Design and Implementation of LoRa Terminal Software

LoRa terminal software is the executive program ofMCUmodule, which is used to real-
ize the LoRa terminal workflow. It consists of the implementation of internal execution
events and the preparation of external sensor drivers. According to the hardware design
and software functional requirements, LoRa terminal software’s workflow is divided
into three working stages. The first stage is the 55 min sleep stage. The second stage is
5 min preheating stage. The third stage is acquisition and transmission stage of about
30 s [18].

Two issues should be fully taken into consideration in the LoRa terminal software
design. One is to collect data correctly and transmit it through LoRa module. The other
is to preheat the gas monitoring module for 5 min before it can be used.

55-minute sleep stage

5-minute preheating stage

30s acquisition and 
transmission stage

STM32 sleep
Temperature and humidity monitoring module sleep
Gas monitoring module power colse

Leakage monitoring module power close
LoRa transmission module sleep

STM32 sleep
Temperature and humidity monitoring module sleep
Gas monitoring module power open

Leakage monitoring module power open
LoRa transmission module sleep

STM32 work
Temperature and humidity monitoring module work
Gas monitoring module power open

Leakage monitoring module power open
LoRa transmission module work

Fig. 7. LoRa terminal work phase.

According to the above consideration and the hardware design, theworkflowof LoRa
terminal is divided into three stages as shown in the Fig. 7. During the first stage, all
modules running at the lowest power consumption. During the second stage, except for
the gas monitoring module and leakage monitoring module, the other three modules are
still running at low power consumption. During the third stage, all modules are working
[19] (Fig. 8).
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Fig. 8. Software flow chart.

The operation of software starts with a series of initialization, which consist of the
initialization of three serial ports, input/output pin, delay function, interrupt function,
iaq driver, and RTC clock.

The second serial port sends a command to RNDU490L to get the version, which
verifies that RNDU490L isworking properly. If the version is correctly obtained, execute
the following procedure. Otherwise, the program delay 0.5 s, then send the command
again.

Set RNDU490L as the default working mode. The default working mode means
startingADR (rate adaptive), setting the data rate to SF12, and sending power to 17 dBm.

STM32 enter stop mode.
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Exit low power mode by three interrupts: ➀ Timer interruption: determine whether
the power of iaq and VG-2 are on. If not, turn on and set the RTC clock for 300 s next
time. If it is turned on, set the RTC clock to 3300 s next time, then read the temperature,
humidity, and the concentration of toxic gas and carbon dioxide. Send it to the LoRa
server. If the toxic gas content exceeds the limit, send a signal to alarm;➁ Interruption of
LoRamodule: when the gateway has downlink data, LoRamodulewill send a rising edge
to trigger the interrupt. In this interrupt processing event, STM32 prints the downlink
data received from the LoRa module to the PC. ➂ VG-2 leakage interruption: set the
water leakage flag bit.

4 Design and Implementation of LoRa Server and Monitoring App

The LoRa server manages gateways, LoRa nodes, and data transmission within LoRa
network. The monitoring App receives data from LoRa server and conducts analysis,
processing and usage. According to the system requirements, it is divided into four
parts: receiving platform, data display module, manage node module and alarm display
module. Meanwhile, in order to realize multi-node monitoring, two mechanisms are
designed and implemented in the receiving platform. One is “thread programming” and
the other is “data receiving and processing separation”.

4.1 LoRa Server Software

LoRa server software is based on the open source LoRa Server project, and the usage of
OS is 64-bit ubuntu system (Fig. 9).

Fig. 9. The LoRa server Deployed on aliyun ubuntu platform.

After the deployment of LoRa server on aliyun ubuntu, it is necessary to open some
ports of the cloud server, including the 1700 port which is used to communicate with the
gateway through UDP, and the 8080 port which is used by Lora-app-server to provide
web access services.
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4.2 Monitoring App Design and Implementation

The function of monitoring App can be divided into four parts. Firstly, collect and store
the uplink data. Secondly, display trends of various types of information. Thirdly, alarm
when carbon dioxide concentration exceeds the threshold, or toxic gas concentration
exceeds the threshold, or water leakage happens. Finally, manage node information [20]
(Figs. 10 and 11).

Start

Login interface

Waiting Interface, wait app load data

Get node information from database

Create a listening thread for each node

Set timer, timing get worn information

Cheek opration

Fig. 10. Software flow chart.

Main interfaceData display 
module

Alarm display 
module

Data receiving 
background 

module

Management node 
module

Add node

Delete node

Modify node

Monitoring App

Fig. 11. Monitoring App functional structure.

Database. The database uses SQL server. We create a database named ‘server’ and a
user. In ‘server’, there are three types of tables: node table, warning_log table, and each
node’s table (Fig. 12).
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Fig. 12. Node table.

Fig. 13. Worning_log table.

The node table is used to store the name of the node and its corresponding eui. The
node name is set by the user. Eui is a fixed value of each node, which is provided by the
manufacturer (Fig. 13).

The Warning_log table is used to store details of each alarm, with columns ‘time’,
‘name’, and ‘info’. The column ‘info’ is used to indicate the pre-agreed event, and the
alarm information can be shown by ‘check log’ button of the monitoring App.

Fig. 14. Each node’s table.

Each node table is named according to the node name, for example, the table name
of the Fig. 14 is “node 1”. Since the terminal program is designed to send uplink data
every one hour, the columns of table are ‘month’, ‘day’, ‘hour’, ‘co2’, ‘temp’, ‘humi’
and ‘c2tn’ (toxic gas). The primary key of node table is (month, day, hour).

Receiving Platform. The Receiving Platform is used to acquire and store the termi-
nal data. Due to the large number of terminals, two concurrency problems need to be
taken into consideration in the design. Firstly, it is needed to solve how to promote the
platform’s efficiency. Secondly, it is needed to solve how to receive data accurately.

To solve the above problems, two mechanisms are proposed. One is “thread
programming”. The other is “data receiving and processing separation” [21].

The “thread programming” mechanism means creating new thread listening to each
node. When a terminal does not report information, the listening thread is blocked. It
realizes that the receiving platform does not occupy the CPU resources of PC during the
long period of terminal sleep.

The mechanism of “data receiving and processing separation” means storing all data
into a buff array without doing any processing. The buff array has two variables, rcount
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and scount. Rcount is used to count data that has been processed, and scount is used to
count data that has been stored. Create a timer to handle the buff array, judging the values
of rcount and scount every 10 s. When rcount is greater than or equal to the value of
scount, it is proved that no new data needs to be processed. Otherwise, start processing
the buff array data from rcount until the scount, then update the values of rcount and
scount.

Data Display Module
After selecting node name, information and time interval in themain interface, click “ok”
button to display broken line graph of information change. Click the “save as picture”
button to output the graph as an image and save it to the file system (Fig. 15).

Fig. 15. The main interface displayed environment information.

Manage Node Module. The manage node module consists of the addition, modifica-
tion and deletion of the node name and eui mapping.

5 System Test and Result Analysis

In this paper, three types of system tests are conducted, which consist of communication
performance test, monitoring performance test and terminal power consumption test.
The first test mainly tests the packet loss rate between LoRa terminal and gateway. The
second test mainly tests whether the data uplinked by the LoRa terminal are consistent
with the actual situation. The third test mainly measures the average power consumption
of LoRa terminal.
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5.1 Communication Performance Test

Communication distance has a great impact on the management of LoRa terminal,
deployment costs and the performance of the system. In this test, the communication per-
formance was tested in two experimental environments. Firstly, the gateway is deployed
at the tunnel gate, and the LoRa terminal is placed deep in the tunnel. Secondly, the
gateway and the LoRa terminal are deployed in an open environment [22].

In the first case, the LoRa terminal transmitted 100 uplink packets to the gateway.
And the average communication success rate is 99%.

In the second case, the distance between gateways and the terminal are shown in
Fig. 16.

Fig. 16. Terminal communication performance test topology.

The distance between the gateway 1 and terminal is 743 m. The terminal transmitted
50 uplink packets to the gateway 1. And average packet loss rate is 14%. Besides, the
RSSI obtained from the gateway 1 fluctuates very little, its average value is −107 dbm
(Fig. 17).

Fig. 17. Gateway 1, 2, 3’s received signal strength fluctuates.

The distance between the gateway 2 and terminal is 821 m. The terminal transmitted
50 uplink packets to the gateway 2. And average packet loss rate is 20%. Besides, the
RSSI obtained from the gateway 2 fluctuates very little, its average value is −104 dbm.

The distance between the gateway 3 and terminal is 606 m. The terminal transmit-
ted 50 uplink packets to the gateway 3. And average packet loss rate is 2%. Besides,
the RSSI obtained from the third gateway 3 fluctuates very little, its average value is
−109 dbm.
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The packet loss rate varies with the communication distance as shown in Fig. 18.
And the packet loss rate apparently varies linearly with the change in communication
distance.

Fig. 18. Communication distance vs packet loss rate.

5.2 Monitoring Performance Test

Monitoring performance is tested to verify that the system can accurately monitor the
tunnel environment.

Firstly, the system powered by battery was tested in the laboratory for 2 days, and the
carbon dioxide concentration, temperature, humidity, toxic gas concentration and water
leakage are monitored continuously. The temperature acquired is shown in Fig. 19.

Fig. 19. Temperature curve under laboratory test.

In the tunnel test, the terminal is deployed to the actual tunnel, and collect tunnel
environment every 10 s. Secondly, the system powered by battery was tested in the actual
tunnel, and the tunnel information was collected every 10 s. Parts of the data are shown
in Table 2. The average humidity was 72.18%, the average temperature was 17.94 °C, the
average carbon dioxide concentration was 317 ppm (3.17% of the air), and the average
toxic gas concentration was 125 ppb (1.25 × 10−3% of the air).

In Table 2, the first column ‘node eui’ indicates the hardware number of LoRa trans-
mission module in LoRa terminal. The format of ‘time’ is ‘minutes-seconds’. ‘Humid-
ity’ refers to the humidity in the air. Column ‘temperature’ indicates the temperature in
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Table 2. The first ten groups of test data under pit test.

node eui Time Humidity Temperature CO2 Tvoc FCnt Isleak

32343647034d0029 26–30 71.3 18.8 318 125 0 N

32343647034d0029 26–40 71.2 18.2 318 125 1 N

32343647034d0029 26–53 69.5 18.1 318 125 2 N

32343647034d0029 27–04 71 18.1 318 125 3 N

32343647034d0029 27–15 70 18.1 318 125 4 N

32343647034d0029 27–27 70.2 18.1 318 125 5 N

32343647034d0029 27–39 71.4 18.1 317 126 6 N

32343647034d0029 27–51 71.5 18.1 318 125 7 N

32343647034d0029 27–51 71.6 18.1 318 125 8 N

32343647034d0029 28–14 70.4 18.1 318 125 9 N

degrees Celsius. ‘CO2’ refers to the concentration of carbon dioxide in ppm (parts per
million). ‘Tvoc’ refers to the concentration of toxic gases in ppb (concentration per bil-
lion parts). ‘FCnt’ is the frame count between the gateway and LoRa terminal. ‘Isleak’,
‘Y’ is leakage and ‘N’ is no leakage.

5.3 Terminal Power Consumption Test

Only LoRa terminal power consumption needs to be considered. Therefore, the power
consumption of LoRa terminal is the key factor to determine the working life of the sys-
tem, and it is also the advantage of the tunnel environment monitoring system designed
based on LoRa. It is of great significance to the promotion and application of the system.
This test uses oscilloscope method. As shown in Fig. 20, the high precision resistor is
connected in series between the LoRa terminal and the power supply. The voltage dif-
ference across the resistor in the three working stages is measured by an oscilloscope.
According to ohm’s law, the working current of the LoRa terminal can be calculated.
The resistance value of the test resistor is 10 �.

Dc stabilized voltage supply(5V)

Testing resistanceLoRa terminal

Oscilloscope

Fig. 20. Schematic diagram of oscilloscope method.
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During the 55 min sleep stage, the voltage difference measured by the oscilloscope
is 23 mV. According to Fig. 21, the voltage difference across the LED is 15 mV, so the
voltage difference across the necessary circuit is 8 mV. That is to say that the system
current consumption is 0.8 mA.

Fig. 21. The first stage is the voltage change of oscilloscope.

During the 5 min preheating stage, the voltage difference measured by the oscillo-
scope is about 400 mV. That is to say that the system current consumption is 40 mA
(Fig. 22).

Fig. 22. The second and third stage voltage.

During the reading and transmission stage, the voltage difference measured by the
oscilloscope is about 1.2 V. That is to say that the system current consumption is 120mA.

Table 3. LoRa terminal power consumption.

Stage Plate on the current

The first stage lasts 55 min 0.8 mA

The second phase lasts 5 min 40 mA

The third stage takes about 30 s 120 mA

Then the average current consumption in one period, can be represented by formula 1.

Ih =
3∑

i

Ti
Th

× Ii (1)
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Ti is the duration of working stage i, and Th is 60 min which is the duration of one
period. Substitute data from Table 3 into formula 1, the calculated Ih is 5.06 mA. The
capacity of two AA batteries is about 3000 mAh, which means the LoRa terminal power
by two AA batteries in this system can run for up to 592 h.

6 Conclusion

Compared with the traditional IoT technologies such as ZigBee, LoRa technology per-
forms better in terms of coverage range, connection number, and energy consumption,
etc. It is foreseeable that the LoRa technology will certainly make a tremendous promo-
tion in the field of tunnel environment monitoring. In this paper, A Lora-based tunnel
environmentmonitoring system is designed and implemented. The system architecture is
described, and the detailed design and implementation of hardware and software are also
described. The experimental results show that the system has good network coverage
capacity and communication reliability, can accurately monitor the tunnel environment
and have low power consumption. This system has good promotion and application
value.
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