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Abstract. Advanced metering infrastructure (AMI) is the core compo-
nent of the smart grid. As the wireless connection between smart meters
in AMI is featured with high packet loss and low transmission rate, AMI
is considered as a representative of the low power and lossy networks
(LLNs). In such communication environment, the routing protocol in
AMI network is essential to ensure the reliability and real-time of data
transmission. The IPv6 routing protocol for low-power and lossy net-
works (RPL), proposed by IETF ROLL working group, is considered
to be the best routing solution for the AMI communication environ-
ment. However, the performance of RPL can be seriously degraded due
to jamming attack. In this paper, we analyze the performance degra-
dation problem of RPL protocol under jamming attack. We propose a
backup node selection mechanism based on the standard RPL protocol.
The proposed mechanism chooses a predefined number of backup nodes
that maximize the probability of successful transmission. We evaluation
the proposed mechanism through MATLAB simulations, results show the
proposed mechanism improves the performance of RPL under jamming
attack prominently.

Keywords: Smart grid · Advanced metering infrastructure (AMI) ·
Jamming · RPL

1 Introduction

Advanced metering infrastructure uses tremendous smart meters as sensing
devices to collect user’s power usage information, and also as auxiliary devices
for power grid monitoring. Smart meters usually adopt wireless technologies for
data transmission. Due to the complex and varying electromagnetic environment
of the smart meters’ installation location, the wireless connection between smart
meters are featured with of high packet loss and low transmission rate. There-
fore, AMI is considered as a representative of the low power and lossy networks
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(LLNs) [1]. In the AMI network communication environment, ensuring reliable
and real-time transmission of data is a challenging task, and the key factor to
achieve this goal is efficient and robust routing algorithms.

A large amount of research on routing protocols in AMI networks have been
counducted, among which IPv6 routing protocol for low-power and lossy net-
works (RPL) [2] proposed by the IETF ROLL working group is considered to
be the best candidate. The aim of the RPL protocol was to overcome rout-
ing problems in resource-constrained devices, and security has not been paid
enough attention to. Jamming attack is a common attack in wireless networks,
it is easy to conduct while can degrade the network’s transmission performance
severely. In RPL networks, the network topology update frequency is low, and
each node transmits data to the data center using a single default node (named
preferred parent) as the next hop. When jamming attack causes the preferred
parent node’s failure, the packet loss rate will increase rapidly. On the other
hand, the transmission frequency of RPL networks’ control packets is low, so
the network topology repair process after the jamming attack is slow. Renofio
et al. [3] simulated the performance of an 80-node AMI network implementing
RPL protocol under jamming attack. The results show that the repair time of
the network topology significantly exceeds the duration of the jamming attack.
Considering the low cost and easy-to-implement features of jamming attacks, it
poses a significant security threat to RPL networks.

For the above-mentioned jamming attacks, the most easy while efficient
defense method is to select backup nodes for each node in the RPL network.
When the preferred parent node is no longer available, the RPL node can con-
tinue the data transmission by switching to the backup nodes when jamming
attack happens, thereby improving the overall transmission performance of the
network. Backup nodes selection mechanisms have been studied in existing work
to improve RPL networks’ transmission performance in congestion scenarios [4–
6]. However, backup nodes selection in jamming attack scenarios is essentially
different to that in congestion scenarios. The congestion problem is caused by
the excessive communication load. The probability of being congested is inde-
pendent on different nodes. Therefore, increasing backup nodes can increase the
probability of successful transmission. In jamming attack scenarios, the proba-
bility of transmission failure on different nodes is not independent. If both the
preferred parent node and the backup node are within the jamming range, it
is very likely that transmission failure will occur on the two nodes at the same
time when jamming attack happens. In the rest of this paper, we refer to this
phenomenon as the fault correlation between different RPL nodes. Therefore,
simply increasing number of backup nodes does not necessarily increase the
probability of successful transmission under jamming attack. It is necessary to
consider the fault correlation while selecting backup nodes in order to maximize
the possibility of successful transmission.

In this paper, we propose AHV-RPL, a backup nodes selection mechanism
that can improve the performance of standard RPL protocol under jamming
attack. To solve the above-mentioned fault correlation problem, we propose a
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fault correlation calculation method based on the availability history vector
(AHV) metric proposed by Mustafa et al. [7]. The proposed mechanism con-
struct a backup nodes set with the least fault correlation, thus the routing per-
formance of the RPL network under jamming attack can be improved. The main
contributions of this paper are as follows:

– We propose a novel backup nodes selection mechanism based on the standard
RPL protocol. Compared to other backup nodes selection methods, the pro-
posed mechanism can choose backup nodes that have minimum fault correla-
tion to the preferred parent node, thus increases the probability of successful
transmission under jamming attack.

– We propose an efficient AHV delivery mechanism for the RPL’s DODAG
(Destination Oriented Direct-ed Acyclic Graph) construction process. In this
mechanism, each node can calculate its own AHV based on the AHV infor-
mation it received from the parent nodes.

– The proposed mechanism is evaluated through MATLAB simulations. Results
show that our backup nodes selection mechanism can improve the RPL’s
transmission performance under jamming attack evidently.

We organize the remainder of the paper as follows. In Sect. 2, we discuss
the related work. We introduce jamming attack models and formulate the prob-
lem in Sect. 3. In Sect. 4, we present our framework for backup nodes selection
and give implementation of our algorithms. In Sect. 5, we validate the proposed
mechanism through MATLAB simulations. Finally, we conclude in Sect. 6.

2 Related Work

2.1 RPL Background

The RPL protocol is a distance vector routing protocol for low-power lossy net-
works. Its design follows the topology concept of directed acyclic graphs. Objec-
tive function (OF) is used to map the network into multiple non-coincident
destination oriented directed acyclic graphs (DODAGs). DODAG has a tree
topology and each DODAG corresponds to one root node (DODAG root). All
paths point to the root node, which is generally used as a data aggregation node
or as a gateway node to connect to an external network (such as Internet).

In order to form a DODAG, each node that has joined the RPL network
(referred to as RPL node in the rest of the paper) is assigned with a rank value.
Nodes with high rank values selects nodes with lower rank values as their parent
node, and the root node has the lowest rank value in the DODAG. The rank
value of the node is calculated according to the Objective Function (OF). The
commonly used objective function is MRFOF developed by the IETF ROLL
Working Group [8]. Assume that the node Nj is the parent node of node Ni,
then the rank value of node Ni can be calculates according to MRFOF function:

R(Ni) = R(Nj) + ETX (Ni, Nj) (1)
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where R(x) represents the rank value of node x in DODAG, and ETX (Expected
Transmission Count) is a route metric defined as:

ETX =
1

Df × Dr
(2)

where Df refers to the probability that node Ni successfully transmits a packet
to node Nj , and Dr refers to the probability that node Ni successfully receives
the packet from node Nj . The smaller the ETX , the better the link quality
between the node Ni and node Nj , and the higher the packet transmission rate.
Conversely, the larger the ETX , the more unstable the link.

A node that has not joined the RPL network needs to select one of the
neighboring RPL nodes as the preferred parent node. Then the node can join
the network through the preferred parent node. In order to select a preferred
parent node, the node first needs to receive the DODAG Information Object
(DIO) messages broadcasted by other RPL nodes. Then it extracts the rank
value of the source node and the objective function (OF) from the DIO message.
The node can calculate its own rank value based on the source node’s rank and
the OF. Assume that node Ni receives multiple DIO messages from m RPL
nodes, and let Nr = {Nr1 , Nr2 , . . . , Nrm} represents the set of m RPL nodes.
For Nrm ∈ Nr, the node Ni calculates its own rank value according to Eq. 1, and
obtains a set R = {R1, R2, . . . , Rm}. In this set, node Ni selects the minimum
value as its own rank value and selects the corresponding node as the preferred
parent node.

After all nodes have selected the preferred parent node, the construction of
the RPL network topology is completed. And all RPL nodes transmit data to
the root node through their preferred parent nodes, this process is called uplink
data transmission. When the preferred parent node is unavailable, each RPL
node needs to reselect the preferred parent node through the repair mechanism.

2.2 RPL Security

The RPL protocol is considered to be the most suitable routing protocol for
smart grid communication scenarios. At present, there are a lot of work to study
the application of RPL protocol in smart grid environment [9–13]. Although the
RPL protocol has broad application prospects in the smart grid, some research
also pointed out the security problems of the RPL protocol. Zaidi et al. [14]
studied the RPL black hole attack. The attacker uses malicious nodes to attract
normal traffic in the network and discard all received packets, which has a great
impact on network transmission performance. Mayzaud et al. [15] studied the
version number attack against RPL. By using malicious nodes to broadcast mali-
cious messages with manipulated version numbers to the RPL network, the net-
work topology is reorganized and formed. This attack can cause a large number
of routing loops, which can reduce the network’s life. Wallgren et al. [16] pointed
out the harm of identity theft attacks against RPL. The attacker uses malicious
nodes to simultaneously clone the identity information of multiple legitimate
nodes in the network, thereby achieving the purpose of controlling a large num-
ber of nodes on the network. To defense this attack, the RPL nodes needs to
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be authenticated in combination with the identity information of the node and
the registered location information. In addition, wormhole attacks, sybil attacks,
and sinkhole attacks in normal wireless sensor networks are also applicable to
networks based on RPL routing protocols [17].

2.3 Availability History Vector (AHV)

Mustafa et al. proposed the available history vector (AHV) metric to evaluate
the network performance under jamming attack [7]. AHV uses a sequence of bit
0 and bit 1 to represent the availability of a link (or a path) in a past period of
time. Specifically, bit 0 means the link (or path) is jammed and can not be used
for data transmission, and bit 1 means the link (or path) is available for data
transmission.

An efficient way to obtain the AHV of a link is to map the packet delivery rate
(PDR) into bit 0 and bit 1 by comparing the PDR with a predefined threshold.
Packet delivery rate (PDR) refers to the ratio of successfully transmitted data
packets to the total number of transmitted data packets. If node Ni transmits
data packets to node Nj , the link PDR between node Ni and node Nj can be
defined as:

PDR =
Cr

Cs
(3)

where Cs is the total number of packets sent by the Ni node, and Cr is the total
number of packets received by the Nj node.

The path AHV can be calculated based on the link AHV. The details of
calculating AHVs are given as follows.

– Link AHV calculation. As mentioned above, link AHV can be obtained
by mapping the link PDR into bit 1s and bit 0s. Specifically, let Ai,j be the
link between node Ni and node Nj . The AHV of link Ai,j can be denoted as
ai,j = [a1

i,j , a
2
i,j , ..., a

t
i,j ]. at

i,j represents the availability of link Ai,j at time t
and it can be calculated by comparing it to a threshold θ:

at
i,j =

{
1, PDRi ≥ θ

0, PDRi < θ
(4)

– Path AHV calculation. The path AHV is derived from the link AHVs.
Assume path Hj is composed of i links denoted as A1, A2, . . . , Ai. Let ai =
[a1

i,j , a
2
i,j , ..., a

t
i,j ] be the AHV of link Ai, and hj = [h1

j , h
2
j , ..., h

t
j ] be the AHV

of path Hj . Let ∧ be the bit “and” operation, then the path AHV can be
derived from the link AHV:

hj = [h1
i , h

2
i , . . . , h

t
i] = a1 ∧ a2 ∧ . . . ai

ht
j = at

1 ∧ at
2 ∧ . . . at

i

(5)

– Combination AHV calculation. In practice, there are usually more than
one path between the source node and the destination node. Let V be
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the combination of several path between the source node and the destina-
tion node, AHV is also capable of representing the availability history of
the path combination V . Assume the path combination V is composed of
path H1,H2, . . . , Hj . Let hj = [h1

j , h
2
j , ..., h

t
j ] be the AHV of path Hj , and

v = [v1, v2, . . . , vt] be the AHV of combination V . Let ∨ be the bit “or”
operation, then the combination AHV can be derived from the path AHV:

v = [v1, v2, . . . , vt] = h1 ∨ h2 ∨ . . .hj

vt = ht
1 ∨ ht

2 ∨ . . . ht
j

(6)

3 Problem Formulation

3.1 Jamming Attack

The jamming attack utilizes the open nature of the wireless channel and transmit
jamming signal at the same frequency as the RPL nodes. This will lead to
error bits in the transmitted packets. Thus the data packets cannot pass the
verification on the receiver side and will be discarded.

According to the jamming behavior, jammer can be classified into active jam-
mer and reactive jammer [18]. Active jammers do not consider network channel
conditions, and use persistent jamming signals to block communication between
network nodes. Such attacks can be easily detected. Reactive jammers keep silent
when the channel is idle, and transmit jamming signals when there is data trans-
mission on the channel. Due to the stealthy characteristic of reactive jammers,
they are more difficult to be detected. The mechanisms designed in this paper
are primarily designed to defend RPL networks from reactive jammers.

The signal noise ratio (SNR) indicator is generally used to measure the inten-
sity of the jamming attack. SNR refers to the ratio of the normal signal strength
to the jamming signal strength, which is defined as:

SNR =
PS

PN
(7)

where PS is the strength of the normal signal and PN is the strength of the
jamming signal.

If presented in decibels (dB), Eq. 7 is converted to:

SNR(dB) = 10 log10
PS

PN
= PdS

− PdN
(8)

where PdS
= 10 log10 PS and PdN

= 10 log10 PN .
In general, there is a positive correlation between PDR and SNR. That is,

as SNR increases, the value of PDR rises. The mapping between SNR and PDR
can be obtained by mathematical derivation. At a given SNR, the probability
of a transmission error for each bit of the transmitted data is Q

√
2kEb/N0 [19],

where k ≈ 0.85. Eb/N0 is the ratio of the average signal strength to the noise
signal strength when transmitting each bit of data, and its value is the same as
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the signal to noise ratio SNR. The function Q(·) represents the probability that
the random variable X in the Gaussian distribution X ∼ N(0, 1) is greater than
the threshold z, namely:

Q(z) � p(X > z) =
∫ ∞

z

1√
2π

e−y2/2dy (9)

Since the process of erroneous transmission of each bit is independent of each
other, assuming that the data packet transmitted between node Ni and node Nj

is M bits, the above mapping relationship can be used to derive the link PDR
between the node Ni and the node Nj as:

PDR =
M∏
i=1

(1 − Q(
√

2kSNRi)) (10)

where SNRi corresponds to the signal-to-noise ratio when transmitting the ith
bit.

3.2 Failure Correlation

Since the jammer has a certain transmission range, the communication of all
nodes located within the jamming range will be affected when jamming attack
occurs. Not only the nodes located in the jamming range are affected, nodes
that transmit data through the affected nodes will not be able to transmit data.
We name this phenomena as fault correlation. As shown in Fig. 1, nodes 4 and
5 lose communication with their preferred parents when jamming attack occurs,
so nodes 4 and 5 are fault correlated.

Fig. 1. An example of the fault correlation between node 4 and node 5.

As each node in RPL network selects only a single preferred parent node to
transmit data to the root node, if two RPL nodes are fault correlated, their child
nodes also have the same fault correlation characteristics. As shown in Fig. 1,
node 4 and node 5 are subject to reactive jamming attacks. When the jammer is
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not active, assume that node C selects node 8 as its preferred parent node, and
it selects a backup node from node 7, 9 and 10. If node C selects node 7 or node
9 as the backup node, it will not be able to send data to the root node when
jamming attack happens. That is because node 7, node 8 and node 9 are fault
correlated since their parent nodes (node 4 and node 5) are fault correlated. If
node C selects node 10 as the backup node, it can quickly switch to node 10 and
maintain communication with the root node when jamming occurs.

In order to facilitate the quantitative analysis of fault correlation, we adopted
the availability history vector (AHV) metric proposed by Mustafa et al. [7]. By
continuously recording the link availability according to Eq. 4, a time-varying
sequence a = [a1, a2, . . . , at] can be obtained, which is the AHV. More generally,
assuming that there is a communication path H between node Ni and node
Nj , the path can be either a single-hop link or a path composed of multiple
links. Then the AHV of the path H can be defined as h = [h1, h2, . . . , ht], where
ht ∈ 0, 1 represents the availability of path H at time t.

Based on the AHVs defined above, fault correlation can be calculated quan-
titatively. Notice that there are multiple different paths between node Ni and
node Nj . For example, in Fig. 1 there are different paths between node C and
node 1, such as C-7-4-2-1, C-8-4-2-1 and C-9-5-3-1 etc. Assume that the AHVs
of two paths Hk and Hn are hk = [h1

k, h
2
k, . . . , h

t
k], and hn = [h1

n, h2
n, . . . , ht

n].
Let ∧ denote the bitwise and operator, and ¬ denote the bitwise not operator.
Then the fault correlation between paths Hk and Hn can be defined φ(Hk,Hn):

φ(Hk,Hn) =
t∑

i=1

¬hi
k ∧ ¬hi

n (11)

As the fault correlation between paths Hk and Hn become higher, more bit
0 will occur on the same positions in hk and hk, thus the value of the metric
φ(Hk,Hn) becomes larger. And the lower the fault correlation, the lower the
value of the metric φ(Hk,Hn). Further, the metric can be extended to calculate
the fault correlation of a set of paths H = {H1,H2, . . . , Hk}. Let φ(H) denote
the fault correlation of the path set H, then:

φ(H) =
t∑

i=1

⎛
⎝ k∧

j=1

¬hi
j

⎞
⎠ (12)

4 Design

The existing backup node selection mechanisms for the RPL protocol are not
applicable to the jamming attack situation. The main reason is that the fault
correlation between the RPL nodes is not considered in these mechanisms. Based
on the AHV definitions and fault correlation metric, we propose AHV-RPL, a
backup nodes selection mechanism for the RPL protocol’s resistance against
jamming attacks.
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Fig. 2. The framework of AHV-RPL.

4.1 Overview of AHV-RPL

The framework of AHV-RPL is shown in Fig. 2. The proposed AHV-RPL mainly
contains three process, i.e. the AHV calculation process, the AHV delivery pro-
cess, and the backup nodes selection process.

In the AHV calculation process, each node calculate link AHV, path AHV
and combination AHV according to Eqs. 4 to 6. The standard RPL protocol
uses the metric EXT instead of PDR to indicate the link quality. However,
we can map the metric EXT in to link AHV in a similar way to Eq. 4. Let
a = [a1, a2, . . . , at] denote the AHV of a link, then it can be calculated based on
the link’s EXT at different times:

at =

{
1, ETX ≤ θ

0, ETX > θ
(13)

where EXT is defined in Eq. 2 and θ is a predefined threshold. Based on the link
AHV, path AHV and combination combination AHV can be efficiently calcu-
lated.

Each RPL node can easily calculate the link AHV based on the metric EXT .
To calculate path AHV and combination AHV, each node have to obtain path
AHV from its parent nodes and deliver the path AHV to its children node.
During the DODAG construction process, each RPL node obtains a path AHV
from its preferred parent, and calculates the AHV of the link between itself and
the parent node. Then it updates the path AHV and deliver it to its children
node. By doing so, each RPL node in the network can maintain a link AHV and
a path AHV.

The backup nodes selection process is used in the DODAG construction
process of the standard RPL protocol. After selecting the preferred parent node,
the fault correlation calculation is performed on each RPL node to select a set
of backup nodes that has the least fault correlation with the preferred parent.

The improved AHV-RPL protocol enables the RPL node to quickly switch
to the backup nodes for uplink data transmission when the RPL network is
subjected to jamming attack, thereby improving the overall anti-jamming ability
of the network.
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Algorithm 1. Node AHV Delivery
1: Input : Node AHV ni−1 of the preferred parent Ni−1,
2: Output : Node AHV ni of the preferred parent Ni,
3: Procedures :
4: if Node Ni is the root node then
5: Initializing n0 = [n1

0, n
2
0, . . . , n

t
0].

6: For ni
0 ∈ n0, set ni

0 ← 1.
7: Broadcasts DIO message that contains n0.
8: else
9: Receive DIO message from node Ni−1.
10: Extract ni from DIO message.
11: Calculate link AHV ai.
12: Update node AHV ni = ni−1 ∧ ai.
13: Broadcasts DIO message that contains ni.
14: end if

4.2 AHV Delivery

The proposed backup nodes selection mechanism requires RPL nodes to obtain
calculate the AHV of its default path to the root node. However, each RPL node
can only obtain the link AHV information from the surrounding nodes within
its receiving range. Therefore, in the process of constructing DODAG, a delivery
mechanism of the path AHV is needed. So that each RPL node can calculates
the AHV of its own default path to the root node from its parent node’s DIO
message.

For each RPL node, its default path to the root node is composed of a sequels
of preferred parent nodes and is settled once the DODAG is constructed. Thus,
we can define node AHV as the AHV of a node’s default path to the root node.
For node Ni, assume its default path to the root node is composed of the node
set N = {N1, N2, . . . , Ni}, where Ni−1 is the preferred parent of Ni. Let ai−1,i

denote the AHV of link Ai−1,i, and a = [a1
i−1,i, a

2
i−1,i, . . . , a

t
i−1,i]. Then the node

AHV of node Ni is defined as:

ni = [n1
i , n

2
i , . . . , n

t
i] = a0,1 ∧ a1,2 ∧ · · ·ai−1,i

nt
i = at

0,1 ∧ at
1,2 ∧ · · · ∧ at

i,i−1

(14)

where a0,1 represents the link AHV between the root node (denoted as N0) and
node N1.

For a concise representation, we represents ai−1,i as ai = [a1
i , a

2
i , . . . , a

t
i].

From the definition of node AHV, we can see that the AHV of each RPL node
can be recursively derived from the node AHV of its preferred parent:

ni = [n1
i , n

2
i , . . . , n

t
i] = ni−1 ∧ ai

nt
i = nt

i−1 ∧ at
i

(15)

In the above method for calculating the node AHV, RPL nodes receive DIO
messages broadcast by their parent node during the DODAG construction pro-
cess. Each RPL node updates and maintains its own node AHV information
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according to their parent nodes’ AHV. Then, they transmit their node AHV
information downward through DIO messages. The process is shown in Algo-
rithm 1. First, the root node initializes its own node availability vector n0, where
n0 = [11, 12, . . . , 1t]. That is, the availability of the root node at each moment
is always of value 1. From Eq. 15, we can see that along the path number of bit
1 in the node AHV of the child node is reduced compared to the parent node’s
AHV, which means the overall usability is degraded.

4.3 Backup Nodes Choosing

To defend against jamming attacks, each RPL node have to select several backup
nodes after selecting the preferred parent during the DODAG construction pro-
cess of the standard RPL protocol. When a RPL node loses communication
with its preferred parent due to jamming attack, it can quickly switch to a
backup node and maintain data transmission towards the root node. This section
presents the details of the proposed backup nodes selection mechanism. When
the DODAG construction process is completed, each RPL node will be able to
maintain several fault-independent backup nodes along with the preferred parent
node.

The backup nodes selection process can be divided into two steps. First,
assuming that the node Ni has selected the preferred parent node Np0 and
calculated its own Rank. Node Ni can choose nodes with lower rank value
among the neighbor nodes as the candidate backup nodes, thereby obtaining
a candidate backup node set NP = {Np1 , Np2 , . . . , Npk

}. Then node Ni selects
q nodes from the candidate backup node set NP to form a back node set
NB = {Nb1 , Nb2 , . . . , Nbq}, NB ⊆ NP . The AHV of the backup node set is
denoted as mB.

The requirement for the backup node set NB is that the fault correlation
metric φ(NB) is as small as possible. In order to calculate the fault correlation
metric φ(NB), node Ni is first required to calculate its node AHV nbq+1 accord-
ing to each parent node Nbq ∈ NB . Then node Ni calculates the AHV mB of
the parent node set NB based on the AHVs {nb1+1,nb2+1, . . . ,nbq+1} obtained
in the last step. Let Ab+q,i denote the link between node Nbq and node Ni, and
its link availability is abj ,i. According to Eq. 15, when node Ni selects node Nbq

as the parent node, its own node AHV is:

nbq+1 = [n1
bq+1, n

2
bq+1, . . . , n

t
bq+1] = nbq ∧ abq,i

nt
bq+1 = nt

bq ∧ at
bq,i

(16)

Referring to the calculation method of the combination AHV, the AHV of the
alternate parent node set NB can be derived from Eq. 16. mB can be expressed
as:

mB = [m1,m2, . . . ,mt] =
q∨

j=1

nbj ∧ abj ,i (17)
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Based on the AHV of the above-mentioned backup node set, the fault corre-
lation metric φ(NB) of the backup node set NB can be defined as:

φ(NB) =
t∑

i=1

⎛
⎝ q∧

j=1

¬ni
bj+1

⎞
⎠ (18)

At the same time, we want the overall availability of the backup node set
NB to be as large as possible. Thus, we denote the overall availability metric as
ψNB

(mB), which is defined as:

ψNB
(mB) =

t∑
i=1

mi (19)

The proposed mechanism for the backup node set NB requires the fault
correlation metric φ(NB) to be as small as possible, the overall availability index
ψNB

(mB) to be as large as possible. Therefore, we can define an optimization
function L(NB) as:

L(NB) =
φ(NB)

ψNB
(mB)

(20)

The process of forming the above-mentioned back node set NB) can be
described as an optimization problem that minimizes the optimization function
L(NB):

arg min
NB

L(NB)

s.t. NB ⊆ NP

(21)

The mechanism proposed in this section solves the above optimization prob-
lem and selects a back parent node set for each node in the DODAG construction
process. To solve this optimization problem, a greedy algorithm is used. At each
step, the RPL node selects a candidate backup node that minimizes the opti-
mization function L(NB) and adds it to the backup node set. The details are
shown in Algorithm2.

5 Evaluation

The performance of the proposed AHV-RPL protocol is evaluated through MAT-
LAB simulations. In order to demonstrate the effectiveness of the proposed mech-
anism under jamming attacks, the performance of AHV-RPL is compared with
the standard RPL protocol. At the same time, in order to reflect the superior-
ity of the proposed mechanism compared to the existing backup nodes selection
mechanism, we set up a greedy backup node selection mechanism as reference. In
the greedy backup node selection mechanism, each RPL node selects nodes with
highest node availability as the back nodes after choosing the preferred parent
node. The simulation results show that the proposed mechanism preforms better
than the greedy backup nodes selection mechanism under jamming attack.
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Algorithm 2. Backup Nodes Selection
1: Input : Candidate Node Set NP ,
2: Output : Backup Node Set NB ,
3: Procedures :
4: Initialize NP = ∅,L(NB) = 0,k = 1.
5: while k ≤ q do
6: Choose node Npk ∈ NP that minimize L(NB ∪ Npk).
7: Add node Npk to NB .
8: Update L(NB) = L(NB ∪ Npk).
9: Delete node Npk from NP .
10: k ← k + 1
11: end while

Table 1. Definition of the parameters in simulation

Parameter Meaning Value

L Size of AMI network 500m

PJ Transmit power of jammer 25mW

PT Transmit power of smart meter 10mW

G Gain of the antenna 1

PN Power of ambient noise −80 dBm

fT Signal frequency 2.4GHz

η Path loss exponent 2.40

5.1 Simulation Setup

The simulation simulates a 60-node RPL network with node locations randomly
distributed in the range [0, 500] × [0, 500], as is shown in Fig. 3. The entire net-
work constitutes a directed acyclic graph where node 1 is the root node. The
arrows between the nodes represent the communication links. Table 1 shows the
parameter values set during the simulation.

In order to evaluate the performance of the proposed mechanism, we define
the end-to-end PDR of RPL node Ni as:

PDRi =
Cri

Csi

(22)

where Csi represents the total number of packets sent by the node Ni to the
root node, and Cri represents the total amount of packets received by the root
node from the node Ni. Based on Eq. 22, assume that there are n RPL nodes
in the network, then the average end-to-end PDR of the RPL network can be
defined as:

PDRA =
1
n

n∑
i=1

PDRi (23)
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Fig. 3. Topology of the simulated RPL network.

5.2 Results

Using the defined average end-to-end packet delivery rate evaluation metrics,
we compares the improved AHV-RPL protocol with the standard RPL protocol
under jamming attacks. In order to reflect the superiority of the proposed mecha-
nism over existing backup nodes selection mechanism, we setup a greedy backup
node selection mechanism. In the greedy backup node selection mechanism, each
node selects nodes with the lowest ETX value as the backup nodes.

Figure 4 shows the average end-to-end packet delivery rate of the network
when the number of candidate nodes N is different under the jamming attack.
The standard RPL (named ‘Original’ in the figure) is used as a reference. As the
number of candidate nodes N increases, the performance of the greedy backup
node selection (named ‘Greedy’ in the figure) and the proposed AHV-RPL
(named ‘AHV’ in the figure) are improved. The performance of the proposed
AHV-RPL is better than that of the greedy backup node selection. When the
number of backup nodes reaches three, the performance of the proposed AHV-
RPL is 39.7% higher than that of the greedy backup node selection algorithm,
and the average packet delivery rate is 14.6 times that of the standard RPL
algorithm.

Figure 5 shows the effect of the jammer’s transmit power on the performance
of the proposed algorithm. Assuming that the number of backup parent nodes
for each node is 3, the jammer’s transmit power is set to a different value between
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Fig. 4. Impact of number of backup nodes.

Fig. 5. Impact of jamming signal strength.

10 mW and 100 mW, and the power of the normal node is 10 mW. It can be
found that the performance of the greedy backup node selection algorithm and
the proposed AHV-RPL algorithm are attenuated as the signal strength of the
jammer increases. When the interference source transmission power is 100mW,
the average end-to-end packet delivery rate of the proposed AHV-RPL algorithm
is still above 85%, and the greedy alternate node selection algorithm is reduced
to less than 35%. When the jammer’s transmit power is increased from 10mW to
100mW, the packet delivery rate of the greedy backup node selection algorithm
is reduced by 21%, and the AHV-RPL algorithm is reduced by 11%. It can be
seen that the robustness of the AHV-RPL algorithm is better than that of the
greedy backup node selection algorithm.

Figure 6 shows the impact of jammer’s location on the average end-to-end
packet delivery rate of the whole network. Assume that the number of whole
parent nodes of each node is 3, the jammer’s transmit power is 10mW, and the
normal node power is 10mW. The root node of the network is at (235, 254), and
the x and y coordinates of the interferer are set to different values between 100
and 400, respectively. It can be found that the closer the location of the jammer
is to the root node, the lower the average end-to-end packet delivery rate of the
standard RPL and the greedy backup node selection algorithm. This is because
RPL nodes close to the root node have a large number of child nodes. When
these RPL nodes are interfered, the sub-nodes have strong fault correlation,
so the performance of standard RPL and the greedy backup is degraded. The
proposed AHV-RPL mechanism takes into account the characteristics of fault
correlation, so its performance is less affected by the location of the jammer.
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The experimental results show that the average end-to-end packet delivery rate
of the AHV-RPL algorithm is higher than 85% no matter where the jammer is,
and its performance is better than the standard RPL and greedy backup node
selection algorithm.

Fig. 6. Impact of jammer’s position.

6 Conclusion

The RPL routing protocol in the smart grid is vulnerable to jamming attack,
and the data transmission performance of the network will be greatly affected
under jamming attack. An easy while efficient defense method to defend RPL
network against jamming attacks is to select backup nodes for each node in the
RPL network. Existing backup node selection mechanisms for the RPL protocol
are mainly to solve the load balancing problem and it not applicable to the
jamming attack scenario. In view of the above problems, this paper proposed an
improvement mechanism for the RPL protocol. We analyzed and modeled the
performance degradation problem of RPL network under jamming attack. Based
on the AHV metric, the fault correlation between nodes can be quantitatively
analyzed using our the fault correlation metric we developed. Based on this, a
backup nodes selection mechanism is proposed to construct a backup node set
with the least fault correlation for each RPL node. When the preferred parent
node of a RPL node fails due to the jamming attack, it can quickly switch
to the backup node and continue data transfer towards the root node. Finally,
the performance of the proposed AHV-RPL are evaluated through MATLAB
simulations. The results show that the proposed mechanism can greatly improve
the performance of the standard RPL protocol under jamming attack.
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