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Abstract. Sparse code multiple access (SCMA) is a novel non-
orthogonal multiple access technology that combines the concepts of
CDMA and OFDMA. The advantages of SCMA include high capac-
ity, low time delay and high transfer rate. The information security is
also very important in 5G network. Relay is essential to be used for
long distance cooperative transmission. In this paper, we consider a two-
way relay system that each user pair can only communicate through
an untrusted intermediate relay. We regard the intermediate relay as an
eavesdropper and the confidential information must be kept secret to it.
In order to maximize the sum security capacity, a subcarrier assignment
algorithm based on matching theory is proposed in this paper. Finally,
the theoretical analysis is verified by simulation. Simulation results show
that security performance is improved significantly.

Keywords: Amplify-and-forward + Two-way communication *
Untrusted relay - Sparse code multiple access

1 Introduction

In future 5G networks, the data flow rate of the system will be greatly improved
and will occupy an increased range of bandwidth compared with 4G networks
[1]. Sparse code multiple access (SCMA) is a multidimensional codebook-based
technique to increase connectivity and multiuser capacity. SCMA combines the
concepts of CDMA and OFDMA [2,3] to achieve non-orthogonal multiple access
in the frequency domain. Information theoretic security was proposed by Shan-
non [4]. Wyner, in [2], pointed out that the eavesdropper only has a noisy copy
of the signal transmitted from the source, and building a useful secure commu-
nication system per Shannons notion is possible [5,6].

Recent progress in physical layer security area has been extended. Exam-
ples include using multiple antennas to steer the transmitted signal away from
an eavesdropper [7] or taking advantage of variations in channel state to pro-
vide secrecy [8]. According to the information theoretic security, if the wiretap
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channel is less noisy than the main channel the secrecy capacity will be zero.
Cooperative relaying is utilized to overcome secrecy capacity limitation respec-
tively in [9]. Decode-and-Forward (DF)- and Amplify-and-Forward (AF)-based
cooperative relaying protocols are proposed to improve physical layer security. In
[10], cooperative jamming is regarded as a promising approach to improve the
secrecy capacity by confusing the eavesdropper with cooperative interference.
Different cooperative jamming schemes were researched for different communi-
cation scenarios in related research work.

The focus of this paper differs from all above models, which is on a class of
relay networks where the source and the destination have no direct link and thus
can only communicate utilizing an intermediate relay node. It is a communication
network whose nodes have different levels of security clearance. In SCMA system,
it is inefficiency and costly for two long physical distance communication node to
communicate directly without relaying. Thus, in this case, it will uses relay nodes
to participate in cooperative communication. In this model, different nodes in
the communication network has different levels of security clearance. Examples
like this exist in real life. In a government intelligence network or the network
of a financial institution, not every node in the network is supposed to have
the same level of access to information, despite operating with agreed protocols
and serving as relay nodes in the network [11]. The relay node are vulnerable
to eavesdropping because of its low level of security clearance. Thus, the relay
node is considered to be untrusted. Untrusted relay channels were first studied
in [12] and [13], where the intermediate relay acts as both an eavesdropper and
a helper.

In this paper, we consider a two-way relay system that each user pair can only
communicate through an untrusted intermediate relay. This does not mean that
the relay node is malicious. On the contrary, it may be part of the network. We
will assume that it is willing to faithfully implement the relay scheme. However,
the relay only has low security clearance in the network, so we can’t trust the
confidential messages that it is relaying [11]. It assumes that the confidential
messages are used to identify source nodes for authentication [12]. In order not
to be attacked illegally by eavesdroppers, the message should never be leaked to
relay nodes. In this case it supposes that there is a eavesdropper on the relay node
when designing the relay system. In [14], a relay channel is considered, in which
the relay helps to transmit messages from the sender to the receiver. Relays
are not only regarded as senders to assist the message transmission, but also
as eavesdroppers to obtain some information about the transmission message
[15]. The sender wants to send two different types of messages. One is called
the public message, which is sent to the receiver and relay. The other is called
the private message, which is only sent to the receiver and keep confidential to
the relay. Even if there are no external eavesdroppers in the system, security
is still a problem. That’s because although relays help to forward information
to destination, designers still hope the source signal itself keep secret from the
relay [14].
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The main contributions of this work are as follows:

e This paper studies the physical layer security in relay cooperative SCMA
multiple access communication system. The physical layer security model of
two-way relay cooperative SCMA network is also established in this paper.

e The untrusted relay works on the amplify-and-forward mode. This paper
formulates the subcarrier allocation as a non-convex optimization problem to
maximize the total security capacity.

e This paper proposes a subcarrier allocation algorithm based on two-side
matching game to enhance the security performance without compromising
the communication quality of the system. This paper formulates the subcar-
rier allocation as a non-convex optimization problem to maximize the total
security capacity.

The remainder of this paper is organized as follows. Section 2 presents the
two-way relay cooperative SCMA network model, the basic principles of SCMA
and physical layer security. The proposed subcarrier allocation algorithm based
on user-subchannel swap-matching is introduced in Sect. 3. Next, the security
performance of the proposed two-way relay system is verified through simulations
presented in Sect.4, and the numerical results are discussed in this section.
Finally, the conclusions are described in Sect. 5.

2 System Model

2.1 SCMA Link-Level Model

The structure of the SCMA transmitter is shown in Fig.1. The data streams
from multiple users are first processed by an FEC encoder module; subsequently,
the encoded data are interleaved to prevent burst errors. The processed data
streams are sent to an SCMA encoder and directly mapped to several orthogonal
subcarriers according to predesigned codebooks. Finally, the full data stream
outputs from the SCMA encoder are transmitted through the channel.

Channel
coding b
FRC_H—»{ Tneteaver }**»[SOMA Mapper
FEC_H—+{ Tntrtcaver |+ {SCMA Viapper 55

1

FEC_H—+{ Tneremver {50

Fig. 1. SCMA transmitter structure

The transmitted signal is superimposed onto the data of other users carried
by the same subcarrier, which introduces noise in the transmission process. Then,
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the transmitted signal is sent to the receiver. At the receiver, the received symbol
can be expressed as

J
y = ijl diag(h;)x; + n, (1)
where h; = (hyj, hoj, ...,th)T is the channel transmission vector of user j,
indicating signal attenuation during transmission; x; = (a:lj,;vgj,...,ij)T is

the SCMA codeword of user j; and n is Gaussian white noise in the complex
domain.

The SCMA receiver structure is shown in Fig. 2. The SCMA decoder detects
the user data streams that have interference by channel noise and other user data
streams according to known codebook and subcarrier allocation information.
Subsequently, the convolution code is decoded, and the data bits are restored
with hard decisions.

Channel
Decoder

by
—>{ De-interteaver | [ FEC-Decoder [ Decider |~

Y_| SCMA b,

Decoder 4’( De-interleaver }—> ‘ FEC-Decoder },4.{ Decider
. . . 5,
—b‘ De-interleaver }—» ‘ FEC-Decoder },4.{ Decider '_>

Fig. 2. SCMA receiver structure

2.2 Two-Way Untrusted Relay in SCMA System

A two-way untrusted relay SCMA system is shown in Fig. 3. We consider a two-
way relay scenario, which exists many user pair in the system. Each user pair
consists two sources, which communicate with each other with the help of an
untrusted intermediate relay. Each source is equipped with a single omnidirec-
tional antenna and operates in a half-duplex manner. The intermediate relay
works in Amplify-and-Forward (AF) mode in this study.

—> Phasel

—> Phase2

Fig. 3. System model of two-way untrusted relaying
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Suppose that there is an untrusted intermediate relay and N user pairs
in an SCMA cell. Denote the set of indices {1,2,---, N} by N. Let S; and
D;,i =1,2,..., N denote the two sources in the same user pair. We denote the
user pair as U;. The intermediate relay divides the available bandwidth of the
system into a set of subcarriers, denoted by Kse = {1,2,---, K}. The signals
transmitted from the N user pairs are multiplexed to K orthogonal subcarriers.
Then, the communication process can be divided into two stages. In the first
stage, all the source nodes in user pairs send their message to the intermedi-
ate relay. The user signals are nonorthogonally superimposed on the subcarriers
based on multiple access using SCMA. The signal received by malicious relay
consists of the superposition of the signals sent by all the source nodes in the
system. In the second stage, the intermediate relay amplifies the superposition of
received signal and broadcasts it to all the source nodes. There is only one inter-
mediate relay in the system model and no direct link between the two sources
of any user pair. Thus, the signal can only be transmitted through the malicious
relay to the destination node. We consider a block fading channel, for which the
channel remains constant within a certain time-slot, but varies independently
from one to another. For subcarrier SC}, the channel transfer function between
source node Sy, and intermediate relay is denoted by Ag m = gr,m/(dm)®, where
d,, means the distance between relay and source node Sy, g, m is the Rayleigh
fading channel gain between source node S,,, and relay and a is the path loss coef-
ficient. At the relay node, the attenuation signals of different users after channel
transmission are superimposed onto each other. Then, the received symbol on
the subcarrier SC} can be expressed as

Yrik = Nk + +/Ph,s; Si,kPk,s; + /Dheyd; Qi ke, a, + Lik (2)
L= Y (\Pronsnkhis, + /Prd,dnrhid,), (3)
Sne{S\S;}

where n,;, denotes the thermal noise at the relay node, I; ;; denotes the inter-
ference caused by other user signals multiplexing the same subcarrier with the
selected user.

Then, the untrusted intermediate relay has the signal-to-noise ratios on the
subcarrier SCj, with respect to signals transmitted from user S; and D; are as
follows

2

A ..
7, = ; e ~ @
2 +prahed”+ Y (pk,snsn,k|hk,sn| + Pr.d, dn k| P d; )
Sne{S\S:}
_ Dk,d; | Pk, d; 2 (5)
B L T PR LS (Pk,snsn,k|hk,sn|2 + Pr.d, dn k| P, d; 2)
Sne{S\S:}

The relay works in AF mode and broadcasts amplified signals to each user
node in the downlink. The corresponding signal received by S; at subcarrier SCY,
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can be written as

Ysi k = hk,siGR,kyr,i,k + Ns; (6)
=Nio,s; G Rk (N + \/Dhos: SiPk,si + +/Dhd i hie,a; + Lik) + ns,

Similarly, the signal received by D, at subcarrier SC} can be written as

Yd, b = Pie,dy GREYrik + N, 1)
=hio,a,Grok (N + /Phss Siskbe,d; + /Prdi di ke hi,a, + Lik) + na,

As for node S;, the security capacity at subcarrier SCj can be expressed as

C’i%‘ = (C’“’Si - C’:vSi)+

L 14 GRk>hi,d; s, Ph,s,
=logy
14 hg q,2) 62 4+ hy q,2GR 12 o Pk o, |2 Rk, |2
.d, . . P LT vdn Pk, dy

2 (+kdi) + hi,d;?GRr,k?[ {Z }(Pkb{kb{JrPkd(kd\)]

Sne{S\s;
h 2
1 Pk,s; |"k,s;
~Jloga | 1+ il (8)

2
2
62 + ppd; hie,d; 2 + Pl s Snk|Pi,sn | +pk,dndn,k|hk,di‘ )

Sne{%\si} (

Similarly, the security capacity that D; obtains at subcarrier SC} can be
expressed as

S +
Cka; = (Ck,di - 01:,413)
2 2 2
GRr,k“hk,d; " Pk,s; Pk,d;

(1 + hk,siz) 52 + hk,,si2GR,k2[s e{zs:\s , (pk,sn [hie s |2+ Prydn | hie,dn \2)]
n 7

1
= —lo 1+
2 g2

2
Plk,d; ‘hk,di)

9)

1
— —lo, 1+
2 g2

2
62 + pi,s; |Pk,sy |+

5 2
Ph,sp Sn,k|Phk,sn |° + Pk,dndn,k’hk,di )

o (
Sne{S\S;}
Then the system sum security capacity can be expressed as:

K

C% =% (Cis, +Cia) (10)

k=1

3 Secrecy Rate of Two-Way Relay Channel in SCMA
System

In order to improve the secrecy performance of relay system, we should design
a resource allocation scheme to make more system users get positive security
capacity. In the relay system, power amplification and subcarrier allocations
are performed by intermediate relay. As for subcarrier allocations, it can be
formulated as a many-to-many two-sided matching problem, which can be solved
by utilizing the matching theory [16]. The subcarrier allocations scheme will be
introduced in this section.
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3.1 Subcarrier Allocation Based on Two-Sided Matching Game

We formulate the optimization subcarrier allocation problem into a two-sided
matching problem. Then, an optimized subcarrier allocation algorithm is pro-
posed in this section to improve system security performance.

To describe the subcarrier allocation problem, this paper introduces a binary
N x K user pair and subcarrier mapping matrix F = [f1, fa, -+, fn]. If the
subcarrier SC}, is occupied by the mth user pair, fp, =1, otherwise fp, , = 0.
Assuming that there are N user pairs and K subcarriers in the system. To eval-
uate the total security capacity of all users, and then the optimization problem
is formulated as:

K N

maximize Z Z Ry (0, G) fim,
k=1n=1

subject to Z e < df,VEk € K,

nENyser

Z fk,n < dvvvn € Nuser7 (11)
kEK .

fk,n S {07 1} aVk c Kscavn S Nuser7

Z Pk,n < PS,Vn € Nuser;
k€K

Pk,n > 07Vk € Ksavn € Nuser7

One subcarrier can be allocated to at most dy users and one user can access
to the system through at most d, subcarriers. It is a non-convex optimization
problem. Thus the complexity of finding the optimal solutions is prohibitive. To
solve the problem with low complexity, this paper solve the problem by utilizing
the matching theory.

We first make each source node allocate its power equally over all its occupied
subcarriers. Subcarrier allocation is considered by intermediate relay. The sub-
carrier set and the user pair set are two disjoint sets which aim at matching with
each other. The element in both sets are selfish and intelligent which aims to max-
imize their own interests. If subcarrier SC}, is occupied by user pair N,,, we con-
sider the user pair N, and the subcarrier SC}, are already paired. It is denoted
as (N, SCy). The conflict of interests between elements in the same set and the
game between elements in different sets to maximize their own interests have a
great impact on the result of the matching game. This paper use > denote the
preference relation for both subcarriers and user pairs. The preference for user
pair N; € Nyser over the set of subcarriers is denoted as > N;- For any two sub-
carriers SCj, and SCk-, k # k', there exists two different mapping relationship
and ¢, satisfies SCy, € ¢ (N;),SCy & ¥ (N;),SCr € ' (N;),SCy & ¥ (N;).
Thus, the preference for user pair over the set of subcarriers =, can be described
as follows

(SC,¥) =N, (SCrr,Y)") © Ry (¥) > Ryrj (V) (12)
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which means that user pair N; chooses to occupy SC}, in 9 rather than SCg-
in 9’ because N; can obtain higher security capacity over SCj, than over SCk-.

Similarly, for any two subcarrier SCy, SCy € Ksc, k # k', the preference
for subcarriers over the subsets of users is denoted as >g¢, . For two different
user pair subsets U and U’, U, U’ C Nyser, U # U’, there exists two different
mapping relationship ¢ and ', satisfies U = ¢ (SCy) , U’ = ¢’ (SC},). Thus, the
preference for subcarrier over the subsets of user pairs >g¢, can be described
as follows

(U, ) =sc, (U, ¢") & Rse, (¥) > Rse, (V') (13)

which means that subcarrier SC), chooses to match with subset U in v rather
than subset U’ in 1)’ because it can obtain higher security capacity from U’.

In the whole matching process, the user pair’s preferences for subcarriers are
interactional, so does the selection of subcarriers to user pairs. The algorithm
procedures that update the mapping relationship between two sets depend on
the structure of current matching. Every two user pairs have rights to exchange
their matches in the algorithm. Therefore, this paper introduces swap matching
and swap matching pairs to maximize the system security capacity.

Swap Matching. It is assume that there exists a mapping relation ) satisfies
SCp € ¥ (N;),S5C, € ¥ (N;) &&SC,, & ¥ (N;),SC, ¢ ¥ (N;). A swap matching
is denoted as w;’;. It is a swap operation which makes SC; € 1/);’; (N;),SC, €
1/);’; (N;) &&SCy ¢ w;}; (N;),SC, ¢ w;z (N;). In general, a swap matching is a
operation that makes two of user pairs in the set exchange one of their occupying
subcarriers and keep all other mapping relation the same.

Swap Matching Pairs. Assuming that there is a mapping relation ¢ and
exists a block pair (N;, N;) in ¢ which satisfies SC), € ¢ (N;), SC; € 9 (N;).
If the block pair (NV;, N;) meet the following two conditions, then (IV;, N;) is a
swap matching pair in 1.

(i) ¥t € {NiNj, SCp SO} (wih (8), 08 ) 20 (0 (1))

4
q
(i) 3t € {Ni, N3, SCp, SCy}, (61 (1) wib ) =1 (0 (1), )

Each user pair should find another user pair to form a swap matching pair
and then swap their occupying subcarrier of the set in above inequality. For
the elements in swap matching pair, they can benefit each other by swap their
subcarrier without hurting the benefits of corresponding subcarriers. Then, the
algorithm can obtain the optimal mapping result after multiple swap operations.

The specific details of our proposed algorithm are showed in Algorithm 1.
The algorithm is divided into two parts: One is initialization and another is
swap matching. First, initial mapping relation via random subcarrier allocation
and each source node construct its preference matching list. Then source node
keep searching its partner to form swap matching pair and change their occu-
pying subcarrier to update matching relation 1. The algorithm finishes until no
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source node can form new swap matching pair and the optimal matching will be
obtained.

Algorithm 1. Matching Subcarrier Allocation Algorithm
1: Input: h, o, G, o, N, K
2: Initialization

3: Obtain initial mapping result based on random subcarrier allocation
4: i L(N;),N; € Nuser

5: ii L(SCk),SCk c K

6: iii Each source node construct its preference list P (N;),N; € Nyser
7: Swap Matching

8: while 3P (NV;) # 0, N; € Nyser do

9: fori=1:ndo

10: if P (N;) is not empty then

11: Current source node proposes itself to the most-preferred SCj

and give up SC}

12: Remove SCy, from P (N;)

13: for j =1:|L(SCk)| do

14: if It’s a swap matching pair then

15: SC} accept the proposal

16: Update L (N;),N; € Nyser and L (SCy), SCy € Ko

17: else

18: Refuse the proposal

19: end if
20: end for
21: end if

22: end for
23: end while
24: Matching Finish

3.2 Stability and Convergence

Assuming that the optimal matching mapping result * is not a stable match-
ing. Then there exists a matching pair (N;, SC), so that both N; and SCj
can achieve higher secure transmission rates and (N;, SCk) ¢ v*. Accord-
ing to the algorithm details, N; will propose itself to SC; and SCj will
agree to this application, then matching switching operation will be imple-
mented. (N;,SCk) is a candidate match in the iterative updating process.
We assume that in the ¢ round, SCj discover a preferable user and delete
N; from the list, that is o' (SCk) >sc, L, L € {N;} U9*(SCy), L C {N;} U
¥t (SCk), N; € L. Now, a new matching relationship ¢ (SC},) is obtained. How-
ever, 9! (SCy) did not survive and was replaced by the new matching relation-
ship in the end. As for SCy, its final matching list is ¢ (SC%). Finally, we get
L=s5c,% (SCk) , ¥ (SCk) =sc, L, (SC) =sc, ¥t (SC). Tt is contradictory to
the transitive property, therefore, the hypothesis is not valid. So the matching
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mapping result * is the optimal matching, the two-side matching algorithm is
stable.

In each iteration process, every user node will propose itself to its favorite
subcarrier. Whether the application is accepted or rejected by the subchannel,
the user node will not propose itself to the same subcarrier anymore. As the
iteration continues the potential choices of each user node are decreasing. For
each iteration the corresponding subchannel will be removed from its preference
list. The preference list of each user source node will be empty after no more
than K iterations. Then the matching phase of the algorithm is over and get the
optimal matching result. It proves the algorithm is convergent.

4 System Simulation

The security performance with different subcarrier allocations is shown in this
section. The transmission signal is over Block Fading Channel. Users are ran-
domly distributed in the cell. In the simulation, the peak power of each source
node is 20 dBm, the path loss factor is set as 2, the cell radius is 200 m, overload
coefficient in SCMA system is 2, noise variance is —174 dBm/Hz. The simulation
results is obtained based on over 10000 instances of the algorithms.

We evaluate the performance of the proposed subcarrier allocation algorithm,
and compare it with random subcarrier allocation and OFDMA scheme. We set
the relay magnification factor as 15 dB. Figure 4 shows the relation between the
total security capacity with the number of users with d, = 3, and dy = 6. The
proposed algorithm significantly outperforms random allocation and OFDMA
scheme. For optimize scheme, the total security capacity increases with the num-
ber of users, but the growth becomes slower as user number increases. That’s
because as the number of users increases, the candidate matching solutions go
up accordingly. The proposed algorithm can converge to the optimal matching
solution. Thus the security capacity continue to rise as the number of users
increase. However this kind of subcarrier allocation scheme always provide ser-
vices to users with better security performance. Therefore the fairness of the
algorithm is poor. For OFDMA scheme, the total security capacity increases at
first and then remains constant when all subcarriers are fully loaded. For random
allocation scheme, its security performance is better than OFDMA scheme when
the number of user is small. As the number of users increases, the total secu-
rity capacity decreases even smaller than OFDMA scheme, and then remains
constant when all subcarriers are fully loaded. That’s because the subcarriers
is not fully loaded and the interference to users is relatively small while there
is few users. Compared with OFDMA users, each SCMA user can occupy more
subcarriers to access to system. Therefore, the security performance of random
allocation is better than OFDMA scheme when the number of users in the sys-
tem is small. As the number of users becomes larger, the multiplexing users on
each subcarrier increase, and then each user will suffer more severe Multi-Use
interference. Since random allocation algorithm generate the result in a ran-
dom way, it can’t find an optimal matching solution, no security performance
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gains will be obtained, even if the number of users increases. Besides the severe
Multi-Use interference degrades the system security performance. Therefore, for
random allocation scheme, the total security capacity decreases even smaller
than OFDMA scheme as the number of users increases. If the number of system
users continues to increase, all subcarriers has been fully loaded, the security
performance of both schemes remain constant.

45
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Fig. 4. Sum security capacity v.s. the number of users
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Figure 5 simulates the system capacity performance with three different sub-
carrier allocations. Simulation results indicate that the proposed subcarrier allo-
cation scheme won’t deteriorate the communication quality. It can improve both
system capacity and security performance.

5 Conclusion

In this paper, we investigated the physical layer security for two-way commu-
nications with an untrusted intermediate relay in the SCMA networks. This
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paper researches the subcarrier allocation problem to improve system security
performance by optimizing the subcarrier assignment. The proposed subcarrier
allocation algorithm can converge to an optimal matching with a low complexity
and it will improve the communication quality of the system.
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