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Abstract. Based the idea of original “Ping-pong” protocol, an improved
“Ping-pong” protocol based on single-particle and Einstein-Podolsky-
Rosen (EPR) entanglement is presented. The EPR entanglement is used
to detect the eavesdropping and the single particle is used to transmit
the information. During the protocol, the sender Alice transmits an EPR
entanglement pairs and a single particle to the receiver Bob at the same
time. The bit error is caused by the random position of the single particle.
In our security analysis, an eavesdropping will cause at least a bit error
rate of 16.7%, and the probability of detecting eavesdropping with bit
error rate is 50.0%. We also give a simulation which is based on law of
large numbers and Monte Carlo method. In our simulation, we use mean
square error (the value is 1.8115 × 10−5) to indicate that the simulation
data is approach to the theoretical value. Compared with the original
“Ping-pong” protocol, the presented protocol doesn’t need the control
mode, and it doesn’t need to store the quantum state.

Keywords: Single-particle · EPR entanglement ·
The “Ping-pong” protocol · Security analysis · Monte Carlo method

1 Introduction

Cryptography is the basis of information security, the task of cryptography is to
ensure that only legitimate users like Alice and Bob can read a secret message in a
secure communication, while unauthorized users like Eve cannot. To accomplish
this task, the communication protocol must ensure that only the key can encrypt
and decrypt the secret message. In 1949, Shannon proved the one-time pad
(OTP) [19] is perfectly secure with equal length of the key and secret message
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[17], that means the key can protect the secret message during transmission, but
how to protect the key during distribution is still a tricky problem. [13,23,27].

Different from the classical communication, quantum communication and
quantum cryptography is based on the theory of quantum physics and quantum
entanglement which have attracted the interest of researchers in past decade,
especially Quantum key distribution (QKD) [1,14,16,18] and quantum secure
direct communication (QSDC) [9,21,22,25]. In QKD, the quantum particles is
used to transmit the key while the classical bit is used to transmit the secret
message. The key is determined until the end of the transmission, and the incom-
pleteness of the quantum bits can be tolerated [4,5,11,20]. In QSDC, not only
the key but also the secret message is transmitted in quantum channel, that
means every qubits is useful, and QSDC cannot tolerate the incompleteness of
the qubits [7,24].

In 2002, Long et al. proposed the first QSDC protocol with EPR entangle-
ment [15]. In this protocol, the method of quantum data block transmission
for security based on bit error rate analysis is introduced, before transmitting
the secret message, the protocol sends a block of quantum data to make sure
whether the quantum channel is security. It’s an excellent method of QSDC, but
it cannot detect the eavesdropping after starting transmit the secret message.

At the same year, Bostrom and Felbinger presented an excellent two-step
deterministic QKD protocol which called the “Ping-pong” protocol [2]. This
protocol contains two modes: the message mode is used to transmit the security
message while the control mode is used to detect eavesdropper’s (Eve) eaves-
dropping. During the protocol, the sender Alice randomly chooses the control
mode or the message mode, means this protocol can detect the eavesdropping
during the whole transmission process. But the “Ping-pong” protocol cannot
transmit the security message in control mode, that means the more effective of
detecting eavesdropping, the less effective of transmitting security message.

Based the idea of the original “Ping-pong” protocol (OPP) [2,10,11], we
present an improved “Ping-pong” protocol based on a single-particle and an
EPR entanglement which is called TPP. The receiver Bob randomly puts the
single-particle in the first, second or third position of the three-particle group,
that means only Bob knows the position of the single-particle, but the sender
Bob and the eavesdropper Eve not. Eve can only randomly chooses the particle
as the single-particle, that means the Eve will caused a bit error rate.

In 2016, we presented a QKD protocol based the idea of the BB84 protocol,
which is called MEQKD [10]. In MEQKD, Alice sends two EPR entanglement
pairs to Bob at one time, Bob randomly chooses the position of EPR pairs,
if there is no eavesdropping, the bit error rate only caused by Bob’s incorrect
choice, which is the same as the BB84 protocol. But the MEQKD protocol has
a higher efficiency of detecting eavesdropping. Compared with MEQKD, TPP
only sends three particles at one time, which is one particle less than MEQKD,
in other words, TPP is easier to application.

Compared with the OPP, TPP sends one single-particle and one EPR Entan-
glement every time, in other words, it sends totally three qubits once, which is
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more than OPP. The security analysis of TPP is also given, an eavesdropper’s
eavesdropping will caused at least a bit error rate of 50%. In order to achieve
the same detection effect, the TPP needs 30 quantum key bits as the detection
sequence, while the MEQKD needs 33 qubits and the BB84 protocol needs 72
qubits [10]. Compared with OPP, TPP can transmit the secret message and
detect the eavesdropper at the same time, and TPP also doesn’t need to store
the quantum states.

We also give a simulation which is based on the law of large numbers and
Monte Carlo method, In our simulation, the simulation data (the probability
proportion of measurement result) p̂ is approach to the theoretical probability
proportion p, and mean square error is used to measure the similarity between
p̂ and p, and its value is 1.8115× 10−5. In another word, our theoretical security
analysis is correct, TPP can detect eavesdropping effectively.

2 The TPP Protocol

2.1 The Relationship Between the Classical Bits and Quantum Bits

At the beginning of the paper, let’s introduce the relationship between the clas-
sical bits and quantum bits.

The TPP only uses the Z-basis: BZ = {|0〉, |1〉} and a single-particle |0〉 and
|1〉. |+〉 and |−〉 are unnecessary. Beside, the TPP protocol also uses one of the
four Bell states as follows:

|Φ+〉 =
1√
2
(|00〉 + |11〉), |Φ−〉 =

1√
2
(|00〉 − |11〉)

|Ψ+〉 =
1√
2
(|01〉 + |10〉), |Ψ−〉 =

1√
2
(|01〉 − |10〉)

(1)

Alice and Bob agree on that there is two unitary operations as follows, just as
OPP, when Bob takes a I operation, Alice knows that Bob wants to send the
classical bit 0, and when Bob takes a σx operation, that means Bob wants to
send the classical bit 1.

I =
(

1 0
0 1

)
, σx =

(
0 1
1 0

)
(2)

As we know, Eve usually takes an intercept-resend attack between Alice and
Bob, according to the Heisenberg’s uncertainty principe and no-clone theory [3],
Eve needs to re-prepare the qubit particles with her measurement result and
resend them to Bob. But the position of the Bell state is only known to Alice,
that means Eve can only choose the position randomly, which will cause a bit
error rate ε. If there is no eavesdropping, ε should be 0 [18,26], In the next
section, we will analysis the bit error rate ε caused by Eve’s eavesdropping and
we will also proved that the Eve’s eavesdropping will always be detected as long
as the quantum sequence is long enough.
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2.2 A Brief Introduction of TPP

Now, let’s introduce the process of TPP and how TPP detects an eavesdropping.
A complete process of the TPP protocol can be described as the following 9 steps.

1. Alice wants to send a message to Bob, this message can be the key or the
secret message, she firstly encode the message with classical binary and get
the classical bit sequence N in order.

2. Bob prepares an EPR pairs and a single-particle to form a three-particle
groups and remembers their position as (1, 2, 3), if all the classical bits of N
have taken out, then goto the step 9, or goto the step 3.

3. For every three-particle quantum group, the single-particle can be put in the
1st, 2nd or 3rd position. For example, Bob prepares a group {|Φ+

12〉|Φ+
12〉||1〉}

and sends them to Alice, |Φ+
ij〉 means the ith and the jth qubits in a group

make up a Bell state |Φ+〉. Bob records the location information and sends
the qubits sequence S to Alice.

4. After Alice received the group, if she wants to send a classical bit 0 to Bob,
she takes a I unitary operation on these three qubits. If Alice wants to sends
a classical bit 1 to Bob, she can take a σx unitary operation.

5. After taking an unitary operation, Alice resends the three qubits group back
to Bob.

6. Bob receives the qubits from Alice, he know the position of the EPR pairs.
And he takes BZ measurement on the single-particle, and a Bell measurement
on the EPR pairs. If there is no bit error, the bell state’s measurement should
be always the same when sends |Φ+〉 = 1√

2
(|00〉+ |11〉) and |Φ−〉 = 1√

2
(|00〉−

|11〉), the bell state’s measurement should be always different when Bob sends
|Ψ+〉 = 1√

2
(|01〉 + |10〉) and |Ψ−〉 = 1√

2
(|01〉 − |10〉). If the single particle has

been changed, Bob know that Alice sends a classical bit 1; If the single particle
has not been changed, means Alice sends a classical bit 0.

7. Only Bob knows which Bell state he sends, so the Bell state can be used
to detect the eavesdropping while the single-particle is used to transmit the
classical bit.

8. If there is a wrong Bell state measurement result, Bob know there’s an eaves-
dropping, Alice and Bob will intercept this communication and restart a new
one.

9. Alice and Bob have confirmed that the channel is safety, they will transmit
the remaining keys to obtain the finally key.

Table 1 gives an example that Alice sends a classical bit 0 to Bob without
eavesdropper.

If there is no eavesdropping, the measurement result of the EPR pairs should
always be the same when Bob sends |Φ+〉 or |Φ−〉, and the result should always
be different when Bob sends |Ψ+〉 or |Ψ−〉.

If there is no eavesdropping, the bit error rate ε should be 0. In another words,
if there is a bit error rate in ideal environment, means there is an eavesdropper,
Alice and Bob should intercept the communication and restart a new one.
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Table 1. Alice successfully transmits a classical bit 0

Number of the position 1 2 3

EPR pairs that Bob prepares |Φ+
12〉 |Φ+

12〉 |1〉
Unitary operation that Alice chooses I

The state after unitary operation |Φ+
12〉 |Φ+

12〉 |1〉
The particle that Alice resends |Φ+

12〉 |Φ+
12〉 |1〉

The measurement result (2 situations) |0〉 |0〉 |1〉
|1〉 |1〉 |1〉

Detecting eavesdropping not exist

The classical bits Alice sends 0

3 The Security Analysis and Simulation of TPP with an
Eavesdropper

3.1 The Probability of Detecting Eavesdropper

Now let’s analysis the probability of detecting the Eve’s eavesdropping, Table 2
shows that Eve gets the right and wrong position.

Table 2. Eve gets the right or wrong position of EPR pairs

Number of the position Right Wrong

1 2 3 1 2 3

EPR pairs that Bob prepares |Φ+
12〉 |Φ+

12〉 |1〉 |Φ+
12〉 |Φ+

12〉 |1〉
The position Eve chooses

√ √ √ √

The qubits group Eve resends |Φ−
12〉 |Φ−

12〉 |1〉 |Ψ−
13〉 |0〉 |Ψ−

13〉
Unitary operation that Alice chooses σx σx

The state after unitary operation |Φ+
12〉 |Φ+

12〉 |0〉 |Ψ+
13〉 |1〉 |Ψ+

13〉
The particle that Alice resends |Φ+

12〉 |Φ+
12〉 |0〉 |Ψ+

13〉 |1〉 |Ψ+
13〉

The measurement result (2 situations) |0〉 |0〉 |0〉 |0〉 |1〉 |1〉
|1〉 |1〉 |0〉 |1〉 |0〉 |0〉

Detecting eavesdropping not exist exist

The classical bits Alice sends 1 not sure

Eve randomly chooses the position of the EPR pairs, that means she has the
probability of p1 = 2/3 to choose a wrong position.

When Eve chooses the wrong position to take the Bell measurement, she will
randomly gets one of the four Bell state: |Φ+〉, |Φ−〉, |Ψ+〉 and |Ψ−〉. She has the
probability of 1/2 to correct the bit error rate caused by wrongly choice of the
position. So the probability that Bob gets a wrong EPR pairs is: p2 = 1− 1/2 =
1/2 = 0.5.



Simulation on QKD Based on Single-Particle and EPR Pairs 283

When Bob gets a wrong EPR pairs, the Bell measurement will change, and
Eve’s eavesdropping will be detected. The probability will be easy calculated [8]:
pd = p1 × p2 = 1/3 = 0.333.

3.2 The Bit Error Rate Caused by Eavesdropping

When Eve chooses a wrong position of EPR pairs, the single particle will changed
or unchanged with a probability of 50%. That’s means when Eve’s eavesdropping
has been detected, Alice will also has the probability of 1/2 to receive the right
particle. So the bit error rate is: ε = pd × (1/2) = 1/6 ≈ 0.167

If Eve’s eavesdropping has been detected when the EPR pair isn’t entangled
or the bit error was found when the single particle is different from the expected
result, Alice and Bob know that the quantum channel has been unsafe, the
probability of this situation can be easily calculated because the detections in
single particle and EPR pair are separated.

P = pd + ε =
1
2

= 50% (3)

If Alice wants to send the length of n classical bits to Bob, the probability
of detecting the eavesdropper is:

Pd = 1 − (1 − P )n = 1 − (
1
2
)n (4)

To detect an eavesdropper with the probability of Pd = 0.999999999, Alice
and Bob need to compare n = 30 qubits in TPP while 33 key bits in MEQKD
and 72 key bits in BB84 protocol [10].

TPP costs more qubits in detecting eavesdropping, but it can detect the
eavesdropper in every transmission [12]. In another words, TPP can not only
used as a QKD protocol, but also as a QSDC protocol. To get the information,
Eve will at the risk of the probability 0.5 to be detected.

3.3 The Information that Eve Obtains

When there is an eavesdropper, the probability of detecting eavesdropping is
1/2. That’s to say, Bob has the probability of Pr = 1 − 1/2 = 1/2 to get a
classical message and the probability of Pw = 1 − Pr = 1/2 to get a another
classical message. So is Eve.

According to the theory of Shannon information entropy, we can calculate
the mutual information that Eve gets [6,15]:

I(A,E) = 2 −
(

−
1∑

i=0

Pi log2 Pi

)
= 1 (5)

Eve can still gets (1/2) = 0.5 of the mutual information which doesn’t meet the
mutual information relations of privacy amplification. If TPP is used as a QKD
protocol, Eve can only gets part of the key, and she cannot read the secret
message.
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3.4 Simulation Based on Monte Carlo Method

Based on Chebyshev’s law of large numbers and Monte Carlo method, we can
simulate the proportion of Bob’s receive measurement result.

Supposed Bob sends |0〉|Φ+
23〉|Φ+

23〉 to Alice, Alice takes an I operation and
resends the quantum pairs to Bob, Bob knows the single particle is the first
place and he takes an BZ measurement on the first place, he also takes a Bell
measurement on the second and third place. If there is no eavesdropping, the
measurement will be 000 or 011 equiprobability. If there is an eavesdropping,
the measurement should be one of the measurement result set:

S = {000, 001, 010, 011, 100, 101, 110, 111} (6)

In our prior security analysis, all the measurement result should be equip
probability. So, we can get the theoretical value of the result proportion.

p000 = p011 =
1 − P

nr
=

0.5
2

= 0.25

p001 = p010 = p100 = p101 = p110 = p111 =
P

nw
=

0.5
6

= 0.0833
(7)

In our simulation, the right results’ probability distribution should approach
to 0.25 when the wrong results’ probability distribution should approach to
0.0833.

We used Python to simulate this protocol. The Table 3 shows the simulation
result of TPP, in this table, the sum of each column is approached to 1.0, the
value of each line is approached to the theoretical value ps, s ∈ S. The Fig. 1
shows the proportion of the simulate results.

Table 3. Simulation Result, times means the simulate times, result means the simulate
result

Result/times 100 250 500 1000 2000 3000 4000 5000

000 0.1782 0.2470 0.2555 0.2476 0.2574 0.2463 0.2467 0.2476

001 0.0792 0.0797 0.0858 0.0879 0.0920 0.0890 0.0897 0.0882

010 0.1485 0.1076 0.0938 0.0859 0.0790 0.0793 0.0792 0.0788

011 0.2178 0.2191 0.2176 0.2398 0.2429 0.2456 0.2499 0.2539

100 0.0891 0.0797 0.0938 0.0879 0.0900 0.0903 0.0910 0.0870

101 0.0891 0.0966 0.0898 0.0849 0.0825 0.0833 0.0825 0.0802

110 0.0990 0.0916 0.0758 0.0789 0.0715 0.0776 0.0752 0.0766

111 0.0990 0.0757 0.0878 0.0869 0.0850 0.0886 0.0857 0.0880

From Table 3 and Fig. 1 after 5000 times of simulation, The probability distri-
bution of all the results p̂s, s ∈ S is close to stability. The probability that Alice
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receives the right result P̂r and the probability that Bob find eavesdropping P̂w

can be concluded:

P̂r = p̂000 + p̂011 → 0.5000

P̂w =
∑
s∈S

ps − P̂r → 0.5000 (8)

In a word, the theoretical value ps, s ∈ S is approach to the simulate value
p̂s, s ∈ S. The probability of detecting eavesdropping P̂r is also approach to
P = 0.5. We use mean square error MSE to determine the degree of similarity
between the simulate value and theoretical value, and set a threshold θ = 10−3.
If MSE ≤ θ, means the simulation results are very close to the actual results.

MSE(p̂) =
1
n

∑
s∈S

(p̂s − ps)2 = 1.8115 × 10−5 � θ (9)

From formula 9, MSE � θ, we can conclude that our simulation is close
to the actual. In other word, our security analysis is right and TPP is a safe
protocol.
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Fig. 1. Two lines above are p̂000 and p̂011, which is approaching to 0.25; six lines below
are the rest of the measurement results, all of them approaching to 0.0833

4 Conclusion

In this paper, we presented an improved “Ping-pong” protocol based on single-
particle and EPR pairs which is called TPP. During the transmission, TPP sends
one single particle and a pair of EPR. The TPP protocol not only can use as a
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QKD protocol, but also a QSDC protocol. Compared with the BB84 protocol,
TPP only needs to prepare two kinds of single-particles |0〉 and |1〉, but TPP
has to prepare another EPR pair.

Compared with the original “Ping-pong” protocol (OPP), TPP doesn’t need
the control mode, which makes TPP is easier to conduct. What’s more, the TPP
protocol doesn’t need to store the quantum state, making it easy to application.

The security of the TPP protocol is also analyzed. If there is no eavesdropper,
the bit error rate ε0 should be 0. The bit error rate will be ε1 = 0.167 if Eve
intercepts and resends the quantum bits, and Eve’s eavesdropping will also be
detected through the EPR pairs with the probability of pd = 0.333. That’s to say,
there is two ways to detect the eavesdropping, the total probability of detecting
eavesdropper is P = 1/2 = 0.5.

The information that Eve can get is also analyzed, Eve can at most get
1/2 = 50% information without being detected but she doesn’t know which
parts she has gotten.

We also give a simulation based on Monte Carlo method and use mean square
error (MSE) to estimate the similarity between p̂ and p. In our simulation, the
simulate value p̂ is approach to the theoretical value p and MSE = 1.8115×10−5,
so we can concluded that we have proved the security of TPP both in theory
and simulation.

The TPP protocol is only discussed in ideal environment theory, When come
to application, we must face to a difficult problem: how to maintain the entan-
glement state of quantum. And we should also take the environmental noise into
account in the future.
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