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Abstract. In order to improve eavesdropping detection efficiency, we propose
a quantum secure direct communication and authentication protocol based on
three-particle asymmetric entangled state and design an efficient quantum circuit
for implementing the protocol. This protocol has two modes, in message mode,
a qubit is used to transmit two bits classical information based on a Bell state, in
control mode, three-particle asymmetric entangled state is inserted into the
particle flow for detecting eavesdropper. Eavesdropping detection efficiency is
got by calculating the relationship between the amount of information and
detection probability, if eavesdroppers want to obtain all information, detection
probability is 63%, the analysis results indicate that this proposal is more secure
than other quantum secure direct communication protocol.

Keywords: Quantum secure direct communication � Three-particle asymmetric
entangled state � Quantum circuit

1 Introduction

Quantum secure direct communication (QSDC) and authentication is a remarkable
branch of quantum information. Different from the quantum key distribution
(QKD) whose object is to create a common random key between two remote autho-
rized users, the object of QSDC is to transmit a secret message directly without
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producing quantum keys. When eavesdroppers are detected, QSDC doesn’t discard the
transmitted information, so communication security is more important for QSDC, some
techniques are used to make eavesdroppers get only some random values instead of
reading useful information.

Bostrm and Felbinger presented a famous QSDC protocol called original Ping-
pong protocol (OPP) [1], in which Bell states were used to quantum secure direct
communication and detecting eavesdroppers, but researchers have found many vul-
nerabilities of Ping-pong protocol, for example, Ping-pong protocol cannot resist the
“man-in-middle” attack. Considering two qubits with four dimensional space, Gao
et al. improved eavesdropping detection efficiency of Ping-pong protocol by using four
Bell states which is called MPP [2], Li et al. proposed an QSDC protocol based on
extended three-particle GHZ State (EPP) [3], which is with higher eavesdropping
detection efficiency. Subsequently, many researchers begin to research QSDC and
authentication, Quan et al. proposed a one-way quantum secure direct communication
protocol based on single photon [4], Zawadzki et al. proposed that increasing the
security of Ping-pong protocol by using many mutually unbiased bases [5], some
researchers researched how to ensure QSDC and authentication security under the
noise environment [6–8]. Recently, more and more researchers begin to study how to
improve quantum direct communication efficiency [9–14], some researchers proposed
using W state for QSDC and authentication [15–20], subsequently, Multi-particle
entangled state were used to QSDC protocol [21–24], Zhang et al. proposed a QSDC
protocol using semi quantum for improving eavesdropping detection efficiency [25],
but researchers have found many vulnerabilities in Ping-pong protocol. In this paper,
we not only propose a quantum security detection protocol based on three-particle
asymmetric entangled state (TAPP), but also design an efficient quantum circuit for
implementing the protocol. If the eavesdropper gets the full information, the detection
rate of the original Ping-pong protocol is 50%, the detection rate of proposed protocol
is 63%. Compared with other QSDC protocols, this protocol is with higher eaves-
dropping detection efficiency.

2 The Process of the TAPP Protocol

In original Ping-pong protocol, a Bell state was used to transmit information and detect
eavesdroppers and a qubit transmitted one bit classical information, so information
transmission efficiency was not high. In proposed protocol, Alice transmits information
to Bob by dense coding, in which a qubit transmits two bits classical information. The
steps are as follows.

(1) Suppose that Alice wants to transmit an information sequence xN ¼ ðx1; . . .; xNÞ
to Bob, where xi 2 f0; 1g; i ¼ 1; 2; . . .;N. Bob prepares N pairs Bell state parti-
cles wþ�� �

AB ¼ ð 01j iAB þ 10j iABÞ=
ffiffiffi
2

p
, all the first particles in Bell states are

stored as A sequence (travel particles), all the remaining particles in Bell states are
transmitted to Alice as B sequence (home particles).

(2) In order to prevent Eve from eavesdropping and ensure the information com-
munication security, this paper proposes two communication modes, message
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mode and control mode. Bob prepares a large number of asymmetric three-particle
entangled states uj i ¼ 1

2 011j i þ 1ffiffi
2

p 100j i þ 1
2 101j i as detection particles, which

are inserted into A sequence to form C sequence, only Bob knows the position of
detection particles. Compared with B sequence, C sequence contains 3cN=ð1� cÞ
particles which are used to detect eavesdroppers, here, c is the probability of the
control mode.

(3) Bob sends C sequence to Alice and notifies her the location of detection particles.
If Alice receives detection particles, she switches to control mode and measures
detection particles based on the three-particle unsymmetrical entanglement state.
Alice sends the detection result through the public channel to Bob, if eaves-
droppers are found, Alice interrupts this communication and transmits the infor-
mation again, otherwise Bob notifies Alice no eavesdroppers and continues to
transmit information.

(4) If Alice receives travel particles, she switches to message mode. According to
transmitted information, Alice performs one of four coding operation

fI^; rz^ ; rx^ ; i ry^ g on the travel particles.

ÎðAÞ wþ�� � ¼ wþ�� � ¼ 1ffiffiffi
2

p ð 01j i þ 10j iÞ

r̂ðAÞz wþ�� � ¼ w�j i ¼ 1ffiffiffi
2

p ð 01j i� 10j iÞ

r̂ðAÞx wþ�� � ¼ /þ�� � ¼ 1ffiffiffi
2

p ð 00j i þ 11j iÞ

ir̂ðAÞy wþ�� � ¼ /�j i ¼ 1ffiffiffi
2

p ð 00j i� 11j iÞ

ð1Þ

The superscript (A) refers to the operation of the travel particle in the Bell states.
After encoding, each travel particle can indicate two bits classical information, wþ�� �
indicates 00, w�j i indicates 01, /þ�� �

indicates 10, /�j i indicates 11.
(5) Alice sends encoded travel particles back to Bob, Bob measures the encoded travel

particles and home particles based on Bell states and gets wþ�� �
, w�j i, /þ�� �

or
/�j i, respectively correspond to classical bits 00, 01, 10 or 11, Bob extracts
information and completes quantum secure direct communication.

3 Quantum Circuit Simulation of TAPP Protocol

The circuit simulation is instructive for the realization of QSDC protocol and
authentication, quantum circuit is essential to the practical realization of the protocol in
experiment. In this section, we construct an efficient quantum circuit for TAPP protocol
simulation. Firstly, TAPP protocol is decomposed unitary transformations, secondly,
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the effective quantum circuit is designed through the orderly arrangement of the
quantum gates. The quantum circuit implementation is shown in Fig. 1.

In Fig. 1, particle A and B are information carrier, firstly, 0j iB and 0j iA are sent to
H gate and Bell state wþ�� �

AB ¼ ð 01j iAB þ 10j iABÞ=
ffiffiffi
2

p
is got, then the sender Alice

implements quantum information coding through a unitary operation

ri 2 fI^; rz^ ; rx^ ; i ry^ g, the receiver Bob realizes quantum measurement through H gate
and gets the transmitted information. Three-particle asymmetric entangled state uj i ¼
1
2 011j i þ 1ffiffi

2
p 100j i þ 1

2 101j i is got by making unitary transformation for

0j ic1 ; 0j ic2 ; 0j ic3 , Alice measures the received three particle entangled state, so as to
realize eavesdropping detection. R1, R2, and R3 are respectively.

R1 ¼ Ryðp2Þ;R2 ¼ Ryðp4Þ;R3 ¼ Ryð� p
4
Þ ð2Þ

RyðhÞ ¼ cos h2 � sin h
2

sin h
2 cos h2

� �
ð3Þ

4 The Security Analysis and Simulation of TAPP

In control mode, Alice inserts asymmetric three-particle entangled state uj i ¼
1
2 011j i þ 1ffiffi

2
p 100j i þ 1

2 101j i into A sequence for eavesdropping detection. After Eve’s

attack operation E
^
, the particle state 0j i is transformed into u

0
0

�� �
, the particle state 1j i is

transformed into u
0
1

�� �
.

u
0
0

�� E
¼ E

^
0xj i ¼ a 0x0j i þ b 1x1j i; u

0
1

�� E
¼ E

^
1yj i ¼ m 0y0j i þ n 1y1j i ð4Þ

xj i and yj i are determined by E
^
uniquely, aj j2 þ bj j2¼ 1; mj j2 þ mj j2¼ 1. After Eve

attacks on the asymmetric three-particle entangled state, the state of the compose
system is.

H

Z Z

H

1R

2R 3R 3R 2R
1R

iσ
0

B

0
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1
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Fig. 1. Quantum circuit for implementation TAPP protocol
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uj iEve¼ E � E � E½1
2
011j i þ 1ffiffiffi

2
p 100j i þ 1

2
101j i�

¼ 1
2
½a 0x0j i þ b 1x1j i� � ½m 0y0j i þ n 1y1j i� � ½m 0y0j i þ n 1y1j i�

þ 1ffiffiffi
2

p ½m 0y0j i þ n 1y1j i� � ½a 0x0j i þ b 1x1j i� � ½a 0x0j i þ b 1x1j i�

þ 1
2
½m 0y0j i þ n 1y1j i� � ½a 0x0j i þ b 1x1j i� � ½m 0y0j i þ n 1y1j i�

¼ 1
2
½am2 0x00y00y0j i þ bm2 1x10y00y0j i þ anm 0x01y10y0j i þ bnm 1x11y10y0j i

þ amn 0x00y01y1j i þ bm2 1x10y01y1j i þ an2 0x01y11y1j i þ bn2 1x11y11y1j i�
þ 1ffiffiffi

2
p ½a2m 0y00x00x0j i þ a2n 1y10x00x0j i þ abm 0y01x10x0j i þ abn 1y11x10x0j i

þ abm 0y00x01x1j i þ abn 1y10x01x1j i þ b2m 0y01x11x1j i þ b2n 1y11x11x1j i�
þ 1

2
½m2a 0y00x00y0j i þ anm 1y10x00y0j i þm2b 0y01x10y0j i þm2b 1y11x10y0j i

þ amn 0y00x01y1j i þ a2n 1y10x01y1j i þmnb 0y01x11y1j i þ b2n 1y11x11x1j i�

ð5Þ

The probability that Alice not detect eavesdroppers is.

pð uj iÞ ¼ 1
4
½ bm2
�� ��2 þ an2

�� ��2 þ bmnj j2� þ 1
2
½ a2n�� ��2 þ

abnj j2 þ b2m
�� ��2� þ 1

4
½ mnaj j2 þ an2

�� ��2 þ bmnj j2�
ð6Þ

So the lower bound of the detection probability is.

dl ¼ 1� pð uj iÞ ¼ 1� 1
4
½ bm2
�� ��2 þ an2

�� ��2 þ bmnj j2�

þ 1
2
½ a2n�� ��2 þ abnj j2 þ b2m

�� ��2� þ 1
4
½ mnaj j2 þ an2

�� ��2 þ bmnj j2�
ð7Þ

Assuming aj j2¼ a; bj j2¼ b; mj j2¼ s; nj j2¼ t, a; b; s; t are positive real numbers and
aþ b ¼ sþ t ¼ 1, so dl is.

dl ¼ 1� pð uj iÞ
¼ 1� ½1

4
ð1� aÞð1� tÞþ 1

2
at2 þ 1

2
atþ 1

4
tð1� tÞþ 1

2
ð1� aÞ2ð1� tÞ� ð8Þ

When Alice sends 0j i to Bob, the amount of information which be eavesdropped by
Eve is.
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I0 ¼ �a log2 a� ð1� aÞ log2ð1� aÞ ¼ HðaÞ ð9Þ

When Alice sends 1j i to Bob, the amount of information which be eavesdropped by
Eve is.

I1 ¼ �t log2 t � ð1� tÞ log2ð1� tÞ ¼ HðtÞ ð10Þ

Eve can eavesdrop the total amount of information is.

I ¼ 1
2
ðI0 þ I1Þ ¼ 1

2
ðHðaÞþHðtÞÞ ð11Þ

Considering the equal probability of sending 0j i and 1j i in the general system, that
is a = t, we can get.

dl ¼ �2a2 þ 7
4
aþ 1

4
ð12Þ

After simple mathematical calculation, we can get a.

a ¼ 7
16

þ 1
16

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
81� 128dl

p
ð13Þ

Under the condition dl � 0:63, the relationship between the information function
I and detection probability dl is as follows.

IðdlÞ ¼ Hð 7
16

þ 1
16

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
81� 128dl

p
Þ ð14Þ

Under the condition dl [ 0:63, eavesdropped information is too large to meet the
requirements of quantum secure communication, the situation can be ignored. In order
to realize the security detection analysis, TAPP is compared with OPP, MPP and EPP
protocol, Fig. 2 shows the relationship between the information function I and detec-
tion probability dl for OPP, MPP, EPP and TAPP protocol.

Comparing with OPP, MPP and EPP, we can see that if Eve eavesdrops the same
amount of information (I), he must face greater eavesdropping detection probability in
TAPP, this also shows that TAPP is more secure than OPP, MPP and EPP.

In order to get this advantage in TAPP, Alice needs to send 2cN=ð1� cÞ particles
more than OPP, cN=ð1� cÞ particles more than MPP, in other words, Bob gets better
security at the cost of sending more particles. If Eve wants to get all information (I ¼ 1)
of Alice, dl is 0.63 in TAPP, dl is 0.5 in OPP and MPP, dl is 0.58 in EPP, so detection
probability of TAPP is higher than that of OPP, MPP and EPP.

When the probability of control mode is c, the probability of message mode is
r ¼ 1� c. Assuming Bob sends the first particle in message mode, the probability of
successful eavesdropping is 1 − c; assuming Bob sends the first particle in control
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mode and the second particle in message mode, the probability of successful eaves-
dropping is c (1 − d) (1 − c). Similarly, the probability of successful eavesdropping by
Eve can be obtained in each case. If Eve is not detected, the probability of successful
eavesdropping is.

sðc; dÞ ¼ ð1� cÞþ cð1� dÞð1� cÞþ c2ð1� dÞ2ð1� cÞþ . . .
¼ ð1� cÞ=½1� cð1� dÞ� ð15Þ

After n successful eavesdropping, Eve can get 2nIðdÞ bits information, this prob-
ability is sn, the probability for successful eavesdropping I ¼ 2nIðdÞ bit information is.

sðI; c; dÞ ¼ sðc; dÞI=2IðdÞ ¼ ðð1� cÞ=ð1� cð1� dÞÞÞI=2IðdÞ ð16Þ

When c = 0.5 and IðdÞ ¼ Hð 7
16 þ 1

16

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
81� 128d

p Þ, we get eavesdropping success
probability s as a function of the information I. Figure 3 shows eavesdropping success
probability as a function of the maximal eavesdropped information I for different
detection probabilities d.

In Fig. 3, When I ! 1, s ! 0 is got, Eve only gets part of right information but
does not even know which part, so the TAPP protocol can be thought as asymptotically
secure. If desired, the security can arbitrarily be improved by increasing the control
parameter c at the cost of decreasing information transmission rate.

Fig. 2. The comparison of the three detection results
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5 Conclusions and Future Work

In this paper, a new quantum security direct communication protocol TAPP is proposed
based on Ping-pong protocol. Two bits classical information can be transmitted by the
Bell state and the three-particle asymmetric entangled state is used to realize quantum
secure direct communication. By calculating the relationship between the eavesdropped
information and detection probability, we find that the TAPP protocol is with higher
eavesdropping detection efficiency compared with the OPP, MPP and EPP. The
detection efficiency of TAPP can meet the security requirements of quantum direct
communication, but the improvement of detection efficiency is at the cost of decreasing
information transmission rate. This protocol is mainly theoretical research and not
considering noise and Dos attack, besides, the practical application needs considering
the quantum state storage, which needs to be researched in the future work.
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