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Abstract. In this paper, the physical layer secrecy performance of non-
orthogonal multiple access (NOMA) in a downlink cooperative network
is studied. This considered system consists of one source, multiple legit-
imate user pairs and presenting an eavesdropper. In each pair, the bet-
ter user forwards the information from the source to the worse user
by using the decode-and-forward (DF) scheme and assuming that the
eavesdropper attempts to extract the worse user’s message. We propose
the artificial noise - cooperative transmission scheme, namely ANCO-
TRAS, to improve the secrecy performance of this considered system.
In order to evaluate the effectiveness of this proposed scheme, the lower
bound and exact closed-form expressions of secrecy outage probability
are derived by using statistical characteristics of signal-to-noise ratio
(SNR) and signal-to-interference-plus-noise ratio (SINR). Moreover, we
investigate the secrecy performance of this considered system accord-
ing to key parameters, such as power allocation ratio, average transmit
power and number of user pair to verify our proposed scheme. Finally,
Monte- Carlo simulation results are provided to confirm the correctness
of the analytical results.

Keywords: Non-orthogonal multiple access · Cooperative network ·
Decode and forward · Artificial noise · Secrecy outage probability

1 Introduction

Nowadays, wireless devices, i.e., smartphones, smart control devices, and so on,
are indispensable things in human life. Due to the mobility and convenience of
wireless communication devices, the wireless system and devices are booming,
i.e., now toward the fifth generation network (5G). The multiple access tech-
niques applied in 4G and earlier generation networks belong to conventional
orthogonal multiple access (OMA) type, such as FDMA, TDMA, and CDMA.
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Due to the significantly growing number of users and wireless devices, the next
generation networks, i.e., 5G networks, are required to support the demand for
low latency, low-cost and diversified services at higher quality and data rate.
The conventional OMA techniques can not satisfy these demands anymore due
to the limited channel resource and the spectral efficiency loss. The most promi-
nent candidate that can meet these requirements 5G is the non-orthogonal multi-
ple access (NOMA) technique [1–5]. Due to the advantage of the power domain
to serve multiple users at the same time/frequency/code, the use of NOMA can
ensure a significant spectral efficiency. In addition, compared with conventional
OMA, NOMA offers better user fairness. The cooperative relaying technique can
improve the performance and extend the coverage of wireless networks [6,7]. Nat-
urally, this technique can be applied in NOMA networks and attracts a number
of researchers to focus on this topic [8–12]. The work [8] proposed a cooperative
NOMA transmission scheme that fully exploits prior information available in
NOMA systems, in which the users with better channel conditions decode the
messages of the others. Prior information is used as relays to improve the recep-
tion reliability for users with poor connections. The authors of [9] investigated
the NOMA cooperative relaying system and proposed the best relay selection
(BRS) scheme. The result has shown that the NOMA-based BRS obtains more
rate gain than the conventional BRS when a number of relays becomes large.
The works of [10,11] studied the NOMA cooperative relaying system with energy
harvesting. Another communication protocol for cooperative NOMA system was
proposed in [12]. The authors concluded that this proposed protocol can over-
come the problem of the direct link between the paired users unavailable due to
weak transmission conditions.

In the information age, security of information is the most essential issue to
ensure that confidential information cannot be used by illegitimate users. How-
ever, due to the broadcast nature of wireless communications, the information
transmission between transceivers can be eavesdropped by wiretappers which are
difficult to detect. Although there are a number of solutions to solve this problem,
such as RSA (Rivest Shamir Adleman) and DES (Data Encryption Standard),
most of them are applied at higher layers, i.e., application or network layers.
Moreover, the conditions at such higher layers assume that the link between
the transmitter and receiver (physical layer) is error-free and that eavesdroppers
have restricted computational power and lack efficient algorithms [13]. In order
to enhance the security of wireless networks, the physical layer secrecy (PLS) is
proposed to achieve secure transmission by exploiting the dynamic characteris-
tics of the transmission channels [14–18]. This approach can be applied to NOMA
relaying networks to improve the secrecy ability of NOMA communication net-
works. However, the employment of successive interference cancellation (SIC) in
NOMA technique makes the secrecy performance analysis of the physical layer
secrecy of NOMA different from that of conventional OMA technique. Recently,
there are a number of works focusing on the physical layer secrecy of NOMA
relaying being networks published [19–23]. The PLS of a downlink NOMA sys-
tem was investigated in [19], in which users’ quality of service (QoS) require-
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ments to perform NOMA and all channels are assumed to undergo Nakagami-m
fading. The results have shown that better secrecy performance of overall com-
munication process can be obtained when there is not much difference in the
level of priority between legitimate users. The work in [20] presented the secrecy
performance analysis of a two-user downlink NOMA system. The authors con-
sidered two schemes those are single-input and single-output and multiple-input
and single-output systems with different transmit antenna selection (TAS). The
exact and approximated closedform expressions of the secrecy outage perfor-
mance (SOP) for different TAS schemes were derived. The results have shown
that when increasing the transmit power, the SOP for the far user with fixed
power allocation scheme degraded as the transmit power beyond the threshold
and then reaches a floor as the interference from the near user increases. The
authors in [21] investigated the PLS of simple NOMA model of large-scale net-
works through the SOP. In this model, stochastic geometry approaches were
used to model the locations of NOMA users and eavesdroppers. In [22], the
artifical noise is generated at the base station that can improve the security of a
beamforming-aided multiple-antenna system. The secrecy beamforming scheme
for multiple-input single-output non-orthogonal multiple access (MISO-NOMA)
systems is proposed. In this proposed scheme, the artificial noise is used to pro-
tect the confidential information of two NOMA assisted legitimate users, such
that the system secrecy performance improved. The authors of [23] studied the
PLS for cooperative NOMA systems, in which the amplify-and-forward (AF) and
decode-and-forward (DF) protocols are considered. They concluded that AF and
DF schemes almost achieve the same secrecy performance and this secrecy per-
formance is independent of the channel conditions between the relay and the
poor user.

Unlike the above works, in this work, we consider the PLS of a downlink
NOMA cooperative relay communication system combining with artifical noise.
In other words, we study the PLS performance of the NOMA system in which
the base station (BS) simultaneously transmits information to user pairs based
on power-domain, and then users with better channel conditions (better user)
relay information to the worse user assuming that the eavesdropper only tries to
listen to the worse users information. In order to ensure the PLS performance,
artificial noise is used in BS to confuse the eavesdropper. Given the considered
networks, our work provides the following contributions:

1. The artificial noise with cooperative transmission scheme, namely ANCO-
TRAS, is proposed.

2. The lower bound and exact closed-form expressions of secrecy outage prob-
ability for each user and overall system are derived.

3. By means of secrecy outage probability expressions, we carry out evaluating
the PLS performance.

4. The behavior of the considered system is assessed with respect to different
key parameters, such as power allocation ratio, average transmit power and
number of user pair.
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Fig. 1. System model for secured cooperative NOMA

The rest of this paper is organized as follows. The system model is presented
in Sect. 2. Secrecy performance of the considered system is analyzed in Sect. 3.
The numerical results are shown in Sect. 4. Finally, Sect. 5 draws the conclusion
of our paper

2 Network and Channel Models

A cooperative communication system for downlink NOMA is considered as the
Fig. 1. One source S, i.e., base station, intends to transmit information to M
mobile users denoted as Di, (i = 1 ≤ m < n ≤ M) in the presence of an
eavesdropper E. In this considered system, we can divided M users into multiple
pairs, such as {Dm,Dn} ,m < n, to perform NOMA [8] and these two paired
users help to forward information signals to each other. It means that the mth

user and the nth user are paired to perform cooperative NOMA. The better user
Dm forward the information of the worse user Dn after use applying successive
interference cancellation (SIC) to detect the Dm’s signal.

The two-phase ANCOTRAS protocol of this considered system is proposed
as follows

– In the first phase: S transmits information signal x =
√

amsm +
√

ansn with
power PS to user pair {Dm,Dn} in the time of αT (0 < α < 1, T is block
time), where sm and sn are the message for the mth user Dm and the nth

user Dn, respectively; am and an are the power allocation coefficients that
satisfy the conditions: 0 < am < an and am + an = 1 by following the NOMA
scheme.

– In the second phase: Applying NOMA, Dm uses SIC to detect message sn and
subtracts this component from the received signal to obtain its own message
sm, then decodes and forwards sn to Dn in the time of (1 − αT ). By this
time, the S cooperates with Dm to broadcast an artificial noise to confuse
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the eavesdropper. Finally, Dn combines two received signals, i.e., the direct
signal from the S and the relaying signal from Dm, to decode its own message
by using selection combining (SC) technique.

Meanwhile, the eavesdropper tries to extract the poor user’s message sn from
the links S − Dn and Dm − Dn.

Without loss of generality, assume that all the channel gains between S and
users follow the order of |hSD1 |2 ≤ |hSD2 |2 ≤ ... ≤ |hSDm

|2 ≤ |hSDn
|2 ≤ ... ≤

|hSDM
|2 are decoded as the ordered channel gains of the mth user and the nth

user. Denote that |hmn|2 is the channel gains of the links between the mth user
and the nth user; |hSE |2 and |hDmE |2 are channel gains of the links of S −E and
Dm − E, respectively. We assume that all the nodes are single-antenna devices
and operate in a half-duplex mode. All wireless links are assumed to undergo
independent frequency non-selective Rayleigh block fading and additive white
Gaussian noise (AWGN) with zero mean and the same variance σ2. We denote
dSDm

, dSDn
, dmn, dSE , dDmE as the Euclidean distances of S−Dm, S−Dn,Dm−

Dn, S − E,Dm − E, respectively and θ denote the path-loss exponent.

2.1 The First Phase

In this phase, the source S broadcasts information to the users. The received
signals at Dm and at Dn are

ySDm
=

√
PS

dθ
SDm

(
√

amsm +
√

ansn)hSDm
+ nSDm

, (1)

ySDn
=

√
PS

dθ
SDn

(
√

amsm +
√

ansn)hSDn
+ nSDn

, (2)

respectively, where nSDm
and nSDn

are the AWGN with zero mean and variance
σ2.

Let X1 � |hSDm
|2, Y1 � |hSDn

|2,X2 � |hmn|2, Z1 � |hSE |2, and Z2 �
|hDmE |2. The instantaneous SINR at the nth user to detect sn transmitted from
S can be given by

γSDn
=

anγ̄|hSDn
|2

amγ̄|hSDn
|2 + dθ

SDn

=
b2Y1

b1Y1 + 1
, (3)

where γ̄ = PS

σ2 is denoted as the average transmit SNR of S − Dn link, b1 =
amγ̄
dθ

SDn

, b2 = anγ̄
dθ

SDn

.

Similarly, the instantaneous SINR at the mth user to detect sn transmitted
from S can be written as

γsn

SDm
=

amγ̄|hSDm
|2

anγ̄|hSDm
|2 + dθ

SDm

=
b4X1

b3X1 + 1
, (4)

where b3 = amγ̄
dθ

SDm

, b4 = anγ̄
dθ

SDm

.
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At the same time, the received signal at E is given as follows

ySE =

√
PS

dθ
SE

(
√

amsm +
√

ansn)hSE + nSE , (5)

where nSE is the AWGN with zero mean and variance σ2
E . Due to assuming that

the eavesdropper only tries to detect sn, therefore the instantaneous SINR at E
is given by

γSE =
anγ̄E |hSE |2

amγ̄E |hSE |2 + dθ
SE

=
b6Z1

b5Z1 + 1
, (6)

where b5 = amγ̄E

dθ
SE

, b6 = anγ̄E

dθ
SE

.

2.2 The Second Phase

In this phase, Dm uses the power PDm to forward sn to Dn and S simultane-
ously uses the power PS to broadcast an AN to users and eavesdrooper. The
instantaneous SINR at Dn in the second phase is as follows

γmn = U1 =
c1X2

c3Y1 + 1
, (7)

where c1 = γ̄Dm

dθ
mn

, c3 = γ̄
dθ

SDn

, γ̄Dm
= PDm

σ2 .
Similarly, the instantaneous SINR at E in this phase is given by

γDmE = U2 =
c2Z2

c4Z1 + 1
, (8)

where c2 = γ̄DmE

dθ
DmE

, c4 = γ̄E

dθ
SE

, γ̄DmE = PDm

σ2
E

.

Considering i.i.d. Rayleigh channels, the channel gains |hSDm|2, |hSDn|2,
|hSE |2 and |hmn|2 follow exponential distributions with parameters λSDm, λSDn,
λSE and λmn, respectively. In order statistics, the probability density func-
tion (PDF) and the cumulative distribution function (CDF) of U , where U ∈
{X1, Y1}, are respectively given by [24]

fU (x) =
M !

(M − i)!(i − 1)!
1

λSDi

i−1∑
k=0

Ci−1
k (−1)ke

−x(M−i+k+1)
λSDi (9)

FU (x) =
M !

(M − i)!(i − 1)!

i−1∑
k=0

Ci−1
k (−1)k 1

M − i + k + 1

[
1 − e

−x(M−i+k+1)
λSDi

]
(10)

where i ∈ {m,n}.
The PDF and CDF of V , where V ∈ (X2, Z1, Z2) are respectively expressed

as

fV (x) =
1
λ

e− x
λ (11)
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FV (x) = 1 − e− x
λ (12)

where λ ∈ {λmn, λSE , λDmE}.
For further calculation, we derive CDFs and PDFs of γsn

SDm
, γSDn

, γSE ,
γmn, γDmE . From above results, we calculate the CDF of γSDn as follows

Fγsn
SDm

(x) = Pr

(
b4X1

b3X1 + 1
< x

)
(a)
= FX1

(
x

b4 − b3x

)

=
M !

(M − m)!(m − 1)!

m−1∑
k=0

Cm−1
k (−1)k

× 1
M − m + k + 1

[
1 − e

−(M−m+k+1)x
λSDm

]
, (13)

FγSDn
(x) = Pr

(
b2Y1

b1Y1 + 1
< x

)
(b)
= FY1

(
x

b2 − b1x

)

=
M !

(M − n)!(n − 1)!

n−1∑
k=0

Cn−1
k (−1)k

× 1
M − n + k + 1

[
1 − e

−(M−n+k+1)x
λSDn

]
. (14)

Note that step (a) and (b) are obtained by assuming the following condition
holds x < b2

b1
, x < b4

b3
, respectively.

Similarly, we respectively derive the CDF and PDF of γSE as follows

FγSE
(x) = Pr

(
b6Z1

b5Z1 + 1
< x

)
(c)
= FZ1

(
x

b6 − b5x

)

= 1 − e
− x

λSE(b6−b5x) , (15)

fγSE
(x) =

b6
λSE(b6 − b5x)2

e
− x

λSE(b6−b5x) . (16)

Note that step (c) is obtained by assuming the following condition holds x < b6
b5

.
The CDF of the γmn is calculated as follows

Fγmn(x) = Pr

(
c1X2

c3Y1 + 1
< x

)

=

∫ ∞

0

FX2

(
x(c3y + 1)

c1

)
fY1(y)dy

= 1 − M !

(M − n)!(n − 1)!

1

λSDn

n−1∑
k=0

Cn−1
k (−1)k

∫ ∞

0

e
− x(c3y+1)

c1λmn
− y(M−n+k+1)

λSDn dy

= 1 − M !

(M − n)!(n − 1)!

n−1∑
k=0

Cn−1
k (−1)k

× c1λmn

c3λSDnx + c1λmn(M − n + k + 1)
e

− x
c1λmn . (17)
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Similarly the CDF of the γDmE is given by

FγDmE
(x) = Pr

(
c2Z2

c4Z1 + 1
< x

)

=
∫ ∞

0

FZ2

(
x(c4y + 1)

c2

)
fZ1(y)dy

= 1 − 1
λSE

∫ ∞

0

e
− x(c4y+1)

c2λDmE
− y

λSE dy

= 1 − c2λDmE

c4λSEx + c2λDmE
e
− x

c2λDmE . (18)

The PDF of the γDmE is expressed as follows

fγDmE
(x) =

(
c2c4λDmEλSE

(c4λSEx + c2λDmE)2
+

1
(c4λSEx + c2λDmE)

)
e
− x

c2λDmE . (19)

3 Secrecy Performance Analysis

In this section, secrecy performance is analized in terms of secrecy outage prob-
ability. Secrecy outage probability (SOP) is an important performance metric
that is usually used to characterize the secrecy performance of a wireless com-
munication system. Here, we analyze the secrecy performance in terms of SOP
at S and at Dm with assuming that E tries to extract the message of Dn.

3.1 Preliminaries

The instantaneous capacities of legitimate channel and eavesdropper channel can
be respectively defined by

CM = B log(1 + γM ), (20)
CN = B log(1 + γN ), (21)

where B is bandwith (Hertz), γM ∈ {γSDm
, γSDn

, γmn}, γN ∈ {γSE , γDmE}.
The instantaneous secrecy capacity for S −Dm, S −Dn and DmDn are given

by

CS1 =
[
Cγsn

SDm
− CγSE

]+

=

⎧⎨
⎩α log2

(
1 + γsn

SDm

1 + γSE

)
, γsn

SDm
> γSE

0, γsn

SDm
≤ γSE

, (22)

CS2 =
[
CγSDn

− CγSE

]+
=

⎧⎨
⎩α log2

(
1 + γSDn

1 + γSE

)
, γSDn

> γSE

0, γSDn
≤ γSE

, (23)
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CS3 =
[
Cγmn

− CγDmE

]+
=

⎧⎨
⎩(1 − α) log2

(
1 + γmn

1 + γDmE

)
, γmn > γDmE

0, γmn ≤ γDmE

(24)

respectively. Here, for simplicity we assume B = 1Hz.
SOP is defined as the probability that the instantaneous secrecy capacity

falls below a predetermined secrecy rate threshold RS > 0, given by SOP =
Pr(CS < RS). Notice that, in this considered system we only consider the case
of the eavesdropper attempting to hear the message of Dn at S and at Dm. In
the next subsection, we present the calculation the SOPs at S and at Dm.

3.2 Secrecy Outage Probability at S

The secrecy outage probability at S of S −Dn link (SOP1) can be calculated as
follows

SOP1 = Pr(CS1 < RS) = Pr

(
1 + γSDn

1 + γSE
< 2RS/α

)

= 1 − Pr

(
γSE <

1 + γSDn
− 2RS/α

2RS/α

)
. (25)

Because Eq. (25) is intractable to obtain the closed-form expression, here we only
obtain the lower bound of SOP1.

From the Eq. (3), we have γSDn
< an

am
, therefore the lower bound of SOP1 is

calculated as follows

SOP1 > SOP1lower
= 1 − CDFγSE

(1 + an

am

2RS/α
− 1

)

= e
− β

λSE(b6−b5β) , (26)

where β =
1+ an

am

2RS/α − 1.
Similarly, for SOP at S of S − Dm link (SOP2 = Pr(CS2 < RS)), the lower

bound SOP2lower
is the same as SOP1lower

:

SOP2 > SOP2lower
= e

− β
λSE(b6−b5β) . (27)

3.3 Secrecy Outage Probability at Dm

In this scenario, the secrecy outage event occurs when Dm cannot detect sn

or Dm can detect sn but the secrecy capacity is below the secrecy threshold.
Therefore, the secrecy outage probability at the Dm is calculated as follows

SOP3 = Pr(γsn

SDm
< γt) + Pr(γsn

SDm
> γt, CS3 < RS)

= Pr
(

b4X1

b3X1 + 1
< γt

)

+
[
1 − Pr

(
b4X1

b3X1 + 1
< γt

)]
Pr

(
1 + γmn

1 + γDmE
< 2

RS
1−α

)
. (28)
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Proposition 1. Under Rayleigh fading, the SOP of the link Dm − Dn with AN
is given by

SOP3 = Φ1 + (1 − Φ1)(1 − M !
(M − n)!(n − 1)!

n−1∑
k=0

Cn−1
k (−1)k(Φ2 + Φ3)), (29)

where

Φ1 =

⎧
⎪⎨

⎪⎩

M !
(M−m)!(m−1)!

m−1∑

k=0
(−1)kCm−1

k
1

M−m+k+1

[

1− e
− γt(M−m+k+1)

(b4−b3γt)λSDm

]

, γt < an
am

,

1, γt > an
am

,

Φ2 = c1c2c4λDmEλSEλmne
− 2

RS
(1−α) −1
c1λmn

[
ce

dμ
c Γ (0, dμ

c
)

(ad − bc)2
− ce

bμ
a Γ (0, bμ

a
)

(ad − bc)2
+

μe
bμ
a Γ (−1, bμ

a
)

a(ad − bc)2

]

,

Φ3 = c1λmne− 2Rs−1
c1λmn

[
1

ad − bc
e

b
a μΓ (0,

b

a
μ) − 1

ad − bc
e

d
c μΓ (0,

d

c
μ)

]
.

Denoted that, a = c4λSE , b = c2λDmE , c = c3λSDn2RS/(1−α), d = c3λSDn

(2RS/(1−α) − 1) + c1λmn(M − n + k + 1), μ = 2RS/(1−α)

c1λmn
+ 1

c2λDmE
.

Proof. See AppendixA.

4 Numerical Results and Discussion

In this section, we investigate the physical layer secrecy performance of ANCO-
TRAS protocol for this considered cooperative NOMA system by numerical
results. Monte-Carlo simulation results are also provides to verify our analytical
results. In this simulation, it is assumed that the power allocation coefficients of
NOMA are am = 0.3, an = 0.7. The targeted data rates for the selected NOMA
user pair are assumed to be Rs = 0.5 bit per channel use.

4.1 Secrecy Outage Probability at S

Figures 2 and 3 describe the result of SOP of the system at S. These figures
show then when we crease dSE ,γ̄ then PLS at the S decreases. This mean that
the PLS capability of this model increases. Besides, in the two results, when we
increase γ̄E , the SOP at S of the system also increases.
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Fig. 2. The SOP at the Base Station versus γE with the change of dSE and dSDm = 1,
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Fig. 3. The SOP at the Base Station versus γ̄E with the change of γ̄ and dSDm =
1, dSDn = 2, α = 0.3, M = 4, m = 2, n = 3

4.2 Secrecy Outage Probability at Dm

Figure 4, shows the results of the SOP at Dm versus ¯γDm. In this simulation
result, we can see that when the ¯γDm increases, the SOP at Dm decreases,
meaning that the physical layers security performance increases. This simulation
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Fig. 4. The SOP at the Base Station versus ¯γDm with the change of ¯γDmE and dSDm =
1, dSDn = 2, α = 0.3, M = 4, m = 2, n = 3

result also shows SOP at Dm increases when we increase ¯γDmE . That is when
the system’s physical layers security performance will decrease if the average
SNR of the signal from Dm to E increases. The SOP at Dm simulation result
when changing AN power transmit from S to Dn is shown in Fig. 5. In this
figure, we investigated the SOP at Dm versus ¯γDm and γ̄. Similar to Fig. 4, the
simulation results show that when increasing ¯γDm, the SOP at Dm decreases. In
particular, when γ̄ increases, the SOP at Dm increases. This means that when
S transmitted AN to Dn, the signal received at Dn from Dm will be affected.

When changing γ̄E and ¯γDm, we have the simulation results as shown in
Fig. 6. In this figure, we can see that, when γ̄E increases, the SOP at Dm

decreases, meaning that the system’s physical layer security performance is
improved. The reason is that when the transmitted power of AN from S to
E increases, the ratio of the signal received from the Dm at E will decrease, so
the ability to decode the signal from Dn of E will decrease. Thus increasing the
physical layer security performance of the system. Figure 7 is the SOP at Dm

simulation result versus γ̄. Based on this result, we can once again confirm that
using AN will help to improve the system’s physical layer security performance.
Specifically, when γ̄E increases, the SOP at Dm decreases. However, this result
also shows that, when γ̄ increases, the SOP at Dm will increase.

The system has many users, Fig. 8 is the SOP at Dm simulation result when
there is a change in the number of users. Based on the simulation results, we see
that when the number of users increases, the SOP at Dm will decrease, meaning
that the system’s physical layer security performance increases.
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Fig. 5. The SOP at the Base Station versus ¯γDm with the change of γ̄ and dSDm =
1, dSDn = 2, α = 0.3, M = 4, m = 2, n = 3

0 5 10 15 20 25 30

Dm (dB)

10-3

10-2

10-1

100

S
O

P
 a

t D
m

Ana: SOP3, with E = 10 (dB)

Sim: SOP3, with E = 10 (dB)

Ana: SOP3, with E = 20 (dB)

Sim: SOP3, with E = 20 (dB)

Ana: SOP3, with E = 30 (dB)

Sim: SOP3, with E = 30 (dB)

Fig. 6. The SOP at the Base Station versus ¯γDm with the change of γ̄E and dSDm =
1, dSDn = 2, α = 0.3, M = 4, m = 2, n = 3



94 V.-L. Nguyen and D.-B. Ha

0 5 10 15 20 25 30

 (dB)

10-2

10-1

100

S
O

P
 a

t D
m

Ana: SOP3, with E = 10 (dB)

Sim: SOP3, with E = 10 (dB)

Ana: SOP3, with E = 20 (dB)

Sim: SOP3, with E = 20 (dB)

Ana: SOP3, with E = 30 (dB)

Sim: SOP3, with E = 30 (dB)

Fig. 7. The SOP at the Base Station versus γ̄ with the change of γ̄E and dSDm =
1, dSDn = 2, α = 0.3, M = 4, m = 2, n = 3

0 5 10 15 20 25 30

Dm (dB)

10-2

10-1

100

S
O

P
 a

t D
m

Ana: SOP3; M = 4

Sim: SOP3; M = 4

Ana: SOP3; M = 6

Sim: SOP3; M = 6

Ana: SOP3; M = 8

Sim: SOP3; M = 8

Fig. 8. The SOP at the Base Station versus ¯γDm with the change of M and dSDm =
1, dSDn = 2, α = 0.3, m = 2, n = 3



PLS Enhancement for NOMA Cooperative Network with AN 95

5 Conclusion

In this paper, the secrecy performance of (NOMA) in a downlink cooperative
network with simultaneous wireless information and artificial noise was exam-
ined. Specifically, we used a method to broadcast artificial noise from the base
station after signaling to prevent devices from eavesdropping on exchanged mes-
sages. In addition, new analytical expressions were derived in terms of the secrecy
outage probability to determine the system secrecy performance. Meanwhile, the
numerical results were presented to validate the analyses. Based on the analyses
and simulations, we can conclude that the security performance of the network
model proposed in this paper depends on the average transmit SNR: from (1)
base station to better user; worse users; eavesdropping device; (2) from good
users to bad users, eavesdropping devices and (3) number of users of the system.
Using artificial noise can improve the security performance of the system.

Appendix A

Here, we derive the expression of SOP at Dm in the case of with AN.

SOP3 = Pr

(
b4X1

b3X1 + 1
< γt

)

+

(

1− Pr

(
b4X1

b3X1 + 1
< γt

))

Pr

(
1 + γmn

1 + γDmE
< 2RS/(1−α)

)

= Φ1 + (1− Φ1)

∫ ∞

0
FU1 (2

RS/(1−α)(1 + y)− 1)fU2 (y)dy

= Φ1 + (1− Φ1)

[

1− M !

(M − n)!(n − 1)!

n−1∑

k=0

Cn−1
k (−1)k

×
∫ ∞

0

c1λmn

c3λSDn(2RS/(1−α)(1 + y)− 1) + c1λmn(M − n + k + 1)
e
− (2RS/(1−α)(1+y)−1)

c1λmn

×
(

c2c4λDmEλSE

(c4λSEy + c2λDmE)2
+

1

(c4λSEy + c2λDmE)

)

e
− y

c2λDmE dy

]

= Φ1 + (1− Φ1)(1− M !

(M − n)!(n − 1)!

n−1∑

k=0

Cn−1
k (−1)k(Φ2 + Φ3)), (30)

where γt is the threshold to detect sn and Φ1, Φ2, Φ3 are calculated as follows

Φ1 = FX1

(
γt

b4 − b3γt

)

=

⎧⎨
⎩

M !
(M−m)!(m−1)!

m−1∑
k=0

(−1)kCm−1
k

1
M−m+k+1

[
1 − e

− γt(M−m+k+1)
(b4−b3γt)λSDm

]
, γt < an

am

1, γt > an

am
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Φ2 =

∫ ∞
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∫ ∞
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Denoted that a = c4λSE , b = c2λDmE , c = c3λSDn2RS/(1−α), d = c3λSDn

(2RS/(1−α) − 1) + c1λmn(M − n + k + 1), μ = 2RS/(1−α)

c1λmn
+ 1

c2λDmE
, E1 =

c2

(ad−bc)2 , E2 = − ac
(ad−bc)2 , E3 = a

(ad−bc) , F1 = − c
ad−bc , F2 = a

ad−bc .
Substituting Φ1, Φ2, Φ3 into (30), we obtain the closed-form expression of

SOP for the link Dm − Dn in the case of using AN. This concludes the proof.
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