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Abstract. In this paper, the physical layer secrecy performance of non-
orthogonal multiple access (NOMA) in a downlink cooperative network
is studied. This considered system consists of one source, multiple legit-
imate user pairs and presenting an eavesdropper. In each pair, the bet-
ter user forwards the information from the source to the worse user
by using the decode-and-forward (DF) scheme and assuming that the
eavesdropper attempts to extract the worse user’s message. We propose
the artificial noise - cooperative transmission scheme, namely ANCO-
TRAS, to improve the secrecy performance of this considered system.
In order to evaluate the effectiveness of this proposed scheme, the lower
bound and exact closed-form expressions of secrecy outage probability
are derived by using statistical characteristics of signal-to-noise ratio
(SNR) and signal-to-interference-plus-noise ratio (SINR). Moreover, we
investigate the secrecy performance of this considered system accord-
ing to key parameters, such as power allocation ratio, average transmit
power and number of user pair to verify our proposed scheme. Finally,
Monte- Carlo simulation results are provided to confirm the correctness
of the analytical results.

Keywords: Non-orthogonal multiple access - Cooperative network -
Decode and forward - Artificial noise - Secrecy outage probability

1 Introduction

Nowadays, wireless devices, i.e., smartphones, smart control devices, and so on,
are indispensable things in human life. Due to the mobility and convenience of
wireless communication devices, the wireless system and devices are booming,
i.e., now toward the fifth generation network (5G). The multiple access tech-
niques applied in 4G and earlier generation networks belong to conventional
orthogonal multiple access (OMA) type, such as FDMA, TDMA, and CDMA.
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Due to the significantly growing number of users and wireless devices, the next
generation networks, i.e., 5G networks, are required to support the demand for
low latency, low-cost and diversified services at higher quality and data rate.
The conventional OMA techniques can not satisfy these demands anymore due
to the limited channel resource and the spectral efficiency loss. The most promi-
nent candidate that can meet these requirements 5G is the non-orthogonal multi-
ple access (NOMA) technique [1-5]. Due to the advantage of the power domain
to serve multiple users at the same time/frequency/code, the use of NOMA can
ensure a significant spectral efficiency. In addition, compared with conventional
OMA, NOMA offers better user fairness. The cooperative relaying technique can
improve the performance and extend the coverage of wireless networks [6,7]. Nat-
urally, this technique can be applied in NOMA networks and attracts a number
of researchers to focus on this topic [8-12]. The work [8] proposed a cooperative
NOMA transmission scheme that fully exploits prior information available in
NOMA systems, in which the users with better channel conditions decode the
messages of the others. Prior information is used as relays to improve the recep-
tion reliability for users with poor connections. The authors of [9] investigated
the NOMA cooperative relaying system and proposed the best relay selection
(BRS) scheme. The result has shown that the NOMA-based BRS obtains more
rate gain than the conventional BRS when a number of relays becomes large.
The works of [10,11] studied the NOMA cooperative relaying system with energy
harvesting. Another communication protocol for cooperative NOMA system was
proposed in [12]. The authors concluded that this proposed protocol can over-
come the problem of the direct link between the paired users unavailable due to
weak transmission conditions.

In the information age, security of information is the most essential issue to
ensure that confidential information cannot be used by illegitimate users. How-
ever, due to the broadcast nature of wireless communications, the information
transmission between transceivers can be eavesdropped by wiretappers which are
difficult to detect. Although there are a number of solutions to solve this problem,
such as RSA (Rivest Shamir Adleman) and DES (Data Encryption Standard),
most of them are applied at higher layers, i.e., application or network layers.
Moreover, the conditions at such higher layers assume that the link between
the transmitter and receiver (physical layer) is error-free and that eavesdroppers
have restricted computational power and lack efficient algorithms [13]. In order
to enhance the security of wireless networks, the physical layer secrecy (PLS) is
proposed to achieve secure transmission by exploiting the dynamic characteris-
tics of the transmission channels [14-18]. This approach can be applied to NOMA
relaying networks to improve the secrecy ability of NOMA communication net-
works. However, the employment of successive interference cancellation (SIC) in
NOMA technique makes the secrecy performance analysis of the physical layer
secrecy of NOMA different from that of conventional OMA technique. Recently,
there are a number of works focusing on the physical layer secrecy of NOMA
relaying being networks published [19-23]. The PLS of a downlink NOMA sys-
tem was investigated in [19], in which users’ quality of service (QoS) require-
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ments to perform NOMA and all channels are assumed to undergo Nakagami-m
fading. The results have shown that better secrecy performance of overall com-
munication process can be obtained when there is not much difference in the
level of priority between legitimate users. The work in [20] presented the secrecy
performance analysis of a two-user downlink NOMA system. The authors con-
sidered two schemes those are single-input and single-output and multiple-input
and single-output systems with different transmit antenna selection (TAS). The
exact and approximated closedform expressions of the secrecy outage perfor-
mance (SOP) for different TAS schemes were derived. The results have shown
that when increasing the transmit power, the SOP for the far user with fixed
power allocation scheme degraded as the transmit power beyond the threshold
and then reaches a floor as the interference from the near user increases. The
authors in [21] investigated the PLS of simple NOMA model of large-scale net-
works through the SOP. In this model, stochastic geometry approaches were
used to model the locations of NOMA users and eavesdroppers. In [22], the
artifical noise is generated at the base station that can improve the security of a
beamforming-aided multiple-antenna system. The secrecy beamforming scheme
for multiple-input single-output non-orthogonal multiple access (MISO-NOMA)
systems is proposed. In this proposed scheme, the artificial noise is used to pro-
tect the confidential information of two NOMA assisted legitimate users, such
that the system secrecy performance improved. The authors of [23] studied the
PLS for cooperative NOMA systems, in which the amplify-and-forward (AF) and
decode-and-forward (DF) protocols are considered. They concluded that AF and
DF schemes almost achieve the same secrecy performance and this secrecy per-
formance is independent of the channel conditions between the relay and the
poor user.

Unlike the above works, in this work, we consider the PLS of a downlink
NOMA cooperative relay communication system combining with artifical noise.
In other words, we study the PLS performance of the NOMA system in which
the base station (BS) simultaneously transmits information to user pairs based
on power-domain, and then users with better channel conditions (better user)
relay information to the worse user assuming that the eavesdropper only tries to
listen to the worse users information. In order to ensure the PLS performance,
artificial noise is used in BS to confuse the eavesdropper. Given the considered
networks, our work provides the following contributions:

1. The artificial noise with cooperative transmission scheme, namely ANCO-
TRAS, is proposed.

2. The lower bound and exact closed-form expressions of secrecy outage prob-
ability for each user and overall system are derived.

3. By means of secrecy outage probability expressions, we carry out evaluating
the PLS performance.

4. The behavior of the considered system is assessed with respect to different
key parameters, such as power allocation ratio, average transmit power and
number of user pair.
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Fig. 1. System model for secured cooperative NOMA

The rest of this paper is organized as follows. The system model is presented
in Sect. 2. Secrecy performance of the considered system is analyzed in Sect. 3.
The numerical results are shown in Sect. 4. Finally, Sect. 5 draws the conclusion
of our paper

2 Network and Channel Models

A cooperative communication system for downlink NOMA is considered as the
Fig. 1. One source S, i.e., base station, intends to transmit information to M
mobile users denoted as D;, (i = 1 < m < n < M) in the presence of an
eavesdropper E. In this considered system, we can divided M users into multiple
pairs, such as {D,,, D, },m < n, to perform NOMA [8] and these two paired
users help to forward information signals to each other. It means that the m**
user and the n*" user are paired to perform cooperative NOMA. The better user
D,,, forward the information of the worse user D,, after use applying successive
interference cancellation (SIC) to detect the D,,’s signal.

The two-phase ANCOTRAS protocol of this considered system is proposed
as follows

— In the first phase: S transmits information signal x = /a5, + /@, s, With
power Ps to user pair {D,,, D} in the time of o7 (0 < a < 1,T is block
time), where s,, and s,, are the message for the m‘" user D,,, and the n'"
user D,,, respectively; a,, and a,, are the power allocation coefficients that
satisfy the conditions: 0 < a.,, < a, and a,, + a, = 1 by following the NOMA
scheme.

— In the second phase: Applying NOMA, D,,, uses SIC to detect message s,, and
subtracts this component from the received signal to obtain its own message
Sm, then decodes and forwards s, to D,, in the time of (1 — aT'). By this
time, the S cooperates with D,, to broadcast an artificial noise to confuse
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the eavesdropper. Finally, D, combines two received signals, i.e.; the direct
signal from the S and the relaying signal from D,,, to decode its own message
by using selection combining (SC) technique.

Meanwhile, the eavesdropper tries to extract the poor user’s message s, from
the links S — D,, and D,,, — D,,.

Without loss of generality, assume that all the channel gains between S and
users follow the order of |hsp,|?> < |hsp,|* < ... < |hsp, |* < |hsp,|? < ... <
|hsp,,|* are decoded as the ordered channel gains of the m*" user and the n**
user. Denote that |h,,,|? is the channel gains of the links between the m!" user
and the n'" user; |hsg|? and |hpmp|? are channel gains of the links of S — E and
D,, — E, respectively. We assume that all the nodes are single-antenna devices
and operate in a half-duplex mode. All wireless links are assumed to undergo
independent frequency non-selective Rayleigh block fading and additive white
Gaussian noise (AWGN) with zero mean and the same variance o2. We denote
dsp,,,dsD, , dmn,dsE, dpmE as the Euclidean distances of S—D,,, S—D,,, Dy —
D,,S— FE,D,, — F, respectively and 6 denote the path-loss exponent.

2.1 The First Phase

In this phase, the source S broadcasts information to the users. The received
signals at D,,, and at D,, are

P
YSD,, = ﬁ(v AmSm + ansn)hSDm +nsp,,, (1)

Pg
Ysp, = 4| dT(\/amSm + /ansn)hsp, +nsp,, (2)
SDy,

respectively, where ngp, and ngp, are the AWGN with zero mean and variance
2
o°.
Let X1 £ |hsp, |2 Y1 £ |hsp, >, X2 & |hyn|?, Z1 2 |hsg|?, and Zy £
|hpme|?. The instantaneous SINR at the n'” user to detect s,, transmitted from
S can be given by

Ysp, = an7lhsp, [ SCLE (3)
" am;}/‘hSDn‘Z‘i’ngn Y +1°
where ¥ = %ﬁ is denoted as the average transmit SNR of S — D,, link, by =
LnY by = Lot
SDy SDp,

Similarly, the instantaneous SINR at the m** user to detect s,, transmitted
from S can be written as

N amAlhsp,, * _ ba Xy @)
SDm an'_y|hSDm ‘2 + d%Dm bs X, +1’
where by = ﬁ, by = d‘érj .
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At the same time, the received signal at F is given as follows

P
Ysg = \/E(\/@sm +Vansn)hseg + nse, (5)
SE

where ngg is the AWGN with zero mean and variance U%. Due to assuming that
the eavesdropper only tries to detect s,,, therefore the instantaneous SINR at F
is given by

an¥elhsel? _ by
am’_yE|hSE|2+d%E b5Z1‘|‘17

(6)

YSE =

where by = “gg“‘ ,bg = “d”gi.
SE SE

2.2 The Second Phase

In this phase, D,, uses the power Pp,, to forward s, to D, and S simultane-
ously uses the power Ps to broadcast an AN to users and eavesdrooper. The
instantaneous SINR at D,, in the second phase is as follows
01X2
= U = 7’ 7
Tmn 1 631/1 F1 ( )

YDy, =1 75, =Ffom
where ¢ = a0 €3 = dery > VD = 52 -

mn SDn
Similarly, the instantaneous SINR at E in this phase is given by

c2 2y
caZ1+1 ’

(8)

YpmE = Uz =

YDy E
A% mE
Considering i.i.d. Rayleigh channels, the channel gains |hspm|?,|hspnl?,

|hsg|? and |hy,,|? follow exponential distributions with parameters Aspim, Aspn,
Asg and A, respectively. In order statistics, the probability density func-
tion (PDF) and the cumulative distribution function (CDF) of U, where U €
{X1,Y1}, are respectively given by [24]

Pp,,
2
E

where ¢p = ;€4 = 3=, YD, E =
SE

i—1

M! 1 1  —E(M—ithtl)
= K 71 ~ .
fo(@) eI 1)!Asmk§:OC’“ (~1)Fe™ 5o 9)
M! ZFl i—1 k 1 —e(M_itktl)
e — 1— _ - _ XSDi
Fy(x) (M_z')!(z'—lﬁkzoc’“ SR gy e (10)

where i € {m,n}.
The PDF and CDF of V, where V' € (X3, Z1, Z3) are respectively expressed
as

e (11)
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Fy(z)=1—e% (12)

where A € {A\n, AsE, AbmE }-
For further calculation, we derive CDFs and PDFs of ’yg’bm,’}/s[)n,’ysE,
Ymn, VD, £- From above results, we calculate the CDF of ygp,, as follows

bs X1 () x
Fen =pr 2 Yy, (———
V5 (B) = Pr (b3X1 T1° x) X\ by — b
M R
- m—1(_]
(M—m)!(m—l)!zclc (=1)

1 1 —(AI;7n+k+1)w 13
X R — SDm
M-—m+k+1 [ ¢ } ’ (13)

b2Y;y (b) x
F —pp 220 O g (T
r50n (2) = P <b1Y1 F1° x) Vi \ by — b1z

M! = n—1
:(M—n)!(n—l)!kzook (=1)"

1 —(Al;n+k+1)z
X I — SDn
M-n+k+1 [ € }

(14)

Note that step (a) and (b) are obtained by assuming the following condition
holds z < g—f, T < g—;‘, respectively.
Similarly, we respectively derive the CDF and PDF of vsg as follows

be Z1 (¢) T
F _ pp 24 Op (T
s (@) = Pr <b521 +1 - x) %1\ be — baz

=1— ¢ MsB®et5a) (15)

bs

- e X E(bz—bsm). 1
Ase(bs — 551‘)26 ’ (16)

f'YSE (x)

Note that step (c) is obtained by assuming the following condition holds z < Z—g.
The CDF of the ~,,, is calculated as follows

E, . .(x)="Pr ( c1Xa < CC)

c3Y1 +1
° x(csy + 1
= [ (ML) )y
0 C1
n—1
M! 1 . X /°° _w(egytl)  y(M—n+tk41)
=1 C —1 e ‘1 mn XSDn d
(an)!(nq)usmkz:o e (DT Y

M! = n—1
1_(M—n)!(n—1)!;)0k (-1

C1Amn

x e3AsDnT + 1 Amn(M —n +k + 1)

e~ T (17)
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Similarly the CDF of the vp £ is given by

22
FrmeE(fE) =Pr <c421H < :C)

= /Ooo Fy, (W> [z, (y)dy

C2
1 o0 _z(eqytl) oy
=1- — e 2 pmr XsE dy
Ase Jo
CQ)\D E =z
=1— m e <2 DmE . (18)

C4ASET + C2ADmE

The PDF of the vp,, r is expressed as follows

ADmEA 1 e
P (@) = <( CoCAANDMEASE " ))e omp. (19)

CANSET + C2ApmE)?  (CaAsET + c2ADpmE

3 Secrecy Performance Analysis

In this section, secrecy performance is analized in terms of secrecy outage prob-
ability. Secrecy outage probability (SOP) is an important performance metric
that is usually used to characterize the secrecy performance of a wireless com-
munication system. Here, we analyze the secrecy performance in terms of SOP
at S and at D,, with assuming that F tries to extract the message of D,,.

3.1 Preliminaries

The instantaneous capacities of legitimate channel and eavesdropper channel can
be respectively defined by

Cr = Blog(1 +vu), (20)
Cy = Blog(1 +n), (21)

where B is bandwith (Hertz), yar € {Vsp,., YSDwsYmn}, YN € {VsE, YD, E}-
The instantaneous secrecy capacity for S — D,,, S—D,, and D,,D,, are given

by

+
Cs, = [Cvg%m - C’YSE}
1_|_ Sn
alog, ( 7SDm) Ye¢h, > VSE
= 1+vsE " ) (22)
0, Y$p,, < VSE
+
052 = [C’YSDH C’YSE]
1
alog, <+ 7SD") s VSD, > VSE

0, YSD, < VSE
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+
053 = [C’Ymn - C’YDmE]
1+ Ymn
1-—a)lo |, n >
_ ) (T—a)log, (1 b5 T PmE (24)
07 Ymn S YD, E

respectively. Here, for simplicity we assume B = 1 Hz.

SOP is defined as the probability that the instantaneous secrecy capacity
falls below a predetermined secrecy rate threshold Rg > 0, given by SOP =
Pr(Cs < Rg). Notice that, in this considered system we only consider the case
of the eavesdropper attempting to hear the message of D,, at S and at D,,. In
the next subsection, we present the calculation the SOPs at S and at D,,.

3.2 Secrecy Outage Probability at S

The secrecy outage probability at S of S — D,, link (SOP;) can be calculated as
follows

1
SOP, = Pr(Cs, < Rs) = Pr <+VSD _ QRS/Q>
1+7sE

1+7sp, — 2fs/e
2Rs/a :

=1—Pr <’YSE < (25)
Because Eq. (25) is intractable to obtain the closed-form expression, here we only
obtain the lower bound of SOP;.

From the Eq. (3), we have ysp, < 2=, therefore the lower bound of SOP; is
calculated as follows

14 g
SOP, > SOP,,.. —=1-CDF,,, ( e 1>

= ¢ EETeTD (26)

an

1440
where § = -z — 1.

Similarly, for SOP at S of S — D,, link (SOP, = Pr(Cs, < Rg)), the lower
bound SOP,,,,, . is the same as SOPy, .

B
SOP, > SOPQLower = e *se(6—050) (27)

3.3 Secrecy Outage Probability at D,,

In this scenario, the secrecy outage event occurs when D,, cannot detect s,
or D,, can detect s, but the secrecy capacity is below the secrecy threshold.
Therefore, the secrecy outage probability at the D,, is calculated as follows

SOP; = PI‘(’Y;"DW < ’715) + PI‘(’Y;"D"L > Vi, CSS < RS)
bi X1
= P —_—
! <b3X1 1S %>

b4X1 >:| < 1+’Ymn RS)
+|1-Pr{ — < Pr{ —m—M <27« ). 28
{ <b3X1 +1 S 14+vp,.E (28)
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Proposition 1. Under Rayleigh fading, the SOP of the link D,, — D,, with AN
is given by

M' n—1 .
SOP; = &y + (1 — &1)(1 — o 1)!;:0% =1k (®y + B3)), (29)

where
M mt k m—1 1 — At ) a
o) = { Tr=m)iGm=n 2 (F17C m[l—e (ba=bere) SD’"}»%<J”7
17 Yt > 57:;7
Rg du bu bu
209 1 [eee (0, %)  cea I'(0,%) pea I'(—1,%)
P2 = c1C2C4ADmEASEAmne  €1Amn Lt~ - & o,
(ad — bc)? (ad — bc)? a(ad — be)?
2Rs 1 b b 1 d d
D3 = c1 A ppe c1rmn eatI(0,—pu) — e<*I(0,—pw|.
3 1Amn ad — be ( ’a'u) ad — bc ( ’c'u)
Denoted that, a = c4Asg,b = A ApmE,c = 03)\5Dn233/(1*°‘),d = C3\sDn
oRg/(1—a) 1

(2Fs/0=2) — 1)t e X (M —n+k+1),u =

C1Amn C2oADmE

Proof. See Appendix A.

4 Numerical Results and Discussion

In this section, we investigate the physical layer secrecy performance of ANCO-
TRAS protocol for this considered cooperative NOMA system by numerical
results. Monte-Carlo simulation results are also provides to verify our analytical
results. In this simulation, it is assumed that the power allocation coefficients of
NOMA are a,, = 0.3,a, = 0.7. The targeted data rates for the selected NOMA
user pair are assumed to be R, = 0.5 bit per channel use.

4.1 Secrecy Outage Probability at S

Figures2 and 3 describe the result of SOP of the system at S. These figures
show then when we crease dgg,y then PLS at the S decreases. This mean that
the PLS capability of this model increases. Besides, in the two results, when we
increase vg, the SOP at S of the system also increases.
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4.2 Secrecy Outage Probability at D,,

20 25 30

with the change of ¥ and dspm =

Figure4, shows the results of the SOP at D,, versus yp,,. In this simulation
result, we can see that when the vp,, increases, the SOP at D,, decreases,
meaning that the physical layers security performance increases. This simulation
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result also shows SOP at D,, increases when we increase yp,,g. That is when
the system’s physical layers security performance will decrease if the average
SNR of the signal from D,, to E increases. The SOP at D,, simulation result
when changing AN power transmit from S to D, is shown in Fig.5. In this
figure, we investigated the SOP at D,, versus 7yp,, and 7. Similar to Fig. 4, the
simulation results show that when increasing vp5,,, the SOP at D,, decreases. In
particular, when 7 increases, the SOP at D,, increases. This means that when
S transmitted AN to D,,, the signal received at D,, from D,, will be affected.

When changing vg and vp,,, we have the simulation results as shown in
Fig.6. In this figure, we can see that, when g increases, the SOP at D,
decreases, meaning that the system’s physical layer security performance is
improved. The reason is that when the transmitted power of AN from S to
E increases, the ratio of the signal received from the D,, at E will decrease, so
the ability to decode the signal from D,, of E will decrease. Thus increasing the
physical layer security performance of the system. Figure7 is the SOP at D,,
simulation result versus 7. Based on this result, we can once again confirm that
using AN will help to improve the system’s physical layer security performance.
Specifically, when vy increases, the SOP at D,, decreases. However, this result
also shows that, when % increases, the SOP at D,, will increase.

The system has many users, Fig. 8 is the SOP at D,,, simulation result when
there is a change in the number of users. Based on the simulation results, we see
that when the number of users increases, the SOP at D,,, will decrease, meaning
that the system’s physical layer security performance increases.
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5 Conclusion

In this paper, the secrecy performance of (NOMA) in a downlink cooperative
network with simultaneous wireless information and artificial noise was exam-
ined. Specifically, we used a method to broadcast artificial noise from the base
station after signaling to prevent devices from eavesdropping on exchanged mes-
sages. In addition, new analytical expressions were derived in terms of the secrecy
outage probability to determine the system secrecy performance. Meanwhile, the
numerical results were presented to validate the analyses. Based on the analyses
and simulations, we can conclude that the security performance of the network
model proposed in this paper depends on the average transmit SNR: from (1)
base station to better user; worse users; eavesdropping device; (2) from good
users to bad users, eavesdropping devices and (3) number of users of the system.
Using artificial noise can improve the security performance of the system.

Appendix A

Here, we derive the expression of SOP at D,, in the case of with AN.

by X1 by X1 14 vYmn Re/(1—
S0P; =Pr| —— < 1-Pr( —— < Pr( — 0 < 9Rs/(1=a)
? r<b3X1+1 ’yt)Jr( r(b3X1+1 ’yt)) r(l + D, E

— o (-2 [ R @0 (1 y) - Do )y
0

M! = n—1 k
=&1+(1—91) 1—m§0k (-1)

1 hmm _eRs/07ayy) 1)

oo
« e c1Amn
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N ( C2C4ADmMEASE _ 1 )efmdy
(caAsEY + c2ADmE) (carspy + c2ADmE)
T T—L— S 30
1+ ( 1)( (M —n)(n — 1) Z 2 + P3)), (30)

where ~; is the threshold to detect s, and @1, P2, @3 are calculated as follows
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Denoted that a = gz, b = 2Apme, ¢ = c3Aspn25/09 d = c3hgpn
o Rg/(—a)
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Substituting @1, P2, P3 into (30), we obtain the closed-form expression of
SOP for the link D,, — D,, in the case of using AN. This concludes the proof.
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