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Abstract. In this paper, we propose three path selection methods for
cluster-based cognitive radio (CR) networks for secrecy enhancement
by formulating the probability of non-zero secrecy capacity (PNSC).
In the proposed work, it is assumed that uniform transmit power for
the secondary transmitters and jammers must be adjusted to guarantee
quality of service (QoS) of the primary network, follows a simple and
efficient power allocation strategy. To improve the channel capacity, the
best receiver is selected at each cluster to relay the source data to the
next hop. Additionally, a jammer is randomly chosen at each cluster to
generate noises on an eavesdropper, and to reduce the quality of the
eavesdropping links. Three methods are studied in this paper. First, we
propose the BEST path selection method (BEST) to maximize the end-
to-end instantaneous secrecy capacity. Second, the path obtaining the
MAXimum Value for the average end-to-end PNSC (MAXV) is selected
for data transmission. Third, we also propose a RAND method in which
a RANDom path is employed. For performance evaluation and compar-
ison, we derive exact closed-form expressions for the end-to-end PNSC
of the BEST, MAXV and RAND methods over Rayleigh fading chan-
nel. Monte Carlo simulations are then performed to verify the derived
theoretical results.

Keywords: Physical-layer security · Cognitive radio ·
Cluster networks · Path selection · Secrecy capacity

1 Introduction

Physical-layer security (PLS) [1,2] has recently emerged as an efficient method
to provide security for wireless sensor networks (WSNs) and Internet of Things
(IoT) networks. Under PLS context, secure communication can be obtained when
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channel capacity of a data link is higher than that of an eavesdropping link.
Therefore, diversity-based transmit/receive methods [3–5] and cooperative relay-
ing transmission [6–8] have been widely used to enhance secrecy performance,
in terms of average secrecy capacity (ASC), secrecy outage probability (SOP),
and probability of non-zero secrecy capacity (PNSC). Additionally, the methods
reported in [3–8] can be combined with cooperative jamming techniques reported
in [9,10], i.e., jammers can practically collude with authorized receivers so that
generated artificial noise can only interfere on the eavesdropper nodes.

Until now, there have been only several published works for performance
evaluation of multi-hop transmission in PLS [8,11–14]. In [11], authors proposed
a cluster-based secure communication with relay selection methods at each hop.
In addition, the eavesdropper in [11] can use maximal ratio combining (MRC)
to decode the data received over multiple hops. In [12], authors developed a sys-
tem model by combining a randomize-and-forward (RF) method and coopera-
tive jamming techniques. Particularly, the transmitters randomly generate code-
books when forwarding the source data, while the selected receivers and jammers
collaborate to remove interferences in the received signals. In [13,14], full-duplex
relaying methods for enhancing security over multi-hop relaying systems were
proposed and evaluated. Being different with [11–14], authors of [8] considered a
multi-hop amplify-and-forward (AF) relaying model in PLS, employing compress
sensing.

Recently, PLS in cognitive radio (CR) has gained much attention from
researchers. The authors of [15,16] proposed cooperative cognitive protocols
using cooperative jamming to enhance secrecy performance for secondary net-
works. In [17,18], radio frequency energy harvesting (RF-EH) based secure
communication protocols employing overlay and underlay spectrum sharing
approaches were investigated. Authors in [19] focused on designing a routing
protocol for cooperative jamming multi-hop multi-antenna secondary networks
in the presence of random eavesdroppers. In [20], a cooperative routing scheme
was proposed to enhance secrecy performance for multi-hop relaying secondary
networks. In [21], authors considered transmit antenna selection (TAS)/selection
combining (SC) and harvest-to-transmit based secure multi-hop transmission
over underlay CR environments in the presence of multi-antenna eavesdroppers,
and hardware imperfection.

To the best of our knowledge, PLS in cluster-based multi-hop multi-path
over underlay CR networks has not yet been studied. This has motivated us
to propose and evaluate secrecy performance of CR networks. This paper thus
focuses on end-to-end PNSC performance of secondary networks, where a sec-
ondary source communicates with a secondary destination using a multi-hop
multi-path relaying approach. For the underlay spectrum sharing, the secondary
transmitters including source and relays must adjust their transmit power to sat-
isfy QoS of the primary network. Under this power constraint, we propose the
best receiver selection at each cluster to improve data transmission reliability.
On the other hand, to lessen the severity of eavesdropping channels, a jammer
at each cluster is randomly selected to realize the effectiveness of the coopera-
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tive jamming process. The main contributions of this paper are summarized as
follows:

– We propose a simple power allocation strategy for the secondary transmitters
and jammers to satisfy the required primary QoS.

– We propose three efficient path selection methods, BEST, MAXV and RAND.
For the BEST method, the path with the highest end-to-end instantaneous
secrecy capacity is chosen for data transmission. For the MAXV method, the
system selects the path obtaining maximum value of the average end-to-end
PNSC. For the RAND method, a random path is used to transmit source
data to the destination.

– We derive exact closed-form expressions for the end-to-end PNSC of the
BEST, MAXV and RAND methods over Rayleigh fading channels, which
are then verified by Monte Carlo simulation.

The remainder of this paper is organized as follows. The system model of the
considered methods is described in Sect. 2. In Sect. 3, expressions for the end-to-
end PNSC of the BEST, MAXV and RAND methods are derived. Simulation
results are shown in Sect. 4 to verify the derived theoretical results. Finally,
Sect. 5 concludes the main findings and outlines possible future work.

2 System Model

Figure 1 presents the system model for the proposed underlay CR network, where
the primary network shares licensed bands to the secondary network. For the
primary network, the primary transmitter (PT) sends its data to the primary
receiver (PR). In the secondary network, the source S attempts to transmit its
data to the destination D using the multi-hop relaying approach, in the pres-
ence of the eavesdropper E, who illegally listens to the source data. Assuming
that there are M available disjoint paths that are established at the network
layer, and the source would select one path for the data transmission. On the
m-th path, there are Nm clusters between S and D, denoted by CLm,1, CLm,2,
..., CLm,Nm

, where m = 1, 2, ...,M and Nm ≥ 1. We also denote CLm,0 and
CLm,Nm+1 as the clusters including the source and the destination, respectively.
In addition, let us denote Lm,u as the number of nodes belonging to the clus-
ter CLm,u, and

{
Rm,u,1,Rm,u,2, ...,Rm,u,Lm,u

}
as the set of these nodes, where

u = 1, 2, ..., Nm. Considering the cluster CLm,Nm+1, except the destination, the
remaining cluster nodes are named as Rm,Nm+1,2, ...,Rm,Nm+1,Lm,Nm+1

, where
Lm,Nm+1 = LD (∀m). Figure 1 presents the system model for the proposed under-
lay CR network, where the primary network shares licensed bands to the sec-
ondary network. For the primary network, the primary transmitter (PT) sends
its data to the primary receiver (PR). In the secondary network, the source S
attempts to transmit its data to the destination D using the multi-hop relay-
ing approach, in the presence of the eavesdropper E, who illegally listens to
the source data. Assuming that there are M available disjoint paths that are
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established at the network layer, and the source would select one path for the
data transmission. On the m-th path, there are Nm clusters between S and D,
denoted by CLm,1, CLm,2, ..., CLm,Nm

, where m = 1, 2, ...,M and Nm ≥ 1.
We also denote CLm,0 and CLm,Nm+1 as the clusters including the source and
the destination, respectively. In addition, let us denote Lm,u as the number
of nodes belonging to the cluster CLm,u, and

{
Rm,u,1,Rm,u,2, ...,Rm,u,Lm,u

}

as the set of these nodes, where u = 1, 2, ..., Nm. Considering the cluster
CLm,Nm+1, except the destination, the remaining cluster nodes are named as
Rm,Nm+1,2, ...,Rm,Nm+1,Lm,Nm+1

, where Lm,Nm+1 = LD (∀m).

Fig. 1. System model of the proposed methods.

It is assumed that (i) all of the nodes are equipped with single antennas, and
operate on the half-duplex mode; (ii) all the channels are block slow Rayleigh
fading, which remains coherently constant over the length of a code word. Hence,
the channel gain γX,Y of the X → Y link is an exponential random variable
(RV), where (X,Y) ∈ {PT,PR,Rm,u,v,E}, m = 1, 2, ...,M, u = 0, 1, ..., Nm + 1,
v = 1, 2, ..., Lm,u, and Rm,0,v ≡ S, Rm,Nm+1,1 ≡ D (∀m, v). Then, the cumulative
distribution function (CDF) and probability density function (PDF) of γX,Y can
be expressed, respectively as

FγX,Y (z) = 1 − exp (−λX,Yz) , fγX,Y (z) = λX,Y exp (−λX,Yz) , (1)

where λX,Y = dβ
X,Y [22], dX,Y is the link distance between X and Y, and β is the

path-loss exponent. Since the nodes in the cluster CLm,u are closely spaced, we
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can assume the distances dX,Rm,u,v
are statistically unchanged, i.e., dX,Rm,u,v

=
dX,Rm,u,t

(∀v, t).

Fig. 2. Data transmission on the m-th path.

Assume that the m-th path is selected (see Fig. 2). Because of the half-duplex
constraint, the transmit data stream is split into Nm + 1 orthogonal time slots.
At the first time slot, the source sends the data to the best node belonging to
the cluster CLm,1, which is chosen to maximize the channel gain of the first hop
as [11]:

Tm,1 : arg max
v=1,2,...,Lm,1

(
γS,Rm,1,v

)
, (2)

where Tm,1 denotes the selected node.
Moreover, during the S → Tm,1 transmission, one of the remaining nodes of

the cluster CLm,1, named Jm,1, is randomly chosen to generate jamming noise
on the eavesdropper E. It is worth noting that Tm,1 can remove the interference
from Jm,1 via exchanging secure messages with Tm,1 [12]. Then, after decoding
the source data, Tm,1 re-encodes and forwards it to the next cluster in the second
time slot.

Generally, the best receiver at the u-th time slot, named Tm,u, is selected by

Tm,u : arg max
v=1,2,...,Lm,u

(
γTm,u−1,Rm,u,v

)
, (3)

where u = 1, 2, ..., Nm, and Tm,0 ≡ S.
Let us consider the last time slot, the transmitter Tm,Nm

transmits the source
data to the destination D, while the jammer Jm,Nm+1, a member of the cluster
CLm,Nm+1, is employed to realize the cooperative jamming operation. Because
the eavesdropper can overhear multiple hops, the transmitters Tm,u employ the
randomize-and-forward method [12] so that it cannot combine the received sig-
nals using MRC.

Considering the data transmission between PT and PR in the u-th time slot
of the m-th path, because of the co-channel interference caused by Tm,u−1 and
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Jm,u, the instantaneous signal-to-interference-plus-noise ratio (SINR) obtained
at PR can be formulated by

ψ
(m,u)
PT,PR =

PPTγPT,PR

PTm,u−1γTm,u−1,PR + PJm,u
γJm,u,PR + σ2

, (4)

where PX is the transmit power of X (X ∈ {PT,Tm,u−1, Jm,u}), and σ2 is a
variance of Additive White Gaussian Noise (AWGN). For brevity, we set σ2 = 1
at all of the receivers.

Next, since Tm,u can perfectly remove the interference generated by Jm,u,
the instantaneous SINR of the Tm,u−1 → Tm,u link is obtained as

ψTm,u−1,Tm,u
=

PTm,u−1γTm,u−1,Tm,u

PPTγPT,Tm,u
+ 1

. (5)

For the Tm,u−1 → E link, the instantaneous SINR is written by

ψTm,u−1,E =
PTm,u−1γTm,u−1,E

PPTγPT,E + PJm,u
γJm,u,E + 1

. (6)

From (4), (5) and (6), we can express the instantaneous channel capacity for
the primary link, the secondary data link and the secondary eavesdropping link
respectively as given in (7)–(9)

C
(m,u)
PT,PR =

1
Nm + 1

log2
(
1 + ψ

(m,u)
PT,PR

)
, (7)

CTm,u−1,Tm,u
=

1
Nm + 1

log2
(
1 + ψTm,u−1,Tm,u

)
, (8)

CTm,u−1,E =
1

Nm + 1
log2

(
1 + ψTm,u−1,E

)
, (9)

where the factor 1/ (1 + Nm) indicates that the data transmission of the sec-
ondary network is split into (1 + Nm) orthogonal time slots.

To guarantee QoS of the primary network at any time slot, we focus on the
lowest channel capacity of the PT → PR link, i.e.,

Cm,min
PT,PR = min

u=1,2,...,Nm+1

(
C

(m,u)
PT,PR

)
. (10)

Using (10), the outage probability (OP) of the primary network can be
defined by

OPm = Pr
(
Cm,min

PT,PR < RP

)
, (11)

where RP is a target rate of the primary network.
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Considering the secondary network, the secrecy capacity at the u-th time
slot is given as

SCm,u =
[
CTm,u−1,Tm,u

− CTm,u−1,E

]+
, (12)

where [x]+ = max (0, x) .
Due to the randomize-and-forward strategy, the end-to-end secrecy capacity

obtained on the m-th path is expressed as

SCe2e
m = min

u=1,2,...,Nm+1
(SCm,u) . (13)

Then, the end-to-end PNSC on the m-th path is defined by

PNSCm = Pr
(
SCe2e

m > 0
)
. (14)

3 Performance Evaluation

3.1 OP of Primary Network

In this sub-section, we calculate OP of the primary network when the m-th path
is selected. Combining (7), (10) and (11), we can write

OPm = 1 −
Nm+1∏

u=1

(
1 − Pr

(
ψ
(m,u)
PT,PR < ρ

))
, (15)

where ρ = 2((Nm+1)RP)−1. Substituting (4) into Pr
(
ψ
(m,u)
PT,PR < ρ

)
in (15), which

yields

Pr
(
ψ
(m,u)
PT,PR < ρ

)
=Pr

(
γPT,PR<

PTm,u−1ρ

PPT
γTm,u−1,PR+

PJm,u
ρ

PPT
γJm,u,PR+

ρ

PPT

)

=
∫ +∞

0

∫ +∞

0

[
FγPT,PR

(
PTm,u−1ρ

PPT
x + PJm,uρ

PPT
y + ρ

PPT

)

fγTm,u−1,PR (x) fγJm,u,PR (y)

]

dxdy. (16)

Substituting CDF and PDF given in (1) into (16), after some manipulation,
we can obtain

Pr
(
ψ
(m,u)
PT,PR < ρ

)
= 1− λTm,u−1,PRPPT

λTm,u−1,PRPPT + λPT,PRPTm,u−1ρ

× λJm,u,PRPPT

λJm,u,PRPPT + λPT,PRPJm,u
ρ

exp
(
−λPT,PRρ

PPT

)
. (17)

Substituting (17) into (15), we obtain the exact closed-form expression for
OPm as follows:

OPm = 1 − exp
(

− (Nm + 1) λPT,PRρ

PPT

)

×
Nm+1∏

u=1

(
λTm,u−1,PRPPT

λTm,u−1,PRPPT+λPT,PRPTm,u−1ρ

λJm,u,PRPPT

λJm,u,PRPPT+λPT,PRPJm,u
ρ

)
. (18)
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To guarantee the QoS of the primary network, the following condition should
be satisfied:

OPm ≤ εOP, (19)

where εOP is the target OP of the PT − PR link.

3.2 Power Allocation of Secondary Transmitters

This sub-section proposes a simple power allocation for the secondary transmit-
ter to satisfy the required primary QoS. Firstly, we assume that all nodes in
the cluster CLm,u have the same transmit power, i.e., PTm,u

= PJm,u
= Qm,u

for all m,u. Secondly, if the distance between Tm,u and PR is longer than that
between Tm,v and PR, Qm,u should be higher than Qm,v, and vice verse, where
(u, v) ∈ {0, 1, ..., Nm + 1} and u �= v. Therefore, the ratio between Qm,u and
Qm,v can be formulated as a function of the link distance as

Qm,u

Qm,v
=

dβ
Tm,u,PR

dβ
Tm,v,PR

=
λTm,u,PR

λTm,v,PR
⇔ Qm,u

λTm,u,PR
=

Qm,v

λTm,v,PR
= χ. (20)

From (20), substituting PTm,u
= PJm,u

= Qm,u = χλTm,u,PR into (18), we
arrive at

OPm = 1 −
(

PPT

PPT + λPT,PRχρ

)2(Nm+1)

exp
(

− (Nm + 1) λPT,PRρ

PPT

)
. (21)

Now, solving OPm = εOP, we can express χ as

χ =
PPT

λPT,PRρ

[(
(1 − εOP) exp

(
(Nm + 1) λPT,PRρ

PPT

))− 1
2(Nm+1)

− 1

]

. (22)

Because the transmit power Qm,u is not negative, we can provide an exact
closed-form formula of Qm,u as follows:

Qm,u =
λTm,u,PRPPT

λPT,PRρ

[(
(1−εOP) exp

(
(Nm+1) λPT,PRρ

PPT

))
− 1

2(Nm+1) − 1
]+

. (23)

3.3 End-to-End PNSC of m-th Path

For the m-th path, the end-to-end PNSC can be formulated as

PNSCm =
Nm+1∏

u=1

Pr
(

Qm,u−1γTm,u−1,Tm,u

PPTγPT,Tm,u
+ 1

>
Qm,u−1γTm,u−1,E

PPTγPT,E + Qm,uγJm,u,E + 1

)

=
Nm+1∏

u=1

Pr
(
ZD

u > ZE
u

)
, (24)
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where

ZD
u =

γTm,u−1,Tm,u

PPTγPT,Tm,u
+ 1

, ZE
u =

γTm,u−1,E

PPTγPT,E + Qm,uγJm,u,E + 1
. (25)

Furthermore, we can rewrite Pr
(
ZD

u > ZE
u

)
in (25) as

Pr
(
ZD

u > ZE
u

)
=

∫ +∞

0

(
1 − FZD

u
(x)

)
fZE

u
(x) dx. (26)

Next, we find the CDF FZD
u

(x) which can be formulated by

FZD
u

(x)=Pr
(
ZD

u < x
)
=

∫ +∞

0

FγTm,u−1,Tm,u
(PPTxy + x)fγPT,Tm,u

(y) dy. (27)

Since γTm,u−1,Tm,u
= max

v=1,2,...,Lm,u

(
γTm,u−1,Rm,u,v

)
, we can obtain the CDF

FγTm,u−1,Tm,u
(PPTxy + x) as

FγTm,u−1,Tm,u
(PPTxy + x) =

(
1 − exp

(−λTm,u−1,Tm,u
(PPTxy + x)

))Lm,u

=1+
Lm,u∑

v=1

(−)v
Cv

Lm,u
exp

(−vλTm,u−1,Tm,u
x
)
exp

(−vλTm,u−1,Tm,u
PPTxy

)
. (28)

It is noted that when u = Nm + 1, then Lm,Nm+1 = 1 and

FγTm,Nm
,Tm,Nm+1

(PPTxy + x) =

1 − exp
(−λTm,Nm ,Tm,Nm+1x

)
exp

(−λTm,Nm ,Tm,Nm+1PPTxy
)
. (29)

Substituting (28) and fγPT,Tm,u
(y) = λPT,Tm,u

exp
(−λPT,Tm,u

y
)

into (27),
after algebraic simplifications, we obtain

FZD
u

(x) = 1 +
Lm,u∑

v=1

(−)v
Cv

Lm,u
λPT,Tm,u

λPT,Tm,u
+ vλTm,u−1,Tm,u

PPTx
exp

(−vλTm,u−1,Tm,u
x
)

= 1 +
Lm,u∑

v=1

(−)v
Cv

Lm,u

ω0,u,v

ω0,u,v + x
exp

(−vλTm,u−1,Tm,u
x
)
, (30)

where

ω0,u,v =
λPT,Tm,u

vλTm,u−1,Tm,u
PPT

. (31)

Similarly, the CDF of ZE
u can be obtained as

FZE
u

(x) =
∫ +∞

0

[
FγTm,u−1,E (PPTxy + Qm,uxz + x)
fγPT,E (y) fγJm,u,E (z)

]
dydz

= 1 − λPT,E

λPT,E + λTm,u−1,EPPTx

λTm,u,E

λTm,u,E + λTm,u−1,EQm,ux
exp

(−λTm,u−1,Ex
)

= 1 − ω1,u

ω1,u + x

ω2,u

ω2,u + x
exp

(−λTm,u−1,Ex
)
, (32)
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where λJm,u,E = λTm,u,E, ω1,u = λPT,E
λTm,u−1,EPPT

and ω2,u = λTm,u,E

λTm,u−1,EQm,u
.

Assume that ω1,u �= ω2,u, the CDF FZE
u

(x) can be rewritten as

FZE
u

(x) = 1 − κu

ω1,u + x
exp

(−λTm,u−1,Ex
)

+
κu

ω2,u + x
exp

(−λTm,u−1,Ex
)
, (33)

where κu = ω1,uω2,u
ω2,u−ω1,u

. Then, the PDF fZE
u

(x) is obtained as

fZE
u

(x) =
κu

(ω1,u + x)2
exp

(−λTm,u−1,Ex
)

+
κuλTm,u−1,E

ω1,u + x
exp

(−λTm,u−1,Ex
)

− κu

(ω2,u + x)2
exp

(−λTm,u−1,Ex
) − κuλTm,u−1,E

ω2,u + x
exp

(−λTm,u−1,Ex
)
. (34)

Using (26), (30) and (34), we have

Pr
(
ZD

u > ZE
u

)
=

Lm,u∑

v=1

(−)v+1
Cv

Lm,u
ω0,u,vκu

× (I1,u,v − I2,u,v + I3,u,v − I4,u,v) , (35)

where ξu,v = vλTm,u−1,Tm,u
+ λTm,u−1,E, and

I1,u,v =
∫ +∞

0

1
(ω0,u,v + x) (ω1,u + x)2

exp (−ξu,vx) dx,

I2,u,v =
∫ +∞

0

1
(ω0,u,v + x) (ω2,u + x)2

exp (−ξu,vx) dx,

I3,u,v =
∫ +∞

0

λTm,u−1,E

(ω0,u,v + x) (ω1,u + x)
exp (−ξu,vx) dx,

I4,u,v =
∫ +∞

0

λTm,u−1,E

(ω0,u,v + x) (ω2,u + x)
exp (−ξu,vx) dx. (36)

Now, we can rewrite the integral I1,u,v as

I1,u,v =
1

(ω0,u,v − ω1,u)2

∫ +∞

0

1
ω0,u,v + x

exp (−ξu,vx)dx

− 1
(ω0,u,v − ω1,u)2

∫ +∞

0

1
ω1,u + x

exp (−ξu,vx)dx

+
1

ω0,u,v − ω1,u

∫ +∞

0

1
(ω1,u + x)2

exp (−ξu,vx) dx, (37)
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where ω0,u,v �= ω1,u. After algebraic simplifications, we obtain

I1,u,v =
1

(ω0,u,v − ω1,u)2
exp (ω0,u,vξu,v) E1 (ω0,u,vξu,v)

− 1
(ω0,u,v − ω1,u)2

exp (ω1,uξu,v)E1 (ω1,uξu,v)

+
1

ω0,u,v − ω1,u

(
1

ω1,u
− ξu,v exp (ω1,uξu,v) E1 (ω1,uξu,v)

)
, (38)

where E1 (.) is exponential integral [23]. Similarly, we have

I2,u,v =
1

(ω0,u,v − ω2,u)2
exp (ω0,u,vξu,v) E1 (ω0,u,vξu,v)

− 1
(ω0,u,v − ω2,u)2

exp (ω2,uξu,v)E1 (ω2,uξu,v)

+
1

ω0,u,v − ω2,u

(
1

ω2,u
− ξu,v exp (ω2,uξu,v) E1 (ω2,uξu,v)

)
. (39)

Next, the integrals I3,u,v and I4,u,v can be calculated, respectively as

I3,u,v =
λTm,u−1,E

ω1,u − ω0,u,v

× [exp (ω0,u,vξu,v) E1 (ω0,u,vξu,v) − exp (ω1,uξu,v) E1 (ω1,uξu,v)] , (40)

I4,u,v =
λTm,u−1,E

ω2,u − ω0,u,v

× [exp (ω0,u,vξu,v) E1 (ω0,u,vξu,v) − exp (ω2,uξu,v) E1 (ω2,uξu,v)] . (41)

Substituting (38)–(41) into (35), we obtain the exact closed-form expression
for Pr

(
ZD

u > ZE
u

)
, which is then substituted into (24) to obtain PNSCm.

3.4 Path-Selection Methods

For the BEST method, the best path is selected by the following strategy:

Path a : SCe2e
a = max

m=1,2,...,M

(
SCe2e

m

)
. (42)

From (42), the end-to-end PNSC of the BEST method is computed by

PNSCBEST = Pr
(
SCe2e

a > 0
)

= 1 −
M∏

m=1

(
1 − Pr

(
SCe2e

m > 0
))

= 1 −
M∏

m=1

(1 − PNSCm) . (43)
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Then, substituting the expression for derived in Subsect. 3.3 into (43), we
obtain an exact closed-form expression for the end-to-end PNSC using the BEST
method.

However, the implementation of the BEST method which requires the
instantane-ous channel state information (CSIs) of all of the links appears com-
plex. In practice, the statistical CSIs, i.e., average channel gain, can be readily
obtained. Therefore, we propose the MAXV method, where the path providing
the maximum average end-to-end PNSC is selected for the data transmission.
Mathematically, we thus can write

PNSCMAXV = max
m=1,2,...,M

(PNSCm) . (44)

Finally, if the instantaneous and statistical CSIs of the data and/or eaves-
dropping and/or interference links are unknown because of the complexity, delay
time constraint or the random presence of the eavesdropper, the random path
selection (RAND) will be an appropriate solution. In this method, the end-to-end
PNSC is ex-pressed by

PNSCRAND =
1
M

M∑

m=1

PNSCm. (45)

In (45), due to the random selection, the probability that the m-th path is
selected for the data transmission equals to 1/M for all values of m.

4 Simulation Results

In this section, we perform Monte Carlo simulations to verify the proposed the-
oretical results obtained in Sect. 3. For illustration purposes only, in all of the
simulations, the path loss exponent (β) is fixed by 3, the target rate of the pri-
mary network (RP) is set at 0.25, and the required QoS of the primary network
(εOP) is assumed to 0.05. We also assume that there are three available paths
between the source and the destination (M = 3), the number of clusters are 2,
3, 4 (N1 = 2, N2 = 3, N3 = 4), and the number of nodes in each cluster is set at
3 (Lm,u = 3, ∀u, v).

For the simulation environment, we consider a two-dimensional plane Oxy,
in which the secondary source S and the secondary destination D are placed at
(0,0) and (1,0), respectively. In addition, the cluster nodes Rm,u,v have the same
location at (u/ (Nm + 1) , 0), and the position of the eavesdropper E is (xE, yE),
where m = 1, 2, 3, u = 1, 2, ..., Nm. For the primary network, the primary trans-
mitter (PT) and the primary receiver (PR) have been located at (xPT, yPT) and
(xPR, yPR), respectively.

In Fig. 3, we present the transmit power of the secondary transmitters of the
first path (N1 = 2), including the source (S or T1,0), the selected receivers and
jammers (T1,1, T1,2, T1,3), as a function of the transmit power of PT (PPT). As
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Fig. 3. Transmit power of the secondary transmitters on the first path as a function
of PPT in dB when xPT = 0.5, yPT = 1, xPR = 0.6, and yPR = 0.6.
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Fig. 4. End-to-end PNSC as a function of PPT in dB when xPT = 0.5, yPT = 1,
xPR = 0.5, yPR = 0.75, xE = 0.5, and yE = −0.15.

we can see, the transmit power Q1,u (u = 0, 1, 2, 3) increases as PPT is increased.
Indeed, as given in (23), Q1,u is an increasing function of (PPT). Moreover, we
can see in Fig. 3 that the transmit power of the source (Q1,0) is highest because
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Fig. 5. End-to-end PNSC as a function of yE when PPT = 15 dB, xPT = 0.5, yPT = 1,
xPR = 0.5, yPR = 0.75, xE = 0.5, and xE = 0.5.

the distance between the source and the primary receiver in this simulation is
longest.

Figure 4 presents the end-to-end PNSC of the BEST, MAXV, RAND meth-
ods as a function of PPT in dB. As shown, the BEST protocol obtains the highest
performance, and the performance of the MAXV method is between that of the
BEST and the RAND methods. It is shown that the PNSC performance of the
proposed methods increases as PPT is increased. However, as PPT is high enough,
the value of the end-to-end PNSC converges to a constant that does not depend
on PPT. Finally, we can observe that the simulation results (Sim) exactly match
with the proposed theoretical results (Ana), which validates the correction of
our derivations.

In Fig. 5, we study impact of the positions of the eavesdropper on the end-
to-end PNSC. Particularly, we fix xE by 0.5, and change yE from −0.4 to 0.4.
It can be observed from Fig. 5 that the position of E significantly impacts the
end-to-end PNSC. It is due to the fact that the eavesdropper is close to the
transmitters, the PNSC performance is worse, and vice verse. As we can see in
Fig. 5, when yE = 0, the performance of the proposed methods is at its worst
because the eavesdropper is at the nearest to the secondary transmitters. Again,
consistent matching for the simulation and theoretical results has been achieved,
which verifies our proposed theoretical analyzes.
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5 Conclusion

In this paper, we have proposed and evaluated secrecy performance of three
path-selection methods over cluster-based underlay CR networks by comput-
ing their end-to-end PNSC. Our results have shown that the BEST method
attained the best performance, while that of the RAND method has appeared
to be the worst. However, the implementation of the RAND and MAXV meth-
ods has been much simpler than the BEST method, which thus has presented
trade-off between method complexity and secrecy performance. Moreover, the
position of the eavesdropper and the transmit power of the primary transmitter
significantly has impacted the end-to-end PNSC performance of the proposed
methods. Future work on analyzing the proposed methods under more advanced
fading environments will also be presented in a separate publication.
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