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Abstract. The geographical location of the IP device is crucial for
many network security applications, such as location-aware authentica-
tion, fraud prevention, and security-sensitive forensics. Since most data
mining-based methods are subject to the privacy protection policies, the
delay-based measurement methods have broader application prospects.
However, these methodologies are relying on heavyweight traffic on net-
works and high deployment costs. Besides, the worst case errors in esti-
mation made by delay-based measurement methods render them inef-
fective. In this paper, we propose an accurate IP geolocation approach
called GeoCET. This methodology only requires a small number of one-
way delays (OWDs) to locate the targets, combining with elliptical tra-
jectory constraints and maximum log-likelihood estimation technique.
We introduce polynomial regression to fit the delay-distance model and
enhance the accuracy of the localization. To evaluate GeoCET, we lever-
age real-world data which come from China, India, Western United
States, and Central Europe. Experimental results demonstrate that Geo-
CET performs better for all existing measurement-based IP geolocation
methodologies.

Keywords: Network security - IP geolocation -
Delay-based measurement - Constraint-based elliptical trajectories

1 Introduction

Knowing the geographical location of Internet devices have an extensive range
of applications, examples include delivery of local news and advertising, Internet
anti-fraud (e.g., fraud signup, collision attack, brushing and spamming), credit
card fraud detection, load balancing, resource allocation [9,10]. Particularly for
law enforcement agencies, it is necessary to determine the location information
very accurately as quickly as possible in order to satisfy all the requirements for
an attacker’s forensic strategy [24].
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Our goal is to develop a high precision lightweight geolocation approach to
locate active IP addresses on the Internet efficiently. Additionally, IP geoloca-
tion means determining the real-world location of an Internet-connected device.
However, what makes this work challenging is that there is no one-to-one map-
ping between IP addresses and geographic locations. The dynamic assignment
of IP addresses makes IP geolocation more difficult. On the other hand, because
the propagation characteristics of the Internet are sharply influenced by fac-
tors such as the circuitous route, network congestion and queueing delay, it is
more challenging to locate Internet devices. Besides, most Internet devices do
not have the ability to self-positioning (e.g., Global Positioning System (GPS) or
other location techniques [3]), other mobile devices may choose to hide location
information due to privacy protection.

In the last years, the IP geolocation methods are based on static sources
of information, such as registries and databases (e.g., [1,2]). However, with the
adoption of IPv6, such databases become more difficult to update and maintain,
the accuracy of these databases is in general not excellent. Some studies show
that errors in the order of several thousand kilometers are possible [23].

For this reason, the device to be localized is mainly through network delay
measurements (e.g., [8,27]). These methods for geolocation primarily measure
end-to-end latency from a set of nodes with known locations of nodes to be
geolocated using active probes (e.g., by using the Internet Control Message Pro-
tocol (ICMP), Ping or traceroute). Then, delays are converted into distances
according to a previously defined delay-distance model, which assume that there
is an existent correlation between network latency and geographical distance.
(e.g., linear relationships include: bestline, 3¢ [22], ¢ [16] or 3¢ [15]; non-linear
relationships include probability distributions and hybrid strategies [5,6,25].)
Finally, the coordinates of the target are inferred using geometrical techniques,
such as [14,21,26] and [28]. Nevertheless, these methods do not achieve good
accuracy, as inferences and approximations characterize the geolocation process,
their accuracy is strongly dependent on the location of the landmark nodes to the
target nodes. Therefore, these methods require a large number of available land-
mark nodes, relying on heavyweight traceroute-like or Ping-like probe packets
on networks.

This paper proposes a novel accurate approach to IP geolocation—GeoCET.
The GeoCET methodology considers two categories of nodes in the network:
Targets, i.e., nodes with unknown geographic location that we aim to geolocate
and respond to probes; Analyszs, i.e., nodes with known geographic location
and the ability to send probe packets and receive response packets and per-
form localization operators. Then, we partition these nodes to “Observers” and
“Landmarks”. In prior literature, “Observers” sometimes referred to as “Vantage
points”, similar to Landmarks with probe capability.

The main contributions of this paper are summarized as follows.

— Presenting GeoCET, a novel approach for IP geolocation, which only relies
on lightweight network load and reduces the number of feasible geographic
coordinates to infer geographic location using elliptical trajectory constraints
and maximum log-likelihood estimation technique.
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— Constructing spoofed packets using the landmark’s IP addresses to measure
a target node, the one-way delay (OWD) links formed naturally can improve
the localization accuracy. The flexibility and scalability of our scheme can
effectively reduce the deployment of network resources.

— Evaluating GeoCET through detailed experiments on the real-world network,
with nodes based in China, India, Western United States, and Central Europe.
The evaluation involves analyzing the algorithm’s accuracy and processing
time, and other factors that affect the efficacy of GeoCET’s results.

The rest of the paper is organized as follows. Section 2 presents the most
relevant work in the field. Section 3 describes the delay-distance model and the
detail of GeoCET algorithm. An empirical evaluation of GeoCET and a security
discussion are presented in Sects. 4 and 5 respectively. Finally, Sect. 6 concludes
the paper, and future work is outlined.

2 Related Work

In this section, we review related work which is closer in spirit to our proposed
geolocation approach.

The constraint-based-geolocation (CBG) [14] used the limit of “bestline” to
compensate for the detour and bloat of routes on the Internet. However, since
it is difficult to predict whether a route from a monitor node to a target node is
detoured, CBG is usually useful only when the target node is close to the monitor
node. Another geolocation system that used information about intermediate
routers is Topology-based Geolocation (TBG) [16].

Li et al. [19] developed a simple IP address mapping scheme GeoGet, a large
number of web servers are used as passive landmarks, and the target maps to the
geographic location of the landmark with the shortest delay. In order to control
the measurement overhead, a multi-step detection method is used to optimize
the geographical location of the target. The Octant [26] framework used a variety
of information to locate the target node. It divides all information into positive
and negative constraints to narrow the prediction area and improve localization
accuracy. A positive constraint refers to an area where the target node may be
located, and a negative constraint refers to a node cannot be located. It does not
locate the position of the target node at a specific coordinate but represents its
possible position as a surface determined by a Bézier curve. Since the network
delay does not conform to the ideal delay transmission model, Octant introduces
a “height” dimension to represent the access delay of the last hop.

The Spotter [18] algorithm is based on a detailed statistical analysis of the
relationship between network delay and geographic distance and uses a proba-
bilistic method to derive a general delay distance model, which can be achieved
by the parameter estimation. In the case of multiple nodes, the delay distri-
bution represents the joint probability of the independent normal distribution,
and the parameter estimation method of the normal distribution is relatively
simple. Compared to the same kind of active measurement method (relying on
a large amount of network load), Posit [11] only requires a small amount of Ping
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measurement, combined with computational useful statistical embedding tech-
nology to locate the target node. Consequently, the computational complexity
of the Spotter and Posit is small. Hillmann et al. [15] presented a new approach
for optimizing the Landmark position for active measurements—Dragoon. For
a reasonable Landmark selection is crucial for highly accurate localization ser-
vices, the goal is to find landmarks close to the target in terms of infrastructure
and hop count. Besides, they introduced an improved approach to adaptability
and more accurate modeling of the geolocation process. Whereas, the number of
samples and representativeness are important factors affecting the accuracy of
estimation.

CPV [4] has been proposed as a delay-based mechanism that verifies clients’
geographic locations, and they introduced a new OWD-estimation algorithm
and evaluated its practicability by the probability distribution of one’s absolute
error. Compared with the round-trip halving, the one-way delay is more accurate
in many scenarios.

GeoCET differs from the approaches as mentioned above, because it uses
a lightweight network load to achieve higher accuracy and is easy to deploy
and implement. Computational complexity also has significant advantages over
similar measurement-based IP geolocation methodologies. We will describe in
detail in the next section.

3 GeoCET Geolocation Methodology

This section presents some definitions about this paper, application scenario,
and the detail of the GeoCET algorithm.

3.1 Notations and Definitions

We present the relevant concepts and the formalized description of the problem.

Measurement Delay (z): refers to the round-trip delay directly measured
between nodes or the time interval between the request package and response
package, which mainly refers to the propagation delay [17] between nodes, ignor-
ing the transmission delay and processing delay. e.g., the interval between the
request SYN packet and the response ACK packet of the TCP protocol, the
packet sending of UDP protocol on higher port and the delay of the response
packet.

In this paper, we use one-way delay (OWD) as the measurement delay. Let
R be the number of value collected, and let x; = {z;1,%;2,...,xi r} be the set
of one-way delay between node ¢ and the target.

Steady-State Delay (&): we assume that there is a steady state of delay
between network nodes, i.e., when the expansion of delay caused by network
load and processing time of intermediate nodes is excluded, the propagation
delay between any two nodes is a specific value. Given that the network is a
dynamic system, the delay between nodes is also dynamic, so the minimum
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value in multiple measurements is chosen to be the steady-state delay between
the two nodes. Let us define #; = min (x;), then &; is used for computing the
steady-state delay between node ¢ and the target.

Problem. In this paper, we ask the following question: is it possible to design
an algorithm to achieve a high-precision IP geolocation algorithm with a fine-
grained city block scale? In addition to being accurate and fast response time,
such algorithms should also be scalable to networks of different application sce-
narios, and flexible in its use of computing resources.

For theoretical analysis purposes, we consider the following scenario. There
are analysis nodes set A to measure target nodes set 7 (7 = {t1,t2,...,t1}),
A=VUL. whereV (V = {i1,42,...,im }) is a subset of analysis nodes as observers
to send probe packets, and £ (£ = {j1, jo, .-, jn}) is a subset of analysis nodes
as landmarks receive response packets of target nodes. Analysis nodes set L are
used as landmarks and their distribution is over a small scale area (e.g., within
50km), it satisfies the normal distribution. The network topology connectivity of
analysis nodes set A can be approximated as the cyberspace with a 2-dimensional
Euclidean model.

Ciavarrini et al. [7] derive the Cramér-Rao low bound (CRLB) of IP geolo-
cation with delay-distance model. They proved that the distance between the
landmarks related to the geolocation and the target should not be too large.
Consequently, we limit the geolocation scenario to a range of 50 km.

The GeoCET algorithm will estimate the geographic location of each target
node using only these steady-state delay measurement vectors from a set of
analysis nodes.

3.2 Delay-Distance Model

According to the steady-state delay between the analysis nodes, combined with
the geographical location of the known nodes, it can be drawn that the conversion
relationship between the distances and delays of the analysis nodes. We define
r = [r1,ro, ...,rN]T the vector of measured distances between target and the
analysis nodes, and d = [dy, ds, ...,dN}T the vector of real distances between
target and the analysis nodes. Ranging information can be modeled as in Eq. (1):

r=d+9 (1)

with & = [d1, 02, ..., §N]T is the vector of errors associated to the ranging phase,
when é is not a zero vector.

There is often a certain degree of error in the end-to-end direct measurement
delay or the estimated relative delay. The conversion function calculated based on
the steady-state delay between the analysis node and the neighbor nodes (which
can be regarded as neighbor nodes between the analysis nodes) can eliminate
some errors, so we use the steady-state delay to locate the target IP address.

When the observer is far away from the target IP, the delay is easily affected
by factors such as network load and routing policies, and the delay measurement



608 F. Du et al.

value is prone to be too large, which makes it difficult to obtain accurate distance
constraints based on the bestline method. It makes the distance of the cyberspace
violate the triangular inequality of the Euclidean space in the measurable region.

Additionally, the factors affecting delay accuracy also include node jitter, coor-
dinate drift, non-shortest route, malicious attacks, and link delays and so on.

Therefore, we limit the distance between the observer, the target IP and
the analysis nodes on a relatively small scale to minimize the impact of the
delay error. In theory, the principle is satisfied: (1) in the measurable region,
the distance in the cyberspace must conform to the triangular inequality of the
European space; (2) the propagation delay occupies a large proportion in the
steady-state delay, so that the conversion relationship between the steady-state
delay and the distance can be obtained by the least squares method.

Considering the non-linear relationship of the delay distance, we use a poly-
nomial regression model [20] to solve the delay-distance conversion relationship.
Suppose the conversion relationship is polynomial (2):

fo (&) = p1&" + po" " 4 pid™ T 4 L 1 +e (2)

where n is the degree of polynomials, Z is the steady-state delay, p; is the con-
version coefficient, and f, () is the distance calculated from the delay. Since
the regression function is linear in terms of the unknown coefficients pq, p2, ....
Therefore, for least squares analysis, the computational and inferential prob-
lems of polynomial regression can be completely addressed using the techniques
of multiple regression.

Conveniently, the polynomial regression model (2) can be expressed in matrix
form in terms of a design matrix X, a distance vector f,, a coefficient vector p, and
a vector € of random errors. Which when using matrix notation is written as:

—

fo=Xp+¢€ (3)
The vector of estimated polynomial regression coefficients is
= ~lgr 7
= (XTX) XTf, (4)

Since X is a Vandermonde matrix, the invertibility condition is guaranteed to
hold if all the #; values are distinct. This is ordinary least squares estimation
(OLSE) solution [13].

3.3 Position Estimation Using Elliptical Trajectory Constraints

In contrast to delay-based and statistical-based methods, our algorithm’s expec-
tation is to locate the target IP address in a relatively small region (e.g., block in
the city). Unlike machine learning-based methods (e.g., [12,26]), there is no need
to explicitly define population and geographic data as input to the algorithm.
We only consider the known locations of analysis nodes (as viewed landmarks
and observers) in the infrastructure contained in the geographically constrained
region C, where we expect to exploit regional information with high Internet
resource density.
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Therefore, given the set of possible coordinates (lat, Ing) in the region C
found by constraint-based geolocation, which embeds into the cyberspace with
a 2-dimensional Euclidean model by the elliptical trajectory.

We define the set of Internet resource nodes (described in Sect. 4), aim to use
the observer node i, the landmark nodes set £ to geolocate the target node t.
The main process of the GeoCET algorithm is as follows.

(1) Clock synchronization is performed on the analysis nodes involved in the
location target node t.

(2) We perform end-to-end mutual measurement on nodes in node ¢ and set L,
measure the steady-state delay in the current network situation, and calcu-
late the delay-distance conversion relationship f:, (in Eq. (3)) and polyno-
mial regression coefficient vector ;’ (in Eq. (4)).

(3) The node i spoofs one’s IP address with node j (j = 1,2, ...,n) to send probe
packets to the target node t, the target node t responds to the response
packet to the corresponding IP node j, respectively. The link sequence of
the packet is: node ¢+ — node ¢ — node j, computing its one-way steady
state delay ;4 ;, i.e., £;+ + Tt ;.

We combine the delays Z; ; of nodes 7 and j to analyze whether Z;; ; is
greater than %; ;, if ;¢ + &¢; # &:,, i.e., the delay distance violates the
triangular inequality of Euclidean space, ignoring the measured value of the
link.

(4) In contrast to previous work, we do not adopt the intersection area of N
circles as the candidate area of the target node, but exploit the elliptical
trajectory intersection area, which takes the nodes i and j as the focus,
and the distance sum after the delay conversion is constant, as shown in
Equation (5) and Fig. 1.

Gu =) Bij {(F:, F)) ,|FT| + |TF;| = 2a, (2a > |F,F}|)} (5)

j=1

where @ is a constant, Fj; ; is an ellipse with F; and Fj as the focus, the
trajectory of the moving point T'(x,y) is the possible position of the target,
(it is the intersection of multiple elliptical trajectories, The center of the
region ;. is taken as the target node geolocation, denoted as ¢; ;. Other
variables are as follows.

Fi = (_070)7Fj = (C?O)vT: (Z‘,y)

|FiFj| = 2c = [, (#:;)

|FiT| =/ (x+¢)* +y2 = fo (£is)
ITFj| = \/(z — ¢)* +y2 = [, (&)

20= /(@ + 0 32+ V(2 = O 442 =y (dn)

The intersection points of the elliptical trajectories that have been mod-
eled between the target node and analysis nodes using the probe packet
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paths is shown in Fig. 2, in the case (c¢), due to the symmetry caused by the
collinearity of the analysis nodes in the geometric space, the localization of
the target node is determined to be false positive. When elliptical trajecto-
ries intersect straight lines, there is a false positive position in case (d) but
not in the case (b). Therefore, it is necessary to avoid the phenomenon of
multi-node collinearity as much as possible.

(5) By traversing multiple observer nodes ¢ in set V, we will get a set of candi-
date regions (2 of the target node ¢, 2, = {l14,024,...,0a.}, |$2¢| = d, then,
use the statistical algorithm to find the location of the target node t, ft,
by maximizing the log-likelihood given measurements ¢, ; from the analysis
nodes and to target node.

d

0 = argmax h; ({) = arg maleogP (0i ] @;) (6)
L e85 Ly €2y i=1

where P (¢; |@;) is the posterior probability,

. P (@illit) P (€i)
P (Ui |w;) = 7 ’ (7)
> P (@ilti ;) P (4 j)
The &; is the coordinate (lat;, Ing;) of the observer node i, then P (¢; ;)
indicates the prior possibility of a candidate region. The set of of analysis
nodes that lie in the constrain region, C.

An example of the scenario using GeoCET methodology can be found in
Fig. 1. Considering that only four analysis nodes are needed to build an inter-
section region using the one-way delay, the computational complexity of our
proposed algorithm is very low, and the traffic generated by the measurement is
negligible.

Fig. 1. (Left) - Example: probe node is P, analysis nodes are A, B, C, and the target
node is 7. (Center) - The P spoofing A’s IP address measures T, delay pr +delayp, =
20 (delay p + delayy 4 > delayp ), B is a constant, and the candidate trajectory of T
is an ellipse with P and A as the focus. (Right) - P spoofs one’s IP address through
A, B and C to measure the target T separately. The intersection of the three elliptical
trajectories is the position area of T.
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Fig. 2. Different cases of intersection: (a) One intersection point of multiple elliptical
trajectories. (b) One intersection point of multiple elliptical trajectories and a straight
line. (¢) Two intersection points of multiple elliptical trajectories. (d) Two intersection
points of elliptical trajectory and multiple lines.

3.4 GeoCET Geolocation Algorithm Summary

The complete GeoCET geolocation methodology is presented in Algorithm 1.
The nodes in the set A (A =V U L) are required to be an approximately uniform
distribution with known geographic location, the networks are connected to each
other, and the space constructed by the steady-state delay & conforms to the
2-dimensional Euclidean space.

To prevent overfitting and multiple feasible solutions, we carefully select the
analysis nodes that participate in building the polynomial regression model. In
practice, we construct a steady-state delay matrix M through multiple measure-
ments in batches, minimizing the effects of cumulative errors.

Usually, m < n, we need fewer observers than landmarks. In the best case,
where m is 1, and n is merely 3. This GeoCET algorithm achieves high precision
with fewer probe packets, and the traffic on these networks is negligible.

In order to make the algorithm have a satisfactory convergence speed, the
errors or outliers should be eliminated from the set V and L.

GeoCET comprises two high-level capabilities (in Fig. 3): Delay-distance gen-
eration takes a geographic region that a target IP address belongs to as input,
and generates a parameter vector of polynomial regression (PR) model for local-
ization. Candidate landmark localization takes the target IP address and PR
model as input and generates the target IP positions in the specified geographic
region as output.

4 FEvaluation

To validate and evaluate our GeoCET geolocation methodology, we exploit four
datasets. In this section, we compare GeoCET with prior work and analyze
relevant experimental results.
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Algorithm 1. GeoCET Geolocation Algorithm

Input:

The set of Observers, V = {i1,i2,...,im}, |V| = m.
The set of Landmarks, £ = {j1,72, .-, jn}, |L] = n.
The set of Targets, T = {t1,t2,...,t1}, |T| =1.

Output:

The geographical location of each target IP in the set 7.

1: for each ¢ € [1,m] and j € [1,n] do

2:  initialize a steady-state delay &;,; between node ¢ and node j;

3:  build a steady-state delay matrix M = (Zi;),,, '

4:  determine the delay-distance conversion polynomial regression function f,; and
the conversion coefficient vector 7 using Equation (3) and (4);

5: end for

6: for each ¢ € [1,1] do

7:  use Equation (5) to resolve the each ¢ intersection regions (2;;

8:  while (|| > 1) do

9:

and (7);
10:  end while
11 if (£2: # ¢) and (|£2¢| = 1) then

12: the element ¢, in (2, is the geographic location of node t;
13:  end if
14: end for

select the maximum log-likelihood estimation 0y from £ using Equation (6)

PR model

database

geolocation
model

parameters
—

Target IP
geolocation in
theregion

Delay-distance Generation

geographic
region

Select analyszs Cloc'k .

nodes synchronization
I
> Elliptical
Target IF trajectory I;;ir;ic‘l)n':;:k IP landmark
i g
constraint
Candidate Landmark Localization

Fig. 3. GeoCET Components.

>
T
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4.1 Experimental Data

We use a set of measurements collected from 361 analysis nodes with ground
truth location knowledge. These nodes include: 75 cloud server nodes for Alibaba
Cloud lease and their accurate locations are verified using codes written in
Python and accessed the Google Map API, and volunteers provide the accu-
rate location of 286 servers. Figure 4 shows the geographical distribution of the
analysis nodes.

(a) (b) (c) (d)

Fig. 4. Analysis nodes come from four different regions: (a) analysis nodes in China;
(b) analysis nodes in Mumbai; (c) analysis nodes in Silicon Valley and (d) analysis
nodes in Frankfurt.

In the area where the analysis nodes are being, we collected more than 40,000
active IP addresses based on the principle of crowdsourcing. These TP addresses
have fine-grained location information, i.e., latitude and longitude coordinates
in the WGS84 coordinate system. Table 1 shows the specific information of the
target nodes.

Table 1. Target nodes come from different regions of the world.

Different regions Target nodes (crowdsourcing)
Beijing, Tianjin, Hebei, Shanxi, China | 32,719
Mumbai, India 1,768
Silicon Valley, Western United States | 2,574
Frankfurt, Central Europe 3,693

Among these target nodes, IP addresses in China cover different scenarios
where the analysis nodes are dense or sparse; IP addresses in Mumbai are rel-
atively complex in network topology; IP addresses in Silicon Valley belong to
high-speed network connectivity; moreover, the geographical distribution of the
analysis nodes and target nodes in Frankfurt is approximately uniform.

4.2 Implementation

We implemented GeoCET algorithm in C and Python. The probing packets
are marked with the characteristic words as the fingerprint in the content field.
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Each packet contains the IP address of the target node (reflection device) and the
original packet transmission time, which is on the path from the observer to land-
mark nodes. Our implementation has six components (Fig.3). All experiments
described in this paper are run on analysis servers with Intel Xeon (Skylake)
Platinum 8163 at 2.5 GHz, 16 GB memory and 40 GB hard drives. Below, we
discussed the primary components of parallelizing GeoCET computing across
multiple servers.

(1) PR model. This component uses a vector of one-way delays (OWDs) to
solve the coefficient vector of the polynomial regression model, as polynomi-
als have broader representation capabilities in a global network. Compared
to the round-trip delays, One-way delays (OWDs) can mitigate the effect
of network instability, path asymmetry and so on. It uses TCP-based mea-
surements instead of Ping-based. The fundamental reasons are (1) routers
that block ICMP, and (2) firewall constraints the packets.

(2) Elliptical trajectory constraint. It uses the method of spoofing the peer IP
address and requires distributed collaboration for measurement. The geom-
etry of the elliptical trajectory is the optimal choice for this mechanism.

(3) IP landmark database. The database maintains an IP address correspond-
ing to the physical location information of the network entity, in addition
to the latitude and longitude coordinates of the GPS, and also includes a
semantic description of the geographic location. The network entity land-
mark database is dynamic.

4.3 Metrics

To measure the performance of GeoCET, we use two metrics: accuracy and
processing time. We discuss the false positive rate of GeoCET, which can be
used to determine GeoCET’s precision.

The accuracy of GeoCET is measured by its positioning error, the distance
between GeoCET’s position g (z;) and ground truth d. The value of root mean
square error (RMSE) is used to calculate the metric as follows:

m

RMSE (z,g) = % > (g () —ad)’

=1

For processing time, we quantify the processing speed of each component
in GeoCET, which can depend on various factors such as the adopted commu-
nication technologies. Since the processing time is a relative value, we define
the measured average of a set of data in the same network environment as the
evaluation metric.

1 =, ,
PT=x_ > (thpe +toer)
i=1
where t%, - is the measurement time of Delay-distance Generation component,
th oy is the computation time time of Candidate Landmark Localization compo-
nent, A is the adjustment factor of the network environment.
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4.4 An Example: Delay-Distance Model

In the delay-based measurement method, a large number of errors may result due
to the non-linear relationship between the network distance and the geographical
distance. For a more explicit expression, the scatter plot of the delay-distance
is shown in Fig.5, which only use the steady-state delay between the analysis
nodes in datasets.
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Fig. 5. Example: Scatter plot of delay and distance from four datasets.

We solve polynomial regression function f,; in Python environment, the spe-
cific index is shown in Table2. In general, the closer the R2-score coefficient
is to 1, the smaller the value of root mean square error (RMSE), the bet-
ter the fitting effect of the corresponding polynomial. As can be seen from
Table 2, we choose a polynomial fit of degree = 5. The conversion relation-
ship is: f, (&) = 9.67954503e+002° — 1.78578444e-012* + 1.22928376e-037 —
3.27890994¢e-0642 + 2.74087855¢-09% — 112.21036574.

In addition, in Fig.5, the delay-distance relationship corresponding to the
measurement dataset in Mumbai conforms to the normal distribution, and a
linear function can represent the delay-distance relationship corresponding to
the measurement dataset in Silicon Valley, and the measurement dataset in
Frankfurt corresponds to the delay-distance relationship can be described by
a second-order polynomial function, i.e., degree = 2.
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Table 2. Polynomial conversion relationship from measurement dataset in China.

degree | RMSE | R*-score
1 53.80 |0.12
2 40.22 0.51
3 39.98 |0.51
4 37.73 1 0.57
5 30.83 0.71
6 33.51 | 0.66
7 35.50 |0.62
8 35.21 |0.62

In some scenarios, polynomials do not well describe the relationship between
steady-state delay and geographic distance. The main reasons are: (1) In the
process of creating a steady-state delay matrix M, it accumulates more error.
(2) Polynomial regression does not always describe the relationship between
network delay and real geographic location. (3) Polynomial coefficient vector E’
has no solution or multiple feasible solutions.

4.5 Accuracy

The accuracy of the geolocation algorithm is central to GeoCET. Figure 6a shows
the value of RMSE in a scenario with ten analysis nodes and a set of target
nodes in China, this figure depicts the GeoCET’s accuracy (approximately 500—
1000m). “Peak” and “Valley” are caused by the non-uniform distribution of
analysis nodes and the dynamics of the network in China.

To further evaluate the accuracy of the GeoCET algorithm, we consider the
probability distribution of analysis nodes (Landmarks and Observers) in differ-
ent scenarios. In four different regions, we randomly divide the analysis nodes
and target nodes into five groups. In the same measurement environment, we
compared the GeoCET algorithm to Octant [26], Spotter [18], Posit [11] and
Dragoon [15]. We did not get the source codes of these related algorithms. For
the comparison of experiments, we implemented the core functions of the related
algorithms based on the description in the literature. Taking the mean value of
multiple measurements of five sets of data as input, Fig.7 shows the cumula-
tive probability distribution function (CDF) of errors of correlation comparison
algorithms.

We find that the GeoCET outperforms the other algorithms in these four
datasets. Regarding Dragoon, it is sensitive to the performance of the network,
and the performance difference is significant in different networks. The Posit
algorithm has a higher accuracy than Spotter and Octant, but still less accuracy
than the GeoCET algorithm. Table 3 shows the comparison results of the median
errors for these algorithms.



GeoCET: Accurate IP Geolocation

617

.
.
.
_*
TS
R
- . .
. 13 +
- .

T w o w @ s @ w2 w0

Number of analysis nodes

(b)

Fig. 6. (a) Accuracy: 3D representation in China and (b) Accuracy when varying the
number of analysis nodes.

10 ]I -
¥t
t &

Zos "’ :
a +
© I
8 1
O 06
2
&4
]
s
=]
IS 041y
> 1
£ 1 == GeoCET
= + —<& Dragoon
o . —— Posit

lf*‘ ) <% Spotter

Octant
00 £
5000 10000 15000 20000 25000

Error Distance (in m)

(a) CDF in China

Cumulative Probability

== GeoCET
—< Dragoon
—o— Posit
“%  Spotter
Octant

10000 12000 14000

6000
Error Distance (in m)

(c) CDF in Silicon Valley

8000

2000 4000

Cumulative Probability

Cumulative Probability

—— GeoCET

—< Dragoon

—e— Posit

- ¥ Spotter
Octant

20000 25000

15000
Error Distance (in m)

(b) CDF in Mumbai

10000

== GeoCET

—< Dragoon

—e— Posit

« % Spotter
Octant

8000 10000 12000

6000
Error Distance (in m)

(d) CDF in Frankfurt

2000 4000

Fig. 7. Cumulative probability distribution of localization error for different method-

ologies in

four datasets.



618 F. Du et al.

Table 3. The results of five algorithms in different measurement datasets.

Different datasets GeoCET | Dragoon | Posit Spotter | Octant

Data in China 870 m 5,436 m | 7,630 m| 10,136 m | 14,423 m
Data in Mumbai 1,029 m 9,130 m | 13,429 m | 14,011 m | 17,510 m
Data in Silicon Valley | 580 m |3,128 m | 4,685 m| 7,331 m| 8,347 m
Data in Frankfurt 620 m 2,536 m | 4,422 m| 5536 m| 7,949 m

4.6 Processing Time

To evaluate the bottlenecks and response time of the GeoCET algorithm, we
evaluate the processing time of the principal components. In general, in the
same geographical region, we compare the response times of different algorithms
to discover the bottlenecks of the algorithm and the implementation that can
optimize and improve.

Table 4 compares the processing time of two components on the same set of
data sets. The first component of the measurement time overhead on a large pro-
portion, factors affecting its performance include network access, routing policies,
network bandwidth and so on, these times become significant. The processing
time of the second component is stable and does not fluctuate much. Fast CPU
and parallelization can reduce this time. The results in Table5 show that our
GeoCET algorithm outperforms the other two algorithms in terms of positioning
response time.

Table 4. The processing time of GeoCET’s components in different measurement
datasets.

Different datasets Delay-distance generation | Candidate landmark localization
Data in China 329 ms 345 ms
Data in Mumbai 548 ms 350 ms
Data in Silicon Valley | 93 ms 300 ms
Data in Frankfurt 110 ms 329 ms

Table 5. The results of three algorithms in different measurement datasets.

Different datasets GeoCET | Dragoon | Posit
Data in China 659 ms 892 ms | 1,872 ms
Data in Mumbai 898 ms | 1,201 ms | 2,412 ms

Data in Silicon Valley | 343 ms 980 ms | 1,024 ms
Data in Frankfurt 510 ms 829 ms | 1,548 ms
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5 Discussion

As mentioned, It is clear that identifying the delay-distance model f:, and the
nature of noise € is essential, as they have a profound impact on localization
accuracy. According to the CRLB of a delay-distance model [7], their results
show that the localization accuracy and the number of landmarks involved can
be relevant, and their distance from the target cannot be too large. We used
OWDs to alleviate the circuitousness of paths in the delay-distance model, and
achieved the measurement work at the nearest city of the target nodes by leasing
server nodes.

However, the proposed GeoCET method is limited: (1) The polynomial
regression model and the elliptical trajectory constraints need to satisfy the
characteristics of the 2-dimensional European space, i.e., the geometric struc-
ture (in the local environment of measurement) of the triangle inequality cannot
be violated (TIV). (2) If the target node manipulates the response delay of the
probe packet, it will forge the real position and deceive the geolocation algorithm.
We have left this to future work.

We assumed that an IP geolocation method is to work on a global scale. It
makes sense to understand GeoCET’s coverage. Table 6 shows the coverage with
the GeoCET algorithm in different regions. Across these four cities, GeoCET
achieves more than 79.1% coverage.

Table 6. GeoCET’s coverage in measurement data from different regions of the world.

Regions Target IP nodes | GeoCET | Coverage
Beijing, Tianjin | 1,247 963 77.2%
Mumbai 768 540 70.3%
Silicon Valley 576 496 86.1%
Frankfurt 693 600 86.6%

In China, our GeoCET identified 963 out of 1,247 target IP nodes, most IP
nodes that cannot be located are due to (1) the delay measurement results violate
the triangle inequality, (2) the PR model cannot describe the local delay-distance
relationship, and (3) the negative constraint of the analysis node selection on the
measurement. In Mumbai, GeoCET finds 540 out of 768 IP addresses for a 70.3%
coverage. Of the ones that GeoCET missed, about 28 nodes did not respond to
the probe packets, and the remaining nodes had a longer delay and were excluded
as outliers. In Silicon Valley and Central Europe, the GeoCET can localize 86.1%
and 86.6% the target IP addresses respectively. In addition to some unresponsive
nodes, some of the target nodes are farther away from the analysis node than the
initial threshold. We then manually inspected the remaining uncovered target
nodes but not identified by GeoCET, tried and repeated multiple iterations in
different periods or reselected the analysis nodes, and it turns out that our
algorithm can solve more than 80% of the uncovering nodes.
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Finally, we evaluated GeoCET’s flexibility and scalability. The GeoCET is
flexible enough to support extended functionality or improve its scalability. The
GeoCET algorithm relies on fewer analysis nodes than other algorithms, which
uses the intersection of the elliptical trajectories, its constraint is stronger than
the triangulation method, and its stability is better on a real data set. For
scalability, GeoCET can be stretched to larger areas, and many of its components
can be parallelized. When the distribution of analysis nodes is sparse or the
number of nodes is small, the localization accuracy and stability of GeoCET are
better than similar algorithms. This phenomenon is also highlighted by Fig. 6b.

6 Conclusion

In this paper, we describe a novel accurate method for IP geolocation, namely,
GeoCET. Our methodology estimates geographic location using elliptical trajec-
tories intersection combined with maximum log-likelihood estimation technique.
We also use a polynomial regression to fit the delay-distance model. It mitigates
the effects of noisy distance estimation from measurements.

We assess the performance of GeoCET using four datasets of latency mea-
surements collected from hundreds of nodes on the Internet where they are dis-
tributed in different regions of the world such as the China, India, Western
United States, and Central Europe. Experimental results show that GeoCET
can identify the geographic location of target nodes with a median error of 500—
1000 m and 300-800 ms processing time. We compare it with implementations
of the current existing measurement-based IP geolocation methodologies on the
same datasets, and these results highlight the efficient performance of our app-
roach and lower deployment costs.

As our future work, we will investigate better probability distributions for
delay-distance data which can capture the behavior of noise in latency measure-
ments. Then, we plan to extend the testing scope of the GeoCET method to
cover more regions around the world to verify its scalability and stability.
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