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Abstract. In Internet-of-Things (IoT), IoT device management is a
challenge for device owners considering the huge amount of devices and
their heterogeneous quality of service (QoS) requirements. Recently, IoT
device management service (MS) providers are arising to serve device
owners. Device owners can now easily manage their devices by using loT
device MSs. It is critical to select suitable MSs from numerous candi-
dates for devices. An optimal service selection must maximize the num-
ber of MS managed devices and minimize the total cost while ensuring
the QoS requirements of IoT system. To optimize the IoT Device Man-
agement Service Selection problem, we propose IDMSS, a Lexicographic
Goal Programming (LGP) based approach. However, due to the high
computational complexity of the IoT Device Management Service Selec-
tion problem, an alternative heuristic-based approach called GA4MSS
is proposed. Two series of experiments have been conducted and the
experimental results show the performance of our approaches.
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1 Introduction

1.1 Background

Internet-of-things (IoT) [1], which integrates distributed smart objects, burgeon-
ing technologies and communications solutions [2], e.g., tracking technologies and
enhanced communication protocols, has become a promising paradigm for smart
systems such as smart cities and healthcare [3].

IoT is the network of devices, e.g., sensors and actuators. The devices sense
the physical world and take reactions to specific scenarios. To achieve a smart
system, the system builder should (a) deploy sufficient and specific designed IoT
devices to specific environment or space, (b) interconnect deployed devices by
some cores. However, due to the high difficulty of owning all-round management
techniques and resources [4,5], it is not a easy job for many IoT device owners
to maintain such huge amount of devices. In such condition, IoT management
service providers (MSP) are arising to catch business opportunities. IoT MSPs
usually provide rules engine for users which makes it possible to build IoT appli-
cations without managing any infrastructure. They also support a wide range
of communication protocols and even allow IoT devices to communicate with
each other while they are using different protocols. For example. Amazon pro-
vides MSs called AWS IoT [6], which provides all aforementioned features and
extensions like device shadow for device owners.

1.2 Motivating

According to Ericsson’s Mobility Report [7], by 2023, there will be around 32
billion connected devices. Considered to be a growing market, its great economic
benefit attracts many organizations to provide their own MS. It is predictable
that there will be more and more MSPs. By utilizing cloud computing and edge
computing, the MSs are usually convenient, reliable and economical efficiency.
Adequate utilization of IoT device MS allows device owners to improve their own
business. However, in practical scenarios, the heterogeneous QoS requirements
of devices and the heterogeneous capacities of services make IoT device owners
more difficult to work out a plan for device management optimization.

Motivated by this need, in this study, our objectives are modeling the problem
and providing approaches to solve it. First of all, the constraints in the problem
are investigated.

To build a large-scale IoT application, such as smart grid [8], a large amount
of IoT devices should be deployed. These devices, such as sensors and monitors
are spread among a large space which makes it hard to connect them to one MS
due to the nonfunctional requirements like Quality-of-service (QoS) [9].

QoS requirement of an IoT device is multiple dimensional. It is naturally,
for example, IoT devices for remote health monitoring and emergency notifica-
tion systems have stringent demands on performance and reliability for real-time
communication, and in smart grid, to satisfy certain security requirements, data
collected by video monitors should be transmitted to MS for analysis within a
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limited time frame to detect potential threats, which demands sufficient through-
put. Most of these QoS requirements are quantifiable.

According to the European Telecommunications Standards Institute (ETSI),
the typical response times of different IoT functions should meet the values in
Table 1.

Table 1. Typical response times of different IoT functions

Function Response time
Protection 1 to 10 ms
Control 100 ms
Monitoring 1ls
Metering/Billing | 1 h to 1 day
Reporting 1 day to 1 year

For any IoT device, there might be list of satisfiable and selectable MSs.
However, a MS cannot bear all application devices due to the capacity limita-
tion. It is clear that in the era of edge computing, a MSP can deploy MS on
edge servers, whose computing resource such as CPU, bandwidth or memory are
limited.

Number of devices, service capacity, QoS requirement of a certain device and
the QoS prediction data between any device and service can be obtained or calcu-
lated. Based on this information, while fulfilling the above constraints, the num-
ber of devices managed by MS must be maximized. Due to the aforementioned
constraints, there might be a number of devices that cannot be assigned to MS.
Those devices will managed by device owners with extra resource. Additionally,
minimize the total cost of renting management service is another optimization
objective.

1.3 Our Work

In this study, we refer to the above problem as a Constraint Optimization Prob-
lem (COP). The IoT Device Management Service Selection problem is proven
to be NP-hard. Two approaches have been proposed to solve it. The main con-
tributions of this work are as follows:

— The IoT Device Management Service Selection problem is modeled as a COP
and we have proven its N'P-hard;

— we have developed an optimal approach for solving the COP problem using
the Lexicographic Goal Programming technique;

— A genetic algorithm (GA)-based method has been proposed as an alternative
approach to solve the COP problem.

— we have evaluated our approaches against a baseline approach with experi-
ments to demonstrate their performance.
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The remainder of the paper is organized as follows. Section2 models the
problem. In Sect. 3, we prove proposed COP problem is NP-hard and provide
a solution. Section4 proposes an alternative approach. Section 5 evaluates pro-
posed approaches and Sect. 6 concludes this paper.

2 System Modeling

Let Vi = {dy,da,...,d} represent a set of IoT devices, where m = |V;]| is the
size of set V; and Vo = {s1, 82, ..., 8, } a set of candidate MSs, where n = |V5| is
the size of set V5. Obviously, the vertex sets V3 and V5 are two disjoint sets that
V =Vi UV, and V; NV, = (). The potential assignment between IoT devices
and services can be presented by a set of edges E € V; x V,, such that every
edge e € F has one vertex in V; and the other in V5. Therefore, the relationship
between IoT devices and device management services can be presented by a
Bipartite Graph G = (V1, Va2, E). Then, the solution space of concerned problem
can be presented as a 0 — 1 matrix.

For any IoT device d; in Vi, there are totally n potential services and natu-
rally e;; = 1 if device 4 is managed by service j.

The infrastructure of management service can be Cloud data center, 5G base
station or other computational resources. Their scales are obviously heteroge-
neous. Consequentially, the maximum capacity of management services are many
and varied. In this study, the maximum connectivity, e.g., ¢;, determines the ser-
vice capacity. Specifically, for a service s;, the number of connected devices is
limited to c;.
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Service
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> 64‘ ’
€33,
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IoT Trusteeship IoT Trusteeship
device Service device Service

Fig. 1. A breif example of proposed COP problem.
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To fulfil its function smoothly, an IoT system requires its components follow
the QoS requirements. Therefore, selecting qualified MSs is critical. As aforemen-
tioned, different IoT devices have different QoS requirements. Before allocating
an [oT device to a management service, the QoS data is required first to support
such decision. However, in IoT scenarios, the device-side QoS performance, e.g.,
response-time and throughput, are highly different due to many factors such as
network conditions and deployment environment. Considering the large number
of IoT devices and candidate services, the high expense of taking real-world ser-
vice evaluations is unacceptable. It is a commonly dilemma for QoS-based service
selection approaches. Fortunately, these QoS data can be predicted by using QoS
prediction techniques, e.g., collaborative filtering (CF)-based approaches [12,13].
Especially, the latent factor (LF)-based predictors [14-16] are proven to be highly
accurate.

Suppose an IoT device has z independent QoS requirements. The source
data for the QoS predictors is a 3-dimensional matrix, e.g., H™*"*#* which
contains numerous missing entries. The QoS predictors firstly separate H™*™*#
into z H™*"™ matrices, and implement the QoS prediction to complete them.
For any QoS H;"*",1 > k < z, the entry ¢}, indicates the k™ predicted QoS
data betweep device i and service j. Suppose k" dimension Qos requirement of
device i is ¢¥. Comparing each ql’?j with ¢¥ by a specific rule, e.g., < or >, we
can obtain a selectable service list notated by gi(¢). The intersection of z g(4),
e.g., g(1), is a list of selectable services for device i.

The price of device management service depends on both device and service.
According to AWS IoT Core pricing, the price is determined by Connectivity,
e.g. number of devices and duration, Messaging, e.g., message number and mes-
sage size, and Rules Engine. In this study, a matrix P™*™ contains the price
information and p;; denotes the money cost by device i on service j in a unit
time.

Additionally, in this study we suppose that any IoT device is only managed
by one service, then we have the condition (Fig. 1),

Zeij = 1,V’L' (1)
j=1

Until now, all constraints of our optimization problem are clear. As afore-
mentioned, the optimization has two objectives: (1) maximizing the number of
devices connected to MS and (2) minimizing the total cost, while satisfying the
capacity constraint and QoS constraint. Then we have modeled the IoT Device
Management Service Selection problem as a constraint optimization problem
(COP):

Mazimize . F = i i €ij (2)

i=1 j=1

m n
Minimize.R = Z Zpijeij (3)

i=1 j=1



50 W. Li et al.

subject to
> ey =1Vie{l,..,m} (4)
j=1
> e =1ie{l,..,m} (5)
J€g(i)
Zeij < Cj,Vj S {1,...,’[’L} (6)
i=1
ei; €{0,1},Vie {1,...,m};j € {1,...,n} (7)
where:

e;; = 1 if device d; is allocated to service s;.

g; is provided by CF-based QoS predictor.

¢; is provided by MSP.

The objective function (2) maximizes the number of devices that are assigned
to management service. The objective function (3) minimizes the total cost of the
management. Note that objective (2) has the higher rank compared to objective
(3). Constraint family (4) ensures each device is allocated to at most one man-
agement service. family (5) ensures the QoS requirement of any device based on
the result of QoS predictor. Constraint family (6) ensures the number of devices
allocated to any service won’t exceed its capacity.

3 IDMSS Approach

In this section, we analyse the aforementioned COP problem and proposed an
approach to solve it directly. First, we introduce the definitions of Bin packing
(BP) Problem and Vector Bin Packing (VBP) Problem, which are similar with
our COP.

Definition 1. Bin Packing (BP) Problem. Given an infinite supply of iden-
tical bins B = {b1,ba, ..., by} and the mazimum capacity of any bin b;, C;, equals
1. And a set of n items U = {uq,ua, ..., un}. The size of a item u;, w;, satisfies
0 < wj; < C. The objective of BP is to pack all the given items into the fewest
bins such that the total item size in each bin must not exceed the bin capacity C'.

Definition 2. Vector Bin Packing (VBP) Problem. Given a set of items
U = {u1,us, ..., un}, the size of an item u; is denoted as a k-dimensional vector
wj =< w]l,w?,...,w}“ >, w; € [0,1]. given an infinite supply of identical bins
B = by, b, ..., by, with mazimum capacity C =< 1',12,...,1¢ >. The objective is

to pack the set U into a minimum number of bins.

BP problem is known to be an AP-hard combinatorial optimization problem
[10]. The size of an item is presented as a single aggregate measure in BP problem.
By contrast, the size of an item in the VBP problem is associated with a multi-
dimensional vector and the VBP problem is also known as multi-capacity BP
problem in some literatures, which is N"P-hard.
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Proof. In our problem, there is a set of devices D = {dy,da,...,d,,} and a set
of management services S = s1, s9, ..., S;, the selectable services of a device d;
is denoted as a n-dimensional vector e; =< e;1,€52,...,ein >,€;; € 0,1. The
maximum service capacity C' =< c¢; * e1j,¢j * €5, ...,¢j * ep; >. The objective
is to pack maximum elements in set D into a fix number of bins. VBP requires
d > 2, in our COP, m is a huge number and Zf\il e;j > d, so our COP is
equivalent to VBP.

To solve the Proposed COP, Lexicographic Goal Programming (LGP) [11]
technique is a valid solution. LGP is suitable to solve multi-objective optimiza-
tion problem whose optimization objectives are ranked by their levels of impor-
tance, or priorities. The LGP solver first finds optimal solutions satisfied the
primary objective and then proceeds to find solutions for the next objective
without deteriorating the previous objective(s).

An LGP program can be solved as a series of connected integer linear pro-
grams, which can be easily solved by commercial computing tools such as IBM
CPLEX Optimizer. This direct approach is named as IDMSS in this study.

4 GA-based Approach

As proven in Sect. 3, the proposed COP problem is AP-hard. The traditional
methods are exhausted considering the solution space of proposed COP problem
can be very big in practical. Therefore, we proposed an alternative approach
called GA4MSS, a Genetic Algorithm-based approach for MS Section.

Genetic algorithms (GAs) [17,18] belongs to a subset of heuristic algorithms.
They are inspired by the natural biological evolution and proven to be robust
and performed well in most cases. The GAs operate the solution, which is in the
form of chromosome, with genetic operators such as crossover and mutation to
boost the evolution. This process may create solutions approximate the optimum.
Basic GA components and their relationship are shown in Fig. 2.

s . Fitness .
Initialization [—3» Evolution [~ —| Selection

Evaluation

T v
Genemtion
Yes

Fig. 2. A flow chart of basic genetic algorithms.

In GAs, solutions are encoded as chromosomes. GA4MSS encodes a possible
solution as a single string, as shown in Fig.3. The index of the string element
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denotes the device id, e.g., index 1 is device d;. The values in each position
denotes the id of a service. The encoding method promises that each device can
only select one service, which makes GA4MSS satisfies the constraint family (4).
Moreover, to satisfies the constraint family (5), the value in each position of
the chromosome can only choose from the selectable set, e.g., g(i). According to
such encoding method, GA4MSS covers all possible QoS-aware solutions and Z
solutions are generated as the Initial Population.

d; d> d; dy ds
S] S] S3 SZ S3

Fig. 3. GA4MSS encoding.

To evaluate the fitness of a solution, a fitness function is required. GA4MSS
combines two objectives by punishing the unconnected devices. The punishment
is implemented by adding an extra cost to the solution as follows:

m

T=> (Axpij x €),Yj (8)

i=1

where €; € {0,1} denotes management state of a device, é; = 1 if device d;
connects no service, and A is a (1,00) parameter to estimate the potential cost
of managing the devices by owners themselves. It is reasonable because if there is
no qualified management service, the device owner should manage these devices
by themselves, which leads to a higher cost. Moreover, GA4MSS assimilates the
capacity constraint into the fitness function by punishing the exceeding devices.
The fitness function of GA4MSS is as follows,

m n m
Minimize.R = Z Zpijeij + Z(x\ X pij X éz) (9)
=1

i=1 j=1

Given the fitness function, the GA4MSS can iteratively approximate the
optimum by operating the gene pool. GA4MSS has 3 basic operators, namely
crossover, mutation and selection.

Crossover operator is designed to encourage the recombination of indi-
vidual features in current population in order to produce better offsprings. In
GA4MSS, it consists of 4 steps, which are explained in what follows with the
help of Fig. 4:

1. generate two replicas of two individuals which are randomly chosen from
current population.

2. Randomly generate a 0—1 crossover indicator.

swap the i*" element of two replicas if i value in crossover indicator is 1.

4. repeat 1-3 until a number of individuals, e.g., 27, in the population.

@
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d; d, ds dy ds d; d; d; dy ds
S] S[ S3 Sg Sj S] S] S3 S_7 S1
O[T 0[O T
d, d; d; d, ds % d, d, d; dy ds
S, S; S; S, S; S S S S S;

Fig. 4. GA4MSS crossover operation

Mutation operator allows an offspring to obtain features which are not
owned by its parents. GA4MSS randomly exchange a value in d; with a element
in g(4).

Selection operator works as a filter which allows a part of the operated
population into next generation. There are Kinds of selection schemes, GA4MSS
implements the truncation. The individuals in current population after crossover
and mutation is sorted by their fitness value, and the first Z individuals survive.

5 Experimental Evaluation

5.1 Experiment Settings

We have conducted a range of experiments aiming at evaluating the effective-
ness and efficiency of proposed approaches. In this study, all experiments are con-
ducted on a Windows machine with Intel(R) Xeon(R) E5-CPU and 32 GB RAM.
The IDMSS approach in Sect.3 was implemented using IBM ILOG CPLEX
Optimizer and the GA4MSS was implemented using Java SE.

Our approaches will be benchmarked against a baseline approach called
RANDOM. In RANDOM, each IoT device will be assigned to a random ser-
vice. A device won’t be account to be a MS managed device if it violates the
QoS requirement or it exceeds the capacity of assigned service.

Experiment Data. A QoS data set collected by the WS-Dream system is
utilized as the experiment data. The data set contains 1873838 response-time
data by 339 users on 5825 real world Web-services. To implement our experiment,
we first employed INLF [16], a non-negative latent factor QoS predictor to predict
the missing QoS data. The price of managing a device by a MS is randomly
generated based on the basic price and a random factor 7. In this study, the
basic price is 0.10 dollar, which is a standard fee charged by AWS GovCloud for
one connection.

Performance Metrics. We evaluate three approaches, namely IDMSS,
GA4MSS and the RANDOM baseline approach by following metrics: (1) the
percentage of MS managed IoT devices of all IoT devices, the higher the better;
(2) total cost including the estimating cost of the devices managed by device
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owner himself, the lower the better; and (3) the execution time (CPU time), the
lower, the better.

Given the data and the experimenting parameters, we conduct two sets of
experiments. For each set, we vary one parameter and keep the other fixed to
observe the impact of each parameter. The evaluation metrics are as shown in
Table 2.

Table 2. Parameter Settings

Set | capacity | Basic unit Price | 7 A | Number of devices | Number of services
#1120 0.10 (1, 1.5] | 2| 100, 200,...,1000 | 100
#2 |20 0.10 (1, 1.5]| 2 | 1000 20, 40,...,100

5.2 Experimental Results

Effectiveness: Figuresb and 6 show the results obtained from the experiment
set 1 and set 2, respectively. The three performance metrics are depicted in each
sub-figure: (a) percentage of MS managed devices, (b) total cost, and (c) gives
the execution time of each approach.

Figure5 shows that in experiment set 1, when the number of IoT devices
increases from 100 to 1000, the random approach performs poorly in terms of
trusteeship device percentage (only 38%-40% of the IoT devices are assigned to
the MS) compared to our approaches. Proposed approaches perform approx-
imately equal that most devices having been managed by MS. Comparing
to GA4MSS, IDMSS can always find a better solution, although the trustee-
ship device percentage keep decreasing as the number of devices increases, the
decreasing of IDMSS is obviously slower note that the gap between IDMSS and
GAMSS is approximately growing from 0.05% to 3.7%.

In experiment set 2, we change the number of candidate services. As depicted
in Fig. 6(a), trusteeship device percentage increases while the number of services
increases from 20 to 100. IDMSS continues to achieve the best performance.
Regarding to Fig. 6(b), the total cost decreasing largely as the service capacity
increases.

Efficiency: Experiment set 1 shows that the computation time of IDMSS app-
roach increases considerably while we increasing the number of IoT devices.
As shown in Fig.5(a), when there are 1000 devices, the GA4MSS and random
approaches take only approximately 4.3 and 1.4 s while IDMSS takes around
59.0 s to solve an instance of the IoT device management selection problem. In
experiment sets 2, where we increase the capacity of service, the IDMSS app-
roach consumes more time to make a decision. Since proposed COP problem
is N"P-hard, it is expected that IDMSS approach, which optimally solves the
problem, will take the most time as opposed to the other approaches.
Increasing number of IoT devices or number of services will increase the com-
plexity of proposed COP problem, which is A'P-hard, and thus take more time
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Fig. 6. Results of set #2 (number of services changing)

to find an optimal solution. Our experimental results show that the random app-
roach is not able to optimize the optimization objectives as it can only connect
around only 40% of all the IoT devices in the experiments by chance. IDMSS
and GA4MSS have similar effectiveness; they are able to assign a similar number
of IoT devices to MS. However, as shown in Figs.5(c) and 6(c), GA4MSS out-
performs IDMSS in performance especially while the COP problem is scaling up.

6 Conclusion

IoT device management is a challenge to many device owners considering the
huge amount of devices and their heterogeneous characteristics. Recently, IoT
device management service (MS) providers raise to serve device owners, e.g.,
AWS IoT core. IoT device owners can easily do their management work by using
IoT device MS. However, it is not a easy job to select suitable service for each
devices considering the constraints, e.g., QoS constraint and capacity constraint.
An optimal service selection must maximize the number of MS managed devices
and minimize the total cost while ensuring the required QoS of devices. To
address this problem, we model the IoT Device Management Service Selection
problem as a COP and solve it by a Lexicographic Goal Programming (LGP)
approach. At the mean time, an alternative approach, GA4MSS, is proposed to
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find the approximate optimal solution within shorter time. Our experimental
results show that our approaches significantly outperforms the baseline random
approach and each of the approach has its own advantages. This research has
established a basic foundation for the IoT device management service selection
problem and in the future we will (a) improve the performance of GA4MSS, and
(b) consider more scenarios in this problem, such as IoT devices’ mobility and
service price volatility.
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