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Abstract. Blockchain is one of the most revolutionary and innova-
tive technologies in recent years. The traditional asymmetric encryp-
tion algorithms guarantee the security of data on blockchain. However,
with the rapid development of quantum computing technologies, as long
as large-scale quantum computers appear, these kind of encryption sys-
tems can be deciphered by shor algorithm in polynomial time. Therefore,
blockchain technologies are going to face potential security threats. To
solve this problem, the best solution at present is to replace the asym-
metric encryption algorithms in the blockchain with post-quantum cryp-
tosystems. In this paper, we apply the Rainbow algorithm with high
signature efficiency to the existing Ethereum platform, and test the fea-
sibility of the scheme by building a private chain. In addition, we com-
pare the signature efficiency of Rainbow algorithm with ECDSA, which
is expected to provide direction and inspiration for future research on
blockchain resistance to quantum computing.

Keywords: Blockchain · Quantum computers ·
Post-quantum cryptosystems

1 Introduction

Blockchain [1,2] has attracted increasing attention because of its decentralization
in recent years. Blockchain emerges originally as the core technology of Bitcoin
[3]. Subsequently, in 2015, the emergence of blockchain platforms represented
by Ethereum [4] and Hyperledger [5] has once again pushed blockchain tech-
nology to a climax of research. However, as a new technology, blockchain will
inevitably face various problems and challenges [6]. The security of data on the
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blockchain mainly depends on the traditional asymmetric cryptosystems. For
example, the most popular Bitcoin and Ethereum use the Elliptic Curve Dig-
ital Signature Algorithm (ECDSA) [7]. However, with the rapid development
of quantum computing technologies, as long as large-scale quantum computers
appear, the Shor algorithm [8] can decipher the ECDSA in a short time, thus
the blockchain technologies face a huge security threat [9].

Although the current blockchain security issue is particularly important,
everyone is still on the stage of theoretical analysis stage. Until 2017, the UK
released Quantum-Resistant Ledger [10], which uses an encryption algorithm
that can resist quantum attacks, and successfully combines blockchain technolo-
gies with post-quantum cryptosystems. However, if post-quantum cryptosystems
want to be widely used, which requires the formulation of relevant international
standards.

In 2017, NIST published the results of the first batch of post-quantum
cryptosystems [11,12]. It can be seen that post-quantum cryptographic design
schemes have been officially put on the agenda, which means that blockchain
technologies relying on the traditional cryptosystems must make an alternative
plan to the advent of quantum computers. There are mainly five categories
of post-quantum cryptosystems [13]: Hash-based, Code-based, Lattice-based,
Isogeny-based and Multivariate Public Key cryptosystems. Compared with other
post-quantum cryptosystems, the research on multivariate public key cryptosys-
tems started relatively early. Thus, there are many mature multivariate public
key cryptosystems. Apart from resisting the attack of quantum computers, it
also has the advantages of fast computing speed and less computing resource,
which is consistent with the real-time needs of blockchain. Therefore, combining
multivariate public key cryptosystems with blockchain technologies is of great
significance.

Based on the above backgrounds, we apply the most popular Rainbow signa-
ture scheme to Ethereum. The rest of this paper is organized as follows: Sect. 2
introduces the knowledge of Blockchain, Multivariate Public Key Cryptosystem
and Rainbow signature scheme; In Sect. 3, we introduce the details of experi-
ments; Sect. 4 analyzes the experimental results and Sect. 5 summarizes the full
text.

2 Preliminaries

2.1 Blockchain

This section takes Ethereum as an example to introduce related technologies of
blockchain. The total architecture of Ethereum is shown in Fig. 1.

Smart contract [14] is the main innovation of Ethereum. It is a collection of
code and data (state), and can also be understood as a contract written in code
that can be executed automatically on blockchain.
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Fig. 1. Ethereum overall architecture.

2.2 Multivariate Public Key Cryptosystem

Multivariate Public Key Cryptosystem [15] aims to design a secure encryption
and signature scheme by constructing a multivariate quadratic equation as a
public key. Its key compositions are respectively: pk = P = S ◦ F ◦ L, sk =
{S, F, L}. This paper focuses on the multivariate signature scheme. Its process
of signature and verification is shown in Fig. 2.

Fig. 2. Process of Multivariate Signature Scheme.

Signature: Suppose M ∈ Fm, one calculates sequentially x = S−1(M) ∈
Fm, y = F−1(x) ∈ Fn and z = L−1(y) ∈ Fn. z is the signature of M .

Verification: One calculates M
′
= P (z) ∈ Fm, if M

′
= M, the signature is

accepted; otherwise, reject the signature.

2.3 Rainbow Signature Scheme

In 2005, Ding and Schmidt [16] improved the Unbalanced Oil-Vinegar (UOV)
scheme and proposed Rainbow [17], which is a multilayer UOV scheme. Due to
its high signature efficiency, Rainbow signature scheme is considered as one of
the most promising multivariate signature schemes. The core difference between
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different multivariate public key cryptographic algorithms is that the construc-
tion of the private key F is different. Therefore, the key generation process of
the Rainbow algorithm is described in detail:

Let F = Fq be a finite field with q elements, n ∈ N and v1 < v2 < · · · < vl <
vl+1 = n be a sequence of integers. We set m = n − v1, Oi = {vi + 1, . . . , vi+1}
and Vi = {1, . . . , vi}(1, . . . , l)

The private key consists of two invertible affine map S : Fm → Fm, L : Fn →
Fn and a central map F (f (v1+1)(x), . . . , f (n)(x)) : Fn → Fm. The expression of
the polynomials f (i)(i = v1 + 1, . . . , n) is

f (i) =
∑

k,l∈Vj

α
(i)
k,l · xk · xl +

∑

k∈Vj ,l∈Oj

β
(i)
k,l · xk · xl +

∑

k∈Vj∪Oj

γ
(i)
k · xk + η(i)

Here, the coefficients are randomly selected from F . The public key is com-
posed of the map P = S ◦ F ◦ L : Fn → Fm. The process of signature and
verification is the same as in Sect. 2.2, so there is no longer a description.

3 Experiment

Ethereum offers several open source projects on github, Go-ethereum [18] project
based on Go is currently the most widely used Ethereum Geth client. It provides
an interactive command console that includes all functional interfaces, such as
building a private chain, mining, deploying smart contracts and so on.

This experiment made full use of the convenience brought by open source
thinking. We replaced ECDSA in the Go-ethereum project by Rainbow algo-
rithm. Finally, we tested the feasibility by building a private chain.

Each Ethereum’s user has a pair of secret keys, one public and one private.
By using Rainbow algorithm, users can use the public key hash as address of
the account to identify different users. When the transaction is sent, in order
to prove that the transaction is actually carried out by sender itself, the sender
must sign the transaction content with its own private key, while other recipients
can verify the legality of the signature. On the one hand, this can guarantee that
the user’s account is not impostor. On the other hand, the senders can’t deny
the transaction they have signed.

Next, this paper will introduce the experimental environment, the implemen-
tation of Rainbow algorithm API and the specific application of it in Ethereum’s
account generation and transaction transmission and the experimental results.

3.1 Environmental Environment

All the experiments in this paper are executed on a PC with an Intel Core i5
processor and 8GB of RAM. The Operating System is Windows 10 Professional,
64-bit. As for the software, we take Eclipse 4.8.0 as IDE and go as the develop-
ment language.
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3.2 API of Rainbow Signature Algorithm

Since Rainbow signature algorithm essentially performs matrix operations on
a finite field, we need to complete the implementation of the library that the
Rainbow algorithm relies on:

– Element operations on the specific finite field GF (256), such as addition and
multiplication.

– Matrix operations on the specific finite field GF (256), such as transposition,
inversion and so on.

On this basis, the main functions of Rainbow signature algorithm are imple-
mented: key generation, signature, signature verification, address generation and
recover public key. The external interfaces are shown in Table 1.

Table 1. Rainbow Algorithm External Interfaces and its Introduction

Function Introduction

func GenerateKey() (*PrivateKey) Generate a public-private key pair

func SignMPKC(hash []byte,
prv *mpkc.PrivateKey) ([]byte, error)

Calculate signature by private key
and hash of message

func VerifySignatureMPKC(pubkey,
mpkc.PublicKey,hash []byte,,
signature []byte) bool

Verify signature according to public
key, hash of message and signature

func EcrecoverMPKC(hash,sig []byte),
([]byte, error)

Recover public key according to
hash of message and signature

func PubkeyToAddressMPKC(pub,
mpkc.PublicKey) common.Address

Generate an address based on the
public key

3.3 Account Generation Process

When creating a new account, users first need to enter a passphrase. Then the
program internally generates a public-private key pair by calling the Gener-
ateKey() function of Rainbow algorithm. After the public key is hashed, it is
used as an account address, and the public key-address pair is stored in pub-
lic key storage server, so that the public key is queried according to address
information. The private key is encrypted by using passphrase as a password
of AES-CTR algorithm. Finally, the account address and randomly generated
parameters in the encryption process are written to the wallet file. Among them,
Mac values are used to verify the legitimacy of passphrase for preventing others
tampering when decrypting. It actually has an effect of signature. This detailed
procedure is shown in Fig. 3.
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Fig. 3. Account Generation Process.

3.4 Transaction Transmission Process

When a transaction is sent, in order to prove that the transaction was actually
carried out by sender itself, the sender must sign this transaction with its own
private key. When signing a transaction, first call RLP encoding this transaction,
then perform a Keccak-256 hash; next, call SignMPKC() function of Rainbow
algorithm to sign the hash value of transaction; after that, the signature and
sender address are respectively encapsulated into this transaction. This proce-
dure is explained by Fig. 4. Hereafter, the sender broadcasts this signed transac-
tion to each node in the network. When receiving a transaction, node can index
the corresponding public key according to address information contained in this
transaction, then call VerifySignatureMPKC() function of Rainbow algorithm to
verify the correctness of signature according to public key. Finally, this transac-
tion is recorded into the blockchain through Proof Of Work (POW) consensus
mechanism.

Fig. 4. Transaction Transmission Process.
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Here, it should be noted that blockchain nodes need sender’s public key
when verifying the transaction’s signature. So far, there is no standard method of
publishing public key. In general, public key is placed in transaction data and sent
to the network along with the transaction. In Bitcoin, the signature and public
key are combined as a signature script that is a part of the transaction. However,
ECDSA used by Bitcoin and Ethereum has a very peculiar nature: public key
can be derived from the hash value and signature of transaction. Therefore,
Ethereum transactions only contain signature part, and then algorithm is used
to derive public key before verifying correctness of the signature.

Since Rainbow algorithm doesn’t have the nature as ECDSA and its public
key is relatively large, we have added a public key storage server to manage the
public key-address pairs information of all users. In this way, when a transaction
is sent, the public key is not directly sent out as the part of transaction, but the
address generated by public key is encapsulated in the transaction. After that,
when verifying the validation of signature, they only need to request the public
key storage server for obtaining public key according to address information
provided by transaction, then verifying signature.

4 Results

This experiment verifies the correctness of result by building a private chain using
the runned geth client. The experimental result shows that after replacing the
ECDSA with Rainbow signature algorithm, it does not affect the normal use of
its original functions, such as creating an new account, sending a transaction and
so on. Moreover, since the Rainbow algorithm is a post-quantum cryptographic
algorithm, the Rainbow-based blockchain in the future will be able to resist the
attack of quantum computers.

The different choices of parameters o1, v1, o2 in Rainbow algorithm will result
in different lengths of public key, private key and signature. The security level

Table 2. The Key and Signature Size of ECDSA and Rainbow Algorithm

Security
level (bit)

Algorithm Private key
size (kB)

Public key
size (kB)

Signature
size (byte)

80 ECDSA 0.010 0.020 40

Rainbow(13, 17, 13) 19.1 25.1 43

100 ECDSA 0.013 0.026 52

Rainbow(16, 26, 17) 45.0 59.0 59

128 ECDSA 0.016 0.032 64

Rainbow(21, 36, 22) 101.5 136.1 79

192 ECDSA 0.024 0.048 96

Rainbow(34, 63, 34) 434.5 582.9 131

256 ECDSA 0.032 0.064 128

Rainbow(46, 85, 47) 1073.1 1463.1 178
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will vary greatly. In the experiment, this paper refers to several parameter recom-
mendation schemes given by Professor Petzoldt [19] on the finite field GF (256),
and compares the key and signature sizes of ECDSA and Rainbow algorithm
under different security levels. The specific data is shown in Table 2.

It can be seen from the table that private key and public key of Rainbow
signature algorithm are very large. In order to reduce the size of public key,
this experiment drew on the special public key construction method in the cycl-
icRainbow signature scheme [20], and compressed the original Rainbow’s public
key. The results of public key compression are shown in Table 3.

Table 3. The Key and Signature Sizes of Three Algorithms

Security
level (bit)

Algorithm Private key
size (kB)

Public key
size (kB)

Signature
size (byte)

80 ECDSA 0.010 0.020 40

Rainbow(13, 17, 13) 19.1 25.1 43

cyclicRainbow(13, 17, 13) 19.1 10.4 43

100 ECDSA 0.013 0.026 52

Rainbow(16, 26, 17) 45.0 59.0 59

cyclicRainbow(16, 26, 17) 45.0 21.7 59

128 ECDSA 0.016 0.032 64

Rainbow(21, 36, 22) 101.5 136.1 79

cyclicRainbow(21, 36, 22) 101.5 47.3 79

192 ECDSA 0.024 0.048 96

Rainbow(34, 63, 34) 434.5 582.9 131

cyclicRainbow(34, 63, 34) 434.5 185.4 131

256 ECDSA 0.032 0.064 128

Rainbow(46, 85, 47) 1073.1 1463.1 178

cyclicRainbow(46, 85, 47) 1073.1 458.3 178

Apart from the size of key and signature, the efficiency of signature algo-
rithm plays an essential role in the blockchain technologies. The ECDSA used in
Ethereum has reached a security level of 256 bits. Therefore, this paper compared
the signature time and verification time of ECDSA and Rainbow algorithms
under the same level. The results are shown in Table 4.

Table 4. The Signature and Verification Time of ECDSA and Rainbow Algorithm

Security
Level (bit)

Algorithm Sign
time (ms)

Verify
time (ms)

Post-
quantum?

256 ECDSA 0.25 0.35 no

Rainbow(46, 85, 47) 204.78 28.66 yes
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As can be seen from the table, the signature verification time of the Rainbow
algorithm is obviously much higher than the ECDSA algorithm. At this point, an
apples-to-apples comparison of operational speed should’t be. The operational
speed of two algorithms is shown here for reference only. Nevertheless, regardless
of speed, the main selling point of our scheme is its reliance on different computa-
tional problems from those used in other branches of cryptography. Considering
future attacks of quantum computers, we can sacrifice some time and space in
exchange for the security of blockchain.

5 Conclusion

In this paper, we explored the application mode and method of multivariate pub-
lic key cryptosystem in Ethereum platform. We realized the replacement of the
original signature algorithm with multivariate public key cryptosystem-rainbow
scheme in Ethereum, and verified the feasibility of this scheme by building a pri-
vate chain. It shows that after replacing the Ethereum’s ECDSA with Rainbow
signature algorithm, it does not affect the normal use of its functions.

Our design demonstrates that the combination of dedicated multivariate sig-
nature scheme and blockchain technologies. Our scheme solves the security prob-
lem that blockchain cannot resist quantum computer attacks, and provides more
secure and efficient underlying support for the application developed with the
blockchain technologies in the future.
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