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Abstract. Jamming as a form of denial-of-service is a commonly-used attack
initiated against security at the physical layer of a wireless system. This paper
starts with an overview of various types of jamming and measures for its
detection. Then, a number of methods for jamming mitigation that can be used at
the physical layer are discussed and compared according to their main advan-
tages and drawbacks.
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1 Introduction

Interference is a major issue in modern-day wireless networks. As a consequence of
their easily accessible air interface, wireless systems are impacted by interference
emanating from a number of sources. Intra-cell interference, coming from other
legitimate users (LUs) in the cell, is usually avoided by using orthogonal frequency
division multiple access (OFDMA), meaning that the resources allocated to the users in
the cell are orthogonal to one another. On the other hand, frequency reuse in neigh-
bouring cells results in inter-cell interference, which is a big challenge in multi-cell
systems. The amount of inter-cell interference depends on numerous parameters,
namely the suppression and frequency reuse factors, the antenna gain of the receiver,
the transmit power of interfering users and the attenuation (which emanates from small-
scale fading, shadowing and path loss). The effect of inter-cell interference can be
reduced by collaboration and coordination among cells or by an intelligent manage-
ment system that regulates the transmission rates and powers.

In order to be successfully decoded at the base station (BS), the received signal’s
power must exceed the overall power of interference plus ambient noise. In other
words, the signal-to-interference-plus-noise-ratio (SINR), which is a quantitative lim-
itation of the channel capacity according to the Shannon-Hartley theorem, must exceed
zero decibels. For this reason, an effective attack that an adversary can mount against
the security of a wireless system involves deliberately increasing the level of inter-
ference in the transmission channel. When the source of interference is not a valid user
of the network but rather a malicious user intentionally generating interfering signals in
order to disrupt legitimate communication, this type of intervention is called jamming.
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Jamming can be initiated during the transmission of either data or pilot signals, or
both. The uplink pilot transmission phase is typical for time division duplex
(TDD) systems, whose channel state information (CSI) is obtained at the BS based on
the information about the sent and received pilots. Therefore, jamming the pilots’
exchange may result in erroneous computation of the channel gain which, similarly to
data transmission jamming, destroys the legitimate communication. A special subcase
of jamming the pilot phase is the so-called pilot contamination attack, in which the
jammer interferes with the same set of pilots which are used for legitimate channel
estimation [1].

The intentional interference may have a significant positive effect on the network
performance as well. An interesting opportunity employed by the physical layer
security (PLS) comprises interference transmissions from legitimate parties, known as
artificial noise (AN) [2], aiming to prevent message decoding from attackers that
eavesdrop on the information exchange.

Numerous research works have focused on the different aspects of interference.
However, in the scope of this paper, only the interference originated from jamming
attacks is considered. In [3] the authors examine the downlink data transmission in a
massive MIMO system and demonstrate that unless the jamming attack is initiated
during the training phase, it does not have significant impact on the system’s perfor-
mance. Several strategies for jamming the MIMO CSI at the data link layer are pre-
sented in [4], such as opposite waterfilling, channel inversion and channel rank attacks.
Uplink massive MIMO jamming is discussed in [5] together with investigation of the
optimal jamming energy allocation for data and training phases when the number of
antennae at BS is much larger than the number of users served by the network.
Although many other studies are directed to massive MIMO improvements against
jamming, many of the emerging wireless networks are not capable of supporting such a
large number of antenna elements, due to hardware restrictions and computational and
energy limitations. The physical layer security approaches against jamming, which are
discussed in this paper, are extremely beneficial to this type of network.

The paper is organized as follows: in Sect. 2, the topic of jamming attacks on the
physical layer and different studies related to their mitigation are discussed. Existing
methods that can be used on the physical layer to reduce the effect of a jamming attack
are described and several of their main features are compared in Sects. 3 and 4,
respectively.

2 Related Studies

The open nature of emerging wireless systems exposes them to the risk of different
types of malicious intervention. One possible attack that can be launched against the
security of a wireless network is the so called DoS (Denial-of-Service) attack. With the
DoS underway, the intruder aims to make the system’s resources and services
unavailable to its legitimate users and thus disable normal system operation. Depending
on the functions performed, each layer of the network architecture is vulnerable to
certain types of DoS attack. The authors of [6] describe several possible types of DoS
attacks at the various layers of WSNs (Wireless Sensor Networks), whose security
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enhancement attracts significant scientific interest with the development of CPSs
(Cyber-Physical Systems) and IoT (Internet of Things). A schematic representation of
DoS attacks on the levels of the TCP/IP stack is given in Fig. 1.

Desynchronization

Network layer

Data link layer

Fig. 1. Possible Denial-of-Service attacks on the TCP/IP layers

Though each level of the protocol stack is vulnerable to specific types of DoS
attacks, as illustrated in Fig. 1, the focus of this paper is solely on the physical layer
when threatened by a jamming attack.

The jamming attack on the physical layer represents a deliberate generation of radio
signals by an adversary with the intent to interfere with the signals transmitted between
legitimate parties and thus degrade the quality of legitimate communication. Moreover,
as the intruder occupies the resources of the wireless channel, it impedes the users of
the network from accessing the channel, leading to DoS at the physical layer. In order
to increase their impact on the system’s performance, the adversary can undertake
various jamming strategies in accordance with his capabilities, the desired effect and
the characteristics of the network. Different classifications of jamming are available in
the literature but the main types are briefly described here:

1. Wideband jamming — this active attack can be achieved by sending an electro-
magnetic signal over the entire radio frequency spectrum, resulting in the
obstruction of all ongoing transmissions [7].



274 D. Mihaylova

. Single-tone jamming — the adversary emits a narrowband signal within the specified

bandwidth of the channel being jammed.

Multi-tone jamming — as described in [8], the jammer can interfere on multiple
frequencies simultaneously, decreasing the SINR of the legitimate receivers.
However, the larger the number of frequencies being jammed, the lower the transmit
jamming power for each frequency and thus the less the effect on it [9].
Single-tone jamming with frequency hopping — with this type of intervention, the
attacker jams the entire bandwidth with a high-power narrowband signal with
rapidly-changing frequency [9].

Depending on the behaviour of the adversary and, more specifically, the recurrence

of his transmissions, the single-frequency jamming can be additionally subdivided into
the following six categories [7, 9, 10]:

Constant jammer — the constant jammer continuously transmits an electromagnetic
signal in the form of random bits over the selected channel. Besides interfering with
the current communication, the constant emission keeps the wireless channel busy
and prevents further access to the channel for subsequent communications. The
main disadvantage of constant jamming is its energy inefficiency.

Deceptive jammer — the deceptive jammer, is identical to the constant, since
interference is continuously generated, but they differ in that while the constant
jammer transmits random bits, the deceptive one sends regular fames, duping the
system into believing that there is no illegitimate presence.

Random jammer — the random jammer transmits at random during particular time
periods and sleeps in others. Its energy efficiency can be regulated by changing the
duration of operation and sleep.

Reactive jammer — this is a jammer which monitors the system and starts interfering
only when legitimate information exchange is noticed. Although this type of
intrusion surpasses the previous ones in energy efficiency, its effectiveness is
reduced as it degrades the SINR of the current transmissions but cannot be used to
prevent access to the system resources. As the authors of [10] emphasise, the
successful performance of the reactive jammer is closely bound by its capabilities to
sense legitimate communication. In certain cases, the adversary can listen for
specific activity on the channel, which defines a special subtype of reactive jam-
ming. Examples of this include the node-specific and message-specific jamming
attacks in [11] and the IEEE 802.15.4-specific interruption, described in [12].
Adaptive jammer — the adaptive jammer employs the best jamming strategy in terms
of energy efficiency but, as described in [10], represents an unrealistically optimal
attack scenario. The adaptability of this intruder consists in adjusting their transmit
power in accordance with the CSI of the legitimate channel. When the legitimate
users experience good channel conditions, the jammer has to increase its power to
deteriorate the communication. Conversely, if the legitimate channel is poor enough
to prevent normal information exchange, no jamming is needed and the attacker can
stay silent. What makes the use of adaptive jamming impractical is the time-varying
fading of the wireless medium which constantly changes the RSS (Received Signal
Strength) at the intended receiver. Furthermore, the legitimate channel’s CSI is not
available to the malicious user.
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e Intelligent jammer — the intelligent jammer attacks the system in using the
knowledge of certain instabilities of the upper-layers protocols. Several examples of
DoS by an intelligent jammer include flooding with TCP/UDP packets, MAC
(Medium Access Control) control frames or Smurf attack. As a result, this type of
intrusion mostly affects the data link, network, transport and application layer,
rather than the physical layer, and is therefore outside the scope of this work.

The authors of [13] discuss different detection techniques that can be used to reveal
the presence of the jammer depending on the perceived behaviour. The commonly used
approach is based on an analysis of the statistic of the signal received at the legitimate
user, expressed by the RSS, CST (Carrier Sensing Time) or PER (Packet Error Rate).

The presence of a constant, deceptive, random and reactive jammer can be revealed
through comparison of the RSS of the currently received signal to the one collected
during previous transmissions. Since jamming alters the energy of the received signal, a
variation in RSS demonstrates the interference’s origin.

Monitoring the CST is another way to detect malicious intervention, as the DoS on
the physical layer occupies the wireless channel and generates an unusual increase in
CST. This could indicate the existence of a constant, deceptive or random jammer. Due
to their nature, reactive and adaptive jammers transmit signals only when legitimate
communications take place, therefore they do not have the effect of keeping the system
busy. For that reason, the CST is not a criterion that can be used to decide whether there
is a reactive or adaptive jammer in the network.

An analysis of PER can also indicate the presence of interference induced by
jamming as the corruption of legitimate communication significantly enlarges the
number of undecodable packets, leading to abnormal values of PER. This method is
appropriate for exposing constant, random and reactive jamming, which increase the
number of erroneously received packets at the destination. Since the deceptive jammer
transmits regular frames, it does not affect the value of PER, hence this statistic is not
suitable for detecting this type of jamming.

The unrealistic scenario of the adaptive jamming represents a great challenge from
the point of view of detection because its constantly altering power can make the use of
RSS or PER statistics inadequate for jamming detection. However, a combination of
both the methods is a promising solution [10]. Where both RSS and PER are relatively
high, the adaptive jammer can be successfully revealed.

Unlike the physical layer jammers, the intelligent one impacts the upper-layer
protocols and analyses of the physical characteristics such as RSS, CST and PER,
cannot be used to disclose its presence.

When a jammer is detected, measures to mitigate its influence on the system
performance must be considered. Various approaches to counter jamming exist in the
literature but most of them rely on complex algorithms and protocols from upper
layers, which makes them unsuitable for resource-constrained applications.

A swarm intelligence conception of an ant system is suggested for use against WSN
jamming in [8], where the transmission route between source and destination changes
depending on parameters such as number of hops, energy and distance, SNR (Signal to
Noise Ratio), BER (Bit Error Rate), packet delivery and packet loss, some of which
relate to the upper layers of the protocol stack. Another study [14] proposes several
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MAC layer mechanisms, including frame masking, packet fragmentation and redun-
dant encoding, for combatting different types of jammers whose capabilities are
identical to those of legitimate users. Limiting factors for their implementation are the
induced overhead, computational complexity and power consumption. The authors in
[15] propose a mapping protocol to inform the network about the location and shape of
the jammed range so that routing management can be applied on upper layers to avoid
the attacked nodes of the network. In [16] the channel surfing method for jamming
avoidance is proposed, which switches to another link layer channel if jamming is
detected. Another commonly used strategy to suppress the effect of jamming attacks
relies on game theory. A taxonomic survey of the available game theoretic methods to
defend against jamming in the literature is given in [17], where the authors draw
attention to the growing number of such approaches. Nevertheless, the resource allo-
cation problem in game theory is again solved at the MAC or data link layer, which
makes it more complicated than the physical layer security techniques.

3 Jamming Mitigation Techniques Used at the Physical
Layer

3.1 Spread Spectrum as a Jamming Defence Mechanism

One conventional method to counteract jamming attacks at the physical layer is by
using spread spectrum techniques, which expand the spectrum of the original signal
into a wider frequency band. The effect of spread spectrum modulation is twofold: on
the one hand, it helps to hide the fact that communication is in progress from unau-
thorized parties, referred to as low probability of intercept (LPI). On the other hand,
spreading the signal over the entire frequency band of the channel makes it more
resistant to natural noise and interference as well as jamming and eavesdropping
attacks. The various spread spectrum approaches include direct sequence spread
spectrum (DSSS), frequency hopping spread spectrum (FHSS), time hopping spread
spectrum (THSS), parallel sequence spread spectrum (PSSS), chirp spread spectrum
(CSS), and different hybrids between them. However, the most widely used in wireless
communications are DSSS and FHSS, which are outlined in the following two
subsections.

Frequency Hopping Spread Spectrum. Frequency hopping (FH) is a modulation
technique in which the carrier frequency changes repeatedly in order to prevent nar-
rowband jamming [18, 19]. The algorithm according to which the frequency is shifted
over the entire spectrum follows a pseudo-random sequence and must be available at
both the transmitter and the receiver but has to be kept secret from non-authorised
users. Otherwise, if the jammer gets access to the hopping pattern, he can simply alter
the central frequency of the jamming signal following the one used in legitimate
transmission, thus making FHSS modulation impractical.

For the demodulation purposes, perfect synchronisation is needed between the
spreading sequences of the legitimate parties, which represents a major problem of the
FHSS technique. The pseudo-random sequence agreement can be realized by using
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cryptography mechanisms on the upper layers of the system model, inducing high
system complexity. However, a lightweight PLS key generation algorithm can be
implemented instead, by which the hopping pattern can be negotiated using the random
radio characteristics of the wireless propagation environment.

Another FHSS drawback concerns the inefficient use of the frequency band.
Although narrowband signals, which occupy small parts of the entire spectrum for very
short periods of time, are transmitted, the large number of frequencies needed for
reliable FH modulation demands the availability of a wideband frequency spectrum.

Direct Sequence Spread Spectrum. Direct sequence spread spectrum is another
modulation technique widely used as a measure against interference and jamming [20].
The approach consists in expanding the transmitted signal into a wider frequency band
by simple multiplication to a pseudo-noise (PN) sequence, which is again random.
The PN represents a sequence of rectangular pulses with values 1 and —1, also called
chips. Since the PN frequency is much higher than that of the transmitted signal, the
resultant spectrum of the modulated signal is similar to the spectrum of noise. Thus the
narrowband jamming signal, whose power is concentrated over a small bandwidth,
affects only a negligible part of the frequency spectrum of the transmitted signal.
Moreover, spreading the original signal into a wider bandwidth distributes its entire
power over a large number of frequency components so that its power spectral density
is significantly reduced and may even fall under the white noise level. In this way,
secure legitimate transmission can be carried out without being detected by a malicious
user trying to intercept the communication, i.e. privacy enhancement is another
advantage of DSSS application.

The larger the frequency of the PN sequence, the wider the spectrum occupied and
hence the lower the power spectral density and the influence of jamming interference
are. Nevertheless, spreading restrictions must be taken into account for bandwidth
efficiency purposes.

The DSSS demodulation at the receiver, called de-spreading, again represents
multiplication of the received signal by the same pseudo-random noise sequence used
in the transmitter for spreading modulation. In order to obtain reliable results, the PN
sequences of both the transmitter and receiver must be negotiated in advance, meaning
that synchronization is a major challenge in DSSS, as it is in FHSS. The other dis-
advantage of FHSS, namely the spectrum utilization problem, also concerns DSSS, as
wide bandwidth needs to be occupied for each transmission.

3.2 Jamming Filtering at the Receiver

RZF Receive Filter. An approach proposed in [21] aims to reduce the radio jamming
induced by an adversary through special construction of the receive filter at the BS. The
method employs the idea introduced in [22] to design the filter in a regularization
manner, so as to be adjustable and able to obtain optimal results. It can be applied when
the jammer attacks both the training and data transmission phases. The algorithm
followed to design the receive filter, called regularized zero-forcing (RZF) and
explained in Algorithm 1, uses the channel estimates of both legitimate and jamming
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channels — / and g, correspondingly. In order to obtain g, a zero-forcing technique is
used. When using RZF for the estimation of jamming channels, it is assumed that at
least one pilot sequence exists that is orthogonal to those of LU and remains unused
during the pilots’ transmission. The jamming channel is estimated by nulling the LU’s
training sequence through projection of the received signal onto the unused pilot
sequence, which is orthogonal to the sequences assigned to LU.

After the process of channel estimation of both legitimate and non-legitimate
channels, a linear RZF receive filter is constructed.

Algorithm 1: RZF algorithm

1: Uplink transmission of a training sequence and receiving its
corresponding jammed signal at the BS;

2: Obtaining an estimate of the legitimate and jamming chan-

nels — hand g, at the BS through zero-forcing;

3: Construction of a regularized linear receive filter, based on
both /7 and g .

The MMSE-type receiver uses conventional MMSE (Minimum Mean Square
Error) estimation for filter design. Optimal performance of the MMSE-type receiver is
observed when / and g are calculated with no errors from channel estimation.

The ZF-type receiver aims at eliminating the jamming signal by orthogonal pro-
jection of h onto 8. It reduces the complexity of the MMSE-type receiver as no matrix
inversion is needed for its computations. Moreover, as the numerical results in [21]
demonstrate, the ZF-type receive filter improves the rate achieved by the MMSE-type
receive filter for the same levels of transmit power used by LU and the jammer. The
ZF-type receiver is an RZF filter whose regularization factor converges to zero.

BJM Receive Filter. A promising approach for the mitigation of jamming attacks, that
can be used at the physical layer of a MIMO wireless system, is proposed in [23]. The
strategy involved consists in the construction of a jamming-resistant receiver based on
a blind jamming mitigation (BJM) algorithm. The BJM algorithm can overcome the
effect of jamming induced by multiple malicious devices as long as the number of
receive antennae at the MIMO receiver exceeds the total number of antennae at the
jammer. A main advantage of the BJM receiver is that no channel knowledge is needed
to resist an attack, since the receive filter is designed using only the information about
the pilot signals sent and received during the training phase. The BJM algorithm is
represented in Algorithm 2.



An Overview of Methods of Reducing the Effect of Jamming Attacks 279

Algorithm 2: BJM algorithm

l:  Uplink transmission of a training sequence
[)7(1) XQ2),... )?(L)] composed of L number of pilot signals
and receiving its jammed values [\N{(l), Y(2)...., SNK(L)] at the
BS;

2: Computation of expected values E[YY” ] and E[YX a ] at the

BS, where X is the uplink signal at the LU, Y is its corre-
sponding received signal at the BS and () denotes a Hermiti-
an matrix;

3: Construction of an optimal linear spatial filter P by setting
the MSE of the decoded signal at the BS to zero.

The BJM algorithm aims at designing an optimal linear spatial filter P using solely
the knowledge of the training signals. For that reason, the MSE (Mean Squared Error)
of the estimated pilot signals must be minimized by setting its derivative with respect to
P to be zero.

Digital Filter for IEEE 802.15.4. A method for jamming avoidance in IEEE 802.15.4
communication networks, working in the 2450 MHz frequency band, is proposed in
[24]. At the physical layer, the 802.15.4 standard incorporates the DSSS technique for
jamming mitigation. After the message is de-spread at the receiver, a MAC layer 2-byte
cyclic redundancy check (CRC) is performed. The CRC is computed at both the
transmitter and receiver ends and its value is sent together with the payload data. If both
the CRC computations differ from one another, the transmission of the packet is not
considered successful and it has to be retransmitted. This procedure represents an
opportunity for the attacker, since corruption of a symbol per packet results in denial of
service. For that reason, although DSSS is applied in the standard, the system is not
secure against jamming attacks. As interfering with only one symbol per packet is
enough to disrupt the communication, a successful jammer can take advantage and
reduce its energy consumption by undertaking random jamming attack.

For counteracting such a type of intervention, initiated at the centre frequency of a
legitimate signal, the authors of [24] suggest the use of an additional high-pass digital
filter to eliminate the narrowband jamming component. While the low-pass filter
conventionally incorporated in 802.15.4 is capable of suppressing the inter-cell inter-
ference and noise, it is not able to affect jamming at the baseband. In contrast, as the
experimental results in [24] show, jamming mitigation is achieved when an additional
high-pass finite impulse response (FIR) filter of low order is added. The operation
sequence of 802.15.4 together with the implementation of the proposed filter is sum-
marized in Algorithm 3.
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Two major problems with the proposed filtering are emphasized in [24]. The first
relates to SNR degradation when no jamming is present in the system. The other
weakness of this technique is in the assumption that the centre frequencies of the
legitimate and jamming signals coincide, which is not a realistic scenario. To cope with
these drawbacks, in [25], algorithms for filter selection in an adaptive manner are pro-
posed. However all the algorithms explore information about the packet delivery ratio
(PDR), which is a parameter computed at the MAC layer and takes the approach out of
the scope of this paper, where solely physical layer security methods are discussed.

Algorithm 3: 802.15.4 algorithm with high-pass filter imple-
mented

1: Transmission of a signal, spread by DSSS;

2: Signal’s de-spreading at the receiver;

3: Filtering of noise and inter-cell interference by low-pass
filter and jamming mitigation by high-pass digital filtering;

4: Comparison of the CRC received in the packet with the one
calculated at the receiver and raising a flag if they are differ-
ent.

4 Comparison of the Jamming Mitigation Techniques
Discussed

This section comprises a comparison of several essential advantages and drawbacks of
the methods discussed which can influence their implementation in different types of
networks depending on the infrastructure and resources available. The results of the
comparison are summarized in Table 1.

As is shown in the table, all the methods discussed need some additional processing
to be conducted at the receiver — in FHSS and DSSS the signal is de-spread at the
receiver, while all types of filtering are also performed there. Whereas spreading of the
signal in a larger frequency band is realized at the transmitter before the message to be
sent, none of the filtering methods rely on processing at the transmitter, which makes
them advantageous from the ease of implementation point of view. Two more features
that are in the favour of the filters proposed as distinct from the spread spectrum
approaches relate to the efficient utilization of the available bandwidth and the lack of
necessity for time and frequency synchronization to ensure reliable performance.

Although the digital filter design suggested for IEEE 802.15.4 networks is the
easiest to be implemented, as only a simple FIR filter of low order must be additionally
applied, its main drawback consists in the increased error rates in non-jamming
environments. The reason for this is that the resultant band-stop filter attenuates the
legitimate signal at the centre frequency when no attack is initiated.
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MMSE receive filter, FHSS and DSSS are the three methods that are inappropriate
to be used for networks with memory and power constraints, due to their high com-
putational complexity.

The major disadvantage of the two RZF receive filters — MMSE and ZF, is that
channel estimation is needed for them to perform successfully. Moreover, the CSI of
not only the legitimate but also of the jamming channel must be obtained. For that
reason, a purposely unused pilot sequence and large number of training signals are
needed. Though the BJM receive filter also explores the training phase with multiple
pilots, its operation does not concern any CSI which makes it more accurate in sce-
narios when jamming is also present in the training phase.

Summarizing the results of the properties compared in Table 1, it can be observed
that the digital filter proposed for IEEE 802.15.4 networks is superior to the others from
a computational complexity point of view, since only processing at the receiver, which
is much simpler than in the other filtering approaches, needs to be applied. Further-
more, as no CSI is needed for its implementation, this technique is not dependent on the
channel training phase and can achieve reliable results for jamming mitigation during
the pilots’ transmission session. Despite its inefficient performance in the absence of
jamming, the aforementioned characteristics of the IEEE 802.15.4 digital filter make it
the recommended method, particularly in scenarios of resource-constrained wireless
systems, where operations are restricted due to computational and power limitations.

Table 1. Comparison of the jamming mitigation techniques at the physical layer

No | Features compared Jamming mitigation technique

Spread Receive filter approaches
spectrum
approaches
FHSS | DSSS | MMSE | ZF | BJM | Digital filter for IEEE
802.15.4

v |/ |S

1 | Additional processing at the
receiver

>
>
*
x

2 | Additional processing at the

Lo 3 N NI NI
Lo 3R N NI N
x

transmitter

3 | Synchronization needed X | X X

4 | Increased bandwidth needed X X | X X

5 | Performance loss in non- X X X v
attack scenarios

6 | High computational v v v X X X
complexity

7 | CSI needed X X v X X

8 | Large number of pilots X X v VAR AP ¢
needed

9 | Purposely unused pilot X X v X X

sequence needed
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5 Conclusion

In this paper several physical layer security methods for jamming mitigation are
described and analysed based on substantial features for their implementation.
Observing the main characteristics of the solutions in the comparison, in summary it
could be said that a filter that does not rely on channel estimations and can adaptively
change its centre frequency, using only physical layer parameters, will be a promising
strategy for jamming mitigation.

A topic worthy of further investigation concerns a review of receive filter
approaches that can be used in wireless systems to mitigate the effect of a jamming
attack whose frequency is variable in time. Such a novel filtering method with tunable
bandwidth and central frequency will be proposed in a future work. In order to be
applicable in resource-constrained systems, the filter will be of low order and have low
computational complexity and high efficiency. Moreover, the adaptive properties of the
filter will avoid degradation of the signal in non-jamming environments and in this way
will improve the performance of the digital filter proposed for IEEE 802.15.4. Such an
approach is proposed in [26] and will be experimentally evaluated in the presence of
jamming attacks in a future study.
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