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Abstract. Smartphones have changed the world from a primitive to a high-tech
standpoint. However, there have been many incidents where third parties have
used confidential data of the users without their consent. Thus, it causes people
to be paranoid and distrustful of their smartphones, never knowing which
application threatens to expose them. In this paper, we have conducted an in-
depth review of the significance of smartphones in human life, and we have
discussed the methods used by various authorities to collect and exploit users’
data for enigmatic benefits. Moreover, we surveyed the smartphone users to
identify the vulnerabilities leading to privacy violation, and to examine their
knowledge about the protection mechanisms. We determined that Technology
and Human are the two major vulnerabilities that are exploited to invade users’
privacy. It is the necessity of the moment for the researchers and developers to
formulate solutions that could be used to educate and protect smartphone users
from potential threats and exploitation of data.
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1 Introduction

Smartphones have revolutionized human life due to features such as connectivity,
efficiency, functionality, and entertainment [1-3]. Connectivity: Besides phone calls
and text messages, one can access social networking sites like Facebook, Twitter,
SnapChat and many more. Advanced connection services like Viber and Skype enable
one to save money through free conversation. One can also send and receive emails
once their email accounts are set up and synced to their phone. Efficiency: Smartphones
are efficient because they speed up processes making it easier for people to go about
their business on the move. Applications such as Google Docs and OneDrive allows a
person to work and collaborate with other people anywhere and anytime without the
aid of computers. Functionality: Other than connectivity and efficiency, there are
abundant applications for various purposes that can be installed on a smartphone.
Smartphones provide users, the choice of enabling security measures to protect
important data on their devices. Entertainment: One of the main attractions of smart-
phones is the entertainment factor. Latest movies, songs, TV shows and even online
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gaming has been accessible on the move using smartphones. The discussion of
smartphones being an invasion of data privacy never ends. Smartphones are great
pocket-assistant devices because they contain a variety of sensors [4]. Since smart-
phones have become a necessity, people rarely go without them. This enables the
sensors to gather users’ data. These sensors are both a gift and a curse. This is because
the sensors could be compromised for malicious intents without users’ knowledge. For
example, online app store Google Play removed 20 apps because they were abusing
their access through sensors found on Android phones. This means before Google
discovered the privacy violation conducted by these apps, they could track and keep a
record of users’ most private data like their current location, pictures, videos, sensitive
files and everything else on their devices. Besides providing opportunities for hackers
or perpetrators to snoop into users activities via sensors, certain apps on smartphones
gather data such as recently searched, most popular search, and download history. The
developers have built the apps in such a way that they compile all the raw data and then
sell them off to advertising companies, which then convert them into useful information
and ultimately, profit. It may seem harmless on the surface, but there may be data that
the user would have wanted to keep private and confidential. For example, randomly
searching for a product on a search engine could cause pop-ups or e-mails regarding the
same searched product at a discounted price. In order to contribute to the domain of
smartphones data security, we conducted this research to identify the user and tech-
nology related vulnerabilities. The findings from this research could be used as strong
foundations to carry out advanced research in the domain especially related to pro-
tecting smartphone users from data privacy violation and to make smartphones a
trustable next-generation technology. The rest of this paper is structured as follows: In
Sect. 2, we discuss the secret methods of data collection using smartphones. Section 3
contains a discussion on the exploitation of the data. The survey results are analyzed in
Sect. 4 and critically discussed in Sect. 5. Finally, we have concluded the research in
Sect. 6.

2 The Data Collection Methods

Unauthorized data collection is a major concern among the general population in
today’s age. Due to the vast upgrades and constant improvements in technology,
devices are being more necessary than ever in a society. Smartphone devices have
become almost like a necessity in today’s world, and base models are getting
increasingly more affordable [7]. What would have cost thousands of dollars previ-
ously, could be only a couple of dollars today. This is one of the many reasons that the
use of smartphones is widespread with some users being as young as three years of age.
Users of devices like smartphones should be constantly aware of the permission that
they grant the phone, if they are not, their data can be collected even without them
realizing it. There are many ways through which smartphone users’ data can be
accessed. The data collection methods are discussed in the following sub-sections.
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2.1 Location Sensors

Location sensors determine the exact geographical location of smartphone users with
high accuracy. Longitude and latitude coordinates obtain the geographical location, but
its accuracy is dependent on the types of applications, operating system and hardware
of the smartphone [8]. As more users are using phones for navigational purposes as
well as transport services, the majority of smartphones being produced have high
accuracy location sensors embedded in them. Some of these location sensors measure
not only the latitude and longitude but also an ‘x’ element, which refers to the height or
elevation of the device. This allows for more accurate tracking and data collection. The
applications of an iOS and Android device are different. Apple is stricter when it comes
to granting location permission to an application, and allows the user to adjust these
settings, both via the application, as well as through the device privacy settings [9]. For
Apple, users can select between having the location of the device always turned-on,
always turned-off or be turned-on only when an application with permission is open
and running. However, for Android, users may need to take extra precautions. In an
investigation and report by Quartz, it was found that even if the smartphone device is
actively turned-off, the device is without a SIM card, is not connected to the internet,
and does not have any applications needing location services to be used, Android OS
phones can still collect location data to be sent to Google as soon as the smartphone is
connected to the internet. When the application has location access or if the device
itself has location access turned-on all the time, data is being collected constantly.
Certain smartphone applications can even figure out roughly what floor of a high-rise
building that you work or stay in based on time and frequency of visits [10].

2.2 Accelerometer and Gyroscope

Most older smartphones have had accelerometers that measure in only one dimension.
However, the latest smartphones have accelerometers that measure in three dimensions,
with these dimensions being ‘x’, ‘y’ and ‘z’. This is also known as the three-axis
accelerometer. Apart from this, a gyroscope is also available on most devices [11]. This
allows not only the speed to be measured but also the relative positioning and direction
of travel of the smartphone device. A certain travel company who has monitored these
data has found that in their application, the number of visitor’s peak and surge around
midnight, which is right before most adults head to bed. It was also found that during
these times, the devices (mainly smartphones) that are being used had many rotations
going on. This indicated that a majority of the users were looking at travel sites while
lying in bed, as lying on their side generally causes the phone to rotate to landscape
mode.

2.3  Wi-Fi Sensors

Another way of gathering data is through Wi-Fi. The monitoring and data gathering of
location-based data via Wi-Fi is one of the lesser-explored uses of Wi-Fi. However, it is
a good way to get these location-based data as it uses less battery as compared to GPS
or accelerometers [11]. With Wi-Fi sensors, the location of a user can be extracted
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based on which access points they have connected their device to. Other data that can
be gathered from Wi-Fi access points are the speed or if the user is currently traveling.
This data is gathered by measuring the speed of the connection changes as it may
rapidly connect and drop, thus assuming if the user of the smartphone device is
traveling at a relatively high speed. Even if the smartphone device does not connect to a
Wi-Fi network, it can still be traced, and data can be collected based on the fact that
smartphone devices usually automatically scan for Wi-Fi connections through various
access points [12]. These access points can be tracked as smartphone devices can
measure various components such as the access point’s MAC address, its SSID’s, name
and signal strengths.

2.4 Virtual Keyboards

A Virtual Keyboard (VK) is a vital part of any smartphone, as the majority of the things
we do on a smartphone needs a VK to function. Another reason it is important is that
every piece of information from mundane daily memos to private credit card numbers
and other passwords go through the VKs [3]. Some VKs require a login account to
personalize data such as words and phrases that are commonly used. However, it is
highly likely that these VKSs sell the data to third-party applications or companies for
targeted advertising [13].

2.5 Third Party Tracking Applications

A study has shown that about 70% of applications share the data collected with
companies such as Google analytics [14]. Companies like these can obtain data from
various applications and combine them to form a scarily accurate and detailed profile of
smartphone users [15]. They can combine information to do this even if all applications
are granted permissions separately [12]. However, big companies like these have one
goal in mind, i.e., profit. The main source of this profit is to create and deliver specific
and targeted advertisements based on what the tracking applications have identified to
be interesting to the smartphone user.

3 The Exploitation of Data

There are many different purposes for organizations or authorities to obtain users’ data.
However, most of these reasons lead back to one cause, i.e., profit. [16]. When we say
that data is unethically, illegally or inappropriately used, it means that the original
owner of the data did not consent to the data being used in that specific manner. This
section contains information about the uses of data that are unethical, illegal, or a
combination of both.

3.1 Targeted Advertisements

Targeted advertisements are dedicated to specific products or services that interest a
user. This is achieved by collecting various user data using many applications,
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especially social media based apps. Some of the most used categories of data for
targeted advertisements are; location, search history, browsing history, posts viewed or
interacted with on social media, pictures seen or videos watched, and even certain key
terms based on keyboard activities. Location-based advertisements gather location data
from GPS of the device to deduce the locations that the user is most often at, as well as
locations that have been visited or areas checked in on various social media apps [17].
The advertisements presented may be related to travels, services or goods provided near
those locations. For search history and browsing history, the advertisements would be
items or services that have previously been searched or looked for. Data from posts
viewed or interacted with, pictures looked at or videos watched, will generate data that
will produce advertisements of similar topics or items related to recently viewed
activities. Finally, it would be keyboard activity, which is the most privacy invading
option. The data stored could be anything from credit card information to passwords to
words that are often used. This information will be used to find advertisements that are
related to these words.

3.2 Selling Data

Numerous third-party firms would buy the data to be analyzed. Companies can also use
this data for themselves. For example, The Wall Street Journal has cited two cases
relating to this; A travel website charging Mac users’ higher hotel prices, and a large
multinational office supply chain offering better deals only if there is a competitor
within a 20-mile radius. The travel website, Orbitz, found out that Mac users were more
likely to spend up to 30% more on a hotel room, and they were 40% more likely to
spend on 4 or 5 star hotel rooms as compared to Windows users [18]. Thus, they have
started providing Mac users with higher hotel room prices to increase their profits. As
for the office supply store Staples, the Wall Street Journal has found out that Staples is
tracking the location of online users and only offering discounts and coupons if there is
a competitor store within a 20-mile radius from their current location [19]. If no
competitors are found nearby, Staples assumes that the users are willing to pay the
higher price as they do not have a choice, thus eliminating the discounts and coupons
for these users and increasing their profits.

3.3 Candidate and Employees Profiling

New companies tend to do screenings on potential employees or the employees that
they feel they may need to worry about. Companies and organizations these days will
either look up the employee on social media and various search engines or get
investigators to find out more about these employees. Not all companies or organi-
zations will have the resources to hire investigators, nor need to if it is not a high
position. Facebook has been found to publicly display users’ data even if the user has
restricted it to the ‘friends only’ option [8]. This enables employers to check Facebook
pages of potential or current employees. This is unethical on the part of Facebook, as
users have restricted these data or contents to specifically their friends only, and not the
general public.
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3.4 Predicting and Influencing Users Habits

Similar to the targeted advertisement, the data collected is used by marketers to try to
influence certain users to purchase certain products or services. The difference from
targeted advertisements is that the user may not have shown interest in these products
before, and these advertisements are usually decided based on demographics or per-
sonal data. The data collected will be used to promoting certain items, which they feel
the user may be inclined to buy. A well-known example of this was certain cigarette
companies targeting their advertisements towards highly stressed and lower-income
users, as it was this group of people that were most likely to start smoking and buy
cigarettes [20]. A user dependent on cigarettes is a loyal customer to them, thus
increasing their profits constantly.

3.5 Distribution of Confidential Data

There have been multiple cases where personal data had been stolen and published on
the internet for everyone to see. A few common cases were the nudes of celebrities
stolen via iCloud and published, and when accounts of dating site users were pub-
lished. In the first case, which happened in 2014, a hacker gained access to the iCloud
library of Apple used by celebrities and leaked their personal and private photos online
[21]. The hacker gained access to the iCloud accounts via brute force attacks and
followed up by publishing a list of 100 celebrity names whose accounts had been
supposedly hacked, followed by uploads of photos soon after. In the second mentioned
case, occurred in 2015 when a hacking group accessed and stole users’ data of a site
called Ashley Madison. The Ashley Madison site was a dating site targeted towards
individuals who were married or in a relationship. These hackers believed that what
they did was ethical as they were exposing cheating and unfaithful individuals.
However, the fact that they had hacked into, and stole 60 GB worth of user profiles and
data, along with identifying and real-world profiles, is illegal [22]. This data leak has
caused many problems towards the affected individuals, ranging from the breakdowns
of families, discrimination among their peers, and was even linked to two cases of
suicide. Regardless of whether the hackers believe that their stealing of data is for
ethical reason, the act in itself is illegal and wrong. The users entrusted the companies
with keeping their profiles and data secure and did not consent to their data being
openly uploaded online for others to view. It is a serious breach of personal and private
data and can have many negative effects on the victims.

4 Survey

This section analyses the survey conducted to identify the user vulnerabilities that
could lead to privacy violation using smartphones. Additionally, we aimed to under-
stand how users feel about their privacy concerning smartphones. This survey has 202
responses from participants of different age groups, geographical locations, and
opinions on smartphones data privacy. We started with a question to determine the data
that participants find the most private to them. 151 participants (74.8%) consider
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passwords on their devices to be the most confidential data. Coming close to that
number, 103 participants (51%) declared photos and videos are most private to them.
90 participants (44.6%) find emails, and a total of 80 participants (39.6%) stated that
location is the most sensitive data to them, respectively. The remaining participants
have considered documents, banking details, messages, chat history, and contacts as
the most private data as shown in Fig. 1.

Among these types of data, which do you consider to be most private?

Photos and Videos 103 (51%)
Emails 90 (44.6%)
Passwords stored on device 151 (74.8%)
Location 80 (39.6%)

nothing|'—3 (1.5%)
nothing is safe)—2 (1%)

Documents|—1 (0.5%)

Banking details|—1 (0.5%)

Messages|—1 (0.5%)
Almost everything|—1 (0.5%)

Chat history|—1 (0. )
1(0.5%)
All the above|—1 (0.5%)
1(0.5%)
Contacts|—1 (0.5%)

Personal|—1 (0.5%)

Text messages and app datal 1 (0.5%)
Things you keep to yourself} 1 (0.5%)
fingerprint lock| 1 (0.5%)

1(0.5%)
| don't own a smartphone|—1 (0.5%)
1(0.5%)

0 50 100 150 200

Fig. 1. Data importance.

In the world of smartphones, the application level permissions could potentially
lure users into collecting their sensitive information. The second and third question was
targeted to understand the users’ interaction with the permissions required by the apps.
As shown in Fig. 2, 49% participants occasionally, 26.7% participants have never, and
24.3% participants make it a point to read all the required permissions before installing
or using an application on their smartphones. This finding is bothersome because only a
minority of the participants read all the permissions requested by an application before
installing it. This is probably because the permissions are too lengthy to read or the
need for the application is greater than data privacy or simply due to lack of knowledge.
Moreover as shown in Fig. 3, 62.9% of our participants had refused to install an
application when it asked for certain unrelated permissions. Of the remaining
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participants, 23.8% have never, and 13.4% have refused to install an application once
due to the permission it requested, respectively.

How frequently do you read the required permissions of an application
before installing it?

@ All the time
@ Sometimes
® Never

Fig. 2. Users knowledge.

Have you ever refused to install an application you want due to the
permissions it requested?

responses

@® Once
@ More than once
® Never

62.9%

Fig. 3. Application permissions.

The fourth and fifth question was targeted to identify the protection mechanisms
and precautionary measures undertaken by the users as a defense mechanism against
the privacy-violating Apps. As shown in Fig. 4, we are amazed to determine that
42.6% of participants have never used anti-virus and anti-malware applications on their
smartphones, 31.7% are currently using either anti-virus or anti-malware on their
devices, whereas 25.7% used to have one of those two types of applications but not
anymore since they uninstalled it. Moreover, as shown in Fig. 5, 60.4% participants
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have not installed applications outside of Google Play Store or Apple App Store, while
38.6% has confessed to having installed applications outside of the certified application
installation platforms and trusted sources. This number is worrisome because partici-
pants open doors for many malicious applications that can invade their privacy.

Do you use anti-virus or anti-malware applications on your smartphone?

@ Used 1o, but not anymore
@ Currently in use
@ Never, and | don'tintend to

Fig. 4. Using protection application.

Have you installed any applications outside of Google Play Store or Apple
App Store?

® vYes

@® No

® Possibly

® i have iphone

Fig. 5. Trusted and untrusted applications

5 Discussion

From the overall survey results, we observe that smartphone privacy issues occur due
to two major vulnerabilities (Human and Technology). The smartphone technology has
been developed to enable communication, collaboration and to assist users in a variety
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of other everyday tasks. However, likewise any other technology, this technology can
and has been exploited for malicious reasons. The intruders such as hackers and
organizations are spying on user activities, collecting data for personal gains such as
advertisement, service improvement, and selling data. The smartphone users are vul-
nerable to various threats, and in most cases, they are unaware of the effects on their
data privacy. However, in certain cases, users indirectly or unintentionally allow access
to their sensitive data due to lack of awareness and knowledge of the smartphone
technology and the apps. Many of the users are not even aware and well informed of
using protection mechanisms such as anti-virus, anti-malware, and other anti-spyware
services. Furthermore, the users of smartphones are also not conscious of the per-
missions that apps require from them during the installation or execution time. In
certain cases, the users grant unwanted permissions to the Apps due to their need and
convenience to use the required features. The lack of care in granting permissions could
lead to privilege escalation, and users’ data privacy can be at risk. It is the necessity of
the moment for the researchers and developers to formulate solutions that could be used
to educate and protect smartphone users from potential threats and exploitation of data.

There are solutions developed to deal with issues regarding the required permis-
sions of a mobile application. When people download an application, they do not read
the app’s privacy policy because it is tedious and filled with complicated words that
they may not understand [23]. To address this issue, the mobile application market
should be plastered with application reviews that come from trusted sources. This will
give users a sense of relief knowing that their data will be secured from third-party
exploitation. Brands also serve their purpose by building a reputation of being
responsible for maintaining the privacy of user data so that users will not have any
qualms from downloading any mobile application developed by them. A balance needs
to be struck between users of apps who want their data to be secured and the app
developers who want to boost their revenue by using user profiles for advertisement
purposes [24]. To do this, a new model must be developed that will have two distinct
flows of information, one from the user to the developer and another from the user to
the advertisement network, both vice versa. Both developers and ad-networks will have
unique privacy requirements. The application developer has certain privacy require-
ments that work in conjunction with the application while the ad-network can develop
privacy methods that will fully aid the market reliant on advertisements. A solution to
privacy risks in the form of an anonymous identifier has been presented [25]. Block-
chain can also be used to protect data that users want to keep private [26]. The
blockchain system involves two main proceedings, the protection of users’ data and the
ability for services to retrieve the data after a verification process using digital signa-
tures. To better ensure that users are aware of the available mobile applications that
consist of effective privacy and security features, an app recommendation system is a
solution [27]. TaintDroid is a system designed to keep track of the usage of private data
by third-party applications that may or may not be suspicious on Android [32]. Data
from both reputable and non-reputable apps will be tainted. Whenever it is found that
the data has been shifted from 1 location to another, TaintDroid will create a log of the
event containing the details of the movement of the data, painting a clearer picture as to
which apps are credible and which are not.
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6 Conclusion

Cyber-criminals who are utilizing a highly sophisticated range of approaches and
destructive codes, are aiming conventional operating platforms such as iOS and
Android [33]. There is a legion of operating system versions in use to cater to the ever-
increasing number of smartphone users on Earth [34]. While conducting this research,
we realized that smartphone technology is a double-edged sword. It brings many
benefits and makes lives very convenient but also presents several risks to user data
stored within it. The privacy problems posed by smartphones are phishing attacks
through location tracking, racial profiling, user surveillance and controlling the
smartphone camera for spying purposes. Some solutions we have discovered include
increasing the number of trusted reviews for applications, blockchain security and app
recommendation systems. In our survey, we have discovered that fewer users read the
terms and conditions of the application before installation. Almost half of the partic-
ipants do not have antivirus or anti-malware apps on their phones, leaving them vul-
nerable to attacks. Finally, nearly 40% have downloaded an app from an untrusted site
increases the chances of compromising their phone because these applications might be
virus or worm infected.
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