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Abstract. In this paper, the dynamic characteristics of four-dimensional dis-
crete hyperchaotic mapping are analyzed by phase diagram, bifurcation diagram,
Lyapunov exponential spectrum and permutation entropy complexity. On this
basis, a newhyperchaotic pseudo-random sequence generator is designed by using
the four-dimensional discrete hyperchaotic sequence and multi-quantization
algorithm. The performance of the hyperchaotic pseudo-random sequence
generator is tested by NIST SP800-22 and sequence correlation. The test results
can indicate whether the sequence generated by the chaotic pseudo-random
sequence generator has good randomness and correlation. The research results in
this paper will provide theoretical basis and experimental basis for the application
of chaotic pseudo-random sequences in information security fields such as secure
communication.
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1 Introduction

Pseudo-random sequences are deterministic sequences with some random character-
istics. Due to their excellent randomness and statistical properties close to white noise,
pseudo-random sequences are widely used in many scientific and engineering fields in
modern science. For example, it can be applied to satellites, spacecraft orbits, radar
technology, secure communications, digital information processing systems, and
spread spectrum communications [1–3]. The use of computer systems can not produce
random sequences in the true sense, only pseudo-random sequences can be produced
[3–5]. The commonly used pseudo-random sequence generated by traditional pseudo-
random sequence generation methods such as m-sequence [6, 7] and Gold-sequence
[8, 9] based on linear congruence theory has low complexity and has hidden dangers in
information security. At the same time, the speed of password generation in cryptog-
raphy design is also limited [10]. In order to design a pseudo-random sequence with
excellent performance, it is a research hotspot to find a new pseudo-random sequence
production method.

Chaos is a seemingly random but deterministic dynamic behavior. It is a
unique nonlinear dynamic phenomenon. Its extreme sensitivity to initial values and
parameters and long-term unpredictability of orbits enable chaotic systems to generate
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pseudo-random sequence that seemingly unpredictable, so the study of pseudo-random
sequence generator based on chaotic system is a hot topic in the research of pseudo-
random sequence generation scheme [11–21].

Chaotic systems are divided into continuous chaotic systems and discrete chaotic
systems. The dynamic behaviors of different kinds of chaotic systems are not the same,
so the randomness of chaotic pseudo-random sequences generated by them is also
different. Therefore, the choice of chaotic systems is very important for the generation
of pseudo-random sequences [22]. For continuous chaotic systems, many pseudo-
random sequences based on chaotic systems have proved that they have good statistical
properties, however, the fixed-step integration method often used in continuous chaotic
systems to solve differential equations can easily lead chaotic dynamic behavior to
degradation, and the complexity of the sequence will not change much because of the
increase in the number of scrolls in the attractor [23]. For discrete chaotic systems, it is
a common method to generate pseudo-random sequences by using low-dimensional
chaotic systems or low-dimensional chaotic systems based on them. The advantage of
this method is that the time is short and the form is simple, and the dynamical property
of the chaotic system will not degrade when solving. The disadvantage is that the
complexity is not high and the difficulty of deciphering is small. Hyperchaotic systems
have two or more positive Lyapunov exponents [24–29], usually its sequence ran-
domness is better than the general low-dimensional chaotic system. Therefore, one of
the effective ways to solve these problems is to use a hyperchaotic system to generate
pseudo-random sequences, which can effectively improve the security of pseudo-
random sequences. For the above reasons, the best way to design a pseudo-random
sequence generator is to use a high-dimensional discrete hyperchaotic system.

This paper intends to use a four-dimensional discrete hyperchaotic mapping system
based on the modified Marotto theorem. Firstly, by analyzing the dynamic character-
istics of the system, the appropriate system parameters are selected, so that the chaotic
pseudo-random sequence generated by the pseudo-random sequence generator has the
best random performance in theory. Secondly, a pseudo-random sequence generator is
designed by using a quantization algorithm; Finally, the performance of the generated
pseudo-random sequence is tested.

2 Four-Dimensional Discrete Hyperchaotic Mapping System
and Its Dynamics Analysis

2.1 Four-Dimensional Discrete Hyperchaotic Mapping System

The mathematical model of the four-dimensional discrete hyperchaotic mapping sys-
tem is:

xnþ 1 ¼ sin xnð Þ sin ynð Þ � a sin wnð Þ
ynþ 1 ¼ b sin xnð Þ cos ynð Þ � xn
znþ 1 ¼ cyn þ t sin znð Þ
wnþ 1 ¼ dyn

8>><
>>: : ð1Þ
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Take a = 4, b = 4, c = 3.5, d = 2, t = 4, the initial value of the system [x0, y0,
z0, w0] = [0.7, 0.8, 1.5, 0.8], the simulation step size is 0.0001. At this time, the
Lyapunov exponents of the system are [0.8665, 0.6941, 0.6248, 0.1993], so the system
is hyperchaotic. The corresponding chaotic attractor phase diagram is shown in Fig. 1.

2.2 Analysis of Dynamic Characteristics

2.2.1 Bifurcation Diagram and Lyapunov Exponent Spectrum
When the parameter b 2 [0, 5], let a = 4, c = 3.5, d = 2, t = 4, the initial value of the
system [x0, y0, z0, w0] = [0.7, 0.8, 1.5, 0.8], At this time, the Lyapunov exponent
spectrum and the bifurcation diagram of the system are shown in Fig. 2. It can be
seen from Fig. 2 that the bifurcation diagram and the Lyapunov exponent spectrum
agree well. When 06 b6 0:88; 1:756 b6 2:19 2:476 b6 5, there are four positive
Lyapunov exponents in the system, and the system is in hyperchaotic state. However,
when b 2 1:248; 1:252½ �, b 2 1:556; 1:573½ �, there are two obvious periodic windows
in the system, so when selecting parameter b, the value of the period window should be
avoided.
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Fig. 1. Phase diagram of four-dimensional discrete hyperchaotic system
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When the parameter d 2 0; 2:5½ �, the remaining system parameters remain
unchanged, and the Lyapunov exponent spectrum and the bifurcation diagram of the
system are shown in Fig. 3. It can be seen from Fig. 3 that the results of the bifurcation
diagram and the Lyapunov exponent spectrum also agree. When 1:196 d6 1:38 and
1:536 d6 5, the four Lyapunov exponents of the system are positive values, indicating
that the system state is hyperchaotic too, but the system obviously has a periodic
window when d 2 0:586; 0:594½ �. Therefore, the selection of the parameter d should
avoid selecting the value of the period of the periodic window.

When designing a pseudo-random sequence generator using hyperchaotic maps,
appropriate parameters can be chosen to ensure that the system has two or more
positive Lyapunov exponents. After analyzing the dynamic characteristics of the
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system, the parameters a = 4, b = 4, c = 3.5, d = 2, t = 4 are selected to ensure that the
system has four positive Lyapunov exponents to design hyperchaotic pseudo-random
sequence generator.

2.2.2 Permutation Entropy Complexity Analysis
In order to measure and calculate the complexity of time series, this paper uses the
permutation entropy complexity algorithm for analysis. Compared with other algo-
rithms, the algorithm is simple to calculate, the image is clear and easier to implement.
In this analysis, let the dimension p = 5, the sequence length is 10000, and other
system parameters are unchanged. When the parameters b 2 [0, 5] and d 2 [0, 2.5],
the permutation entropy complexity of the chaotic sequence is obtained as shown in
Fig. 4. As can be seen from Fig. 4, when the parameter b and the parameter d change,
the trend of the dynamic characteristics of the system is consistent with the bifurcation
diagram and the Lyapunov exponents spectrum.
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2.2.3 Probability Density
For example, the probability density function of the chaotic sequence generated by the
classical Logistic map approximates the Chebyshev type with more ends and less
middle, which is not conducive to the efficiency and ability of search [30].

The probability density of four discrete sequences Xn, Yn, Zn and Wn generated by
the four-dimensional discrete hyperchaotic mapping system in this paper is shown in
Fig. 5, which are similar to the Chebyshev type distribution, and shows that the
probability density distribution meets the demand, and the chaotic sequence generated
by it has good randomness.
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3 Design of Pseudo-random Sequence Generator

The chaotic pseudo-random sequence is a binary sequence obtained by quantizing the
sequence generated by the chaotic system. This binary sequence can reflect the ran-
domness of the chaotic system. In the process of generating pseudo-random sequences,
quantization is the most important link. The choice of quantization algorithm will
directly affect the randomness, complexity and security of the generated pseudo-
random sequence [31]. Therefore, in order to ensure the performance of the pseudo-
random sequence generator, an appropriate quantization method must be selected. In
this paper, the system parameters are taken as a = 4, b = 4, c = 3.5, d = 2, t = 4, and
the initial value of the system [x0, y0, z0, w0] = [0.7, 0.8, 1.5, 0.8]. The four chaotic
sequences generated by the system are quantized by the following quantization algo-
rithm. The specific steps are as follows:

Step 1. After setting the system parameters and initial values, iterate N times to
eliminate the transient effect and ensure that the system enters the chaotic state.
Continue to iterate the hyperchaotic system to obtain four real values xn, yn, zn, wn,
and obtain four new real values x0n; y

0
n; z

0
n;w

0
n by Eq. (2).

k
0 ¼ p log k; k ¼ xn; yn; zn;wn: ð2Þ

Step 2. The integer part of the four real values of x0n; y
0
n; z

0
n, and w0

n is removed by
the Eq. (3), and the fractional part A = (Ax, Ay, Az, Aw) of the real value is obtained.

A ¼ abs k
0

� �
� floor abs k

0
� �� �

: ð3Þ

Step 3. The rounding method is used to represent the decimal A in binary:

A
0 ¼ a1a2 � � � am: ð4Þ

Where A
0 ¼ A

0
x;A

0
y;A

0
z;A

0
w

� �
; am ¼ 0 or 1, m is computer precision.

Step 4. XOR the obtained four binary sequences according to Eq. (5) to obtain a
new sequence S:

S ¼ A
0
x � A

0
y � A

0
z � A

0
w: ð5Þ

Step 5. Continue to iterate the hyperchaotic system and repeat the above four steps
until a hyperchaotic pseudo-random sequence of the desired length is obtained.

In the above algorithm, the sequence x0, y0, z0, w0 generated by the initial value of
the hyperchaotic system, and the number of iterations N can be used as a key. If the
precision of the computer is 16, the key space of the algorithm is 1064, so the algorithm
has a large key space and is sufficiently resistant to general exhaustive attacks.
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4 Performance Analysis of Pseudo-random Sequences

4.1 NIST SP800-22 Test

There are many standards for detecting pseudo-random number performance, such as
the Federal Information Processing Standard FIPS 140-2, the Diehard Battery test by
Marsaglia, and the random sequence test standard SP 800-22 developed by the
National Institute of Standards and Technology (NIST). This paper adopts the most
widely used and authoritative NIST SP 800-22 standard in the world. The standard has
a total of 15 test indicators, using the ideal random sequence as a reference, and testing
the pseudo-random from different angles in statistical characteristics. The degree of
deviation of the sequence is generally considered to be good pseudo-random perfor-
mance by the sequence that can be detected. Each test of the SP 800-20 standard
provides two criteria for determining the pass rate and the uniformity of the P-value
distribution. All the tests took a significant level of a = 0.01, and test sequence has b
groups, the confidence interval for defining the pass rate was:

1� a� 3

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
a 1� að Þ

b

s
; 1þ a� 3

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
a 1� að Þ

b

s !
: ð6Þ

When the pass rate falls within this confidence interval, it indicates that the
sequence passes the test, and if P-value > 0.0001, it indicates that the P-value of the
measured sequence is evenly distributed, and the sequence is random.

The test conditions used herein are: significant level a = 0.01, test sequence b = 100
groups, each group is 1000000 bit in length, and the confidence interval is [0.96, 1]. The
results obtained after the test are shown in Table 1. It can be seen from the results in
Table 1 that the pseudo-random sequence generated by the pseudo-random sequence
generator designed in this paper has passed the NIST SP 800-20 test, and compared with
the NIST test results of the chaotic pseudo-random sequence generated by the pseudo-
random sequence generator designed by Chung-Yi Li based on Logistic chaotic mapping
system and Afshin Akhshani using three-dimensional discrete hyperchaotic mapping
system, the NIST test results of the chaotic pseudo-random sequence generated by the
pseudo-random sequence generator based on the high-dimensional discrete chaotic
system designed in this paper have the P-value of 12 indicators larger than the results in
the literature [32], and there are 11 indicators of P-value are larger than the result in
literature [33]. Therefore, this pseudo-random sequence is more random and more secure
and reliable in the field of information security such as secure communication.

Table 1. Test results of NIST SP 800-22

Number Test name P-value Pass rate Times Result

1 Frequency 0.997 823 1 1 Pass
2 Block frequency 0.383 827 1 1 Pass
3 Cumulative sumsa 0.534 146 1 2 Pass
4 Runs 0.401 199 0.99 1 Pass
5 Longest run 0.437 274 0.99 1 Pass

(continued)
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4.2 Correlation Analysis

Correlation is an important indicator for testing pseudo-random sequences. Good
correlation is an important guarantee for the system to operate reliably. Correlation
includes autocorrelation and cross-correlation. The ideal random sequence has an
autocorrelation function close to the d function and its cross-correlation function is
close to 0. The d function is defined as

dðtÞ ¼ 1 t ¼ 0
0 t 6¼ 0

�
: ð7Þ

Let the system parameters a = 4, b = 4, c = 3.5, d = 2, t = 4, the initial value of the
system [x0, y0, z0, w0] = [0.7, 0.8, 1.5, 0.8], and 60000 values from the A′ sequence are
selected randomly. Then get the corresponding autocorrelation and cross-correlation results
are shown in Fig. 6. The Fig. 6 shows that the autocorrelation of the binary sequences
generated by the pseudo-random sequence generator is satisfied with d function and the
cross-correlation is closed to 0. Therefore, the sequence has superior correlation.

Table 1. (continued)

Number Test name P-value Pass rate Times Result

6 Rank 0.224 821 0.96 1 Pass
7 FFT 0.816 537 0.98 1 Pass
8 Non-overlapping templatea 0.935 716 0.96 148 Pass
9 Overlapping template 0.816 537 1 1 Pass
10 Universal 0.304 126 0.98 1 Pass
11 Approximate entropy 0.657 933 1 1 Pass
12 Random excursionsa 0.232 760 0.96 8 Pass
13 Random excursions varianta 0.028 181 0.97 18 Pass
14 Seriala 0.616 305 0.99 2 Pass
15 Linear complexity 0.834 308 1 1 Pass

Note: aTest contains multiple tests, listed as worst case
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5 Conclusion

By analyzing the dynamic characteristics of the four-dimensional discrete hyperchaotic
mapping system based on the modified Marotto theorem, the parameter range of the
system in hyperchaotic state is determined, which provides a theoretical basis for the
implementation of pseudo-random sequence generator. Secondly, the pseudo-random
sequence generator is designed by combining multiple quantization algorithms. The
simulation results show that the pseudo-random sequence generator can quantize the
sequence generated by the hyperchaotic system into a hyperchaotic pseudo-random
sequence. Then, the quantized hyperchaotic pseudo-random sequence is tested by
NIST SP 800-20 test. The test results show that the sequence generated by the designed
pseudo-random sequence generator has good randomness. Finally, the autocorrelation
and cross-correlation of hyperchaotic pseudo-random sequences are analyzed. The
analysis results show that the sequence generated by this generator has an autocorre-
lation close to the d function and a cross-correlation close to zero. Therefore, the
sequence generated by the chaotic pseudo-random sequence generator can be applied to
information security fields such as secure communication.
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