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Abstract. The traditional cryptosystem is based on the security of private key.
While the private key is leaked, the signature information may be exposed.
Based on this, a threshold signature scheme with strong forward security based
on Chinese remainder theorem is proposed. The signature is generated through
the cooperation of members, which solve the problem of authoritative fraud
introduced by the dealer. The private key is updated periodically to handle the
threat caused by the private key leakage. Security analysis shows that the
existing signatures will not be affected by the compromise of the corresponding
private keys, and do not allow for forgery of the future signatures, which shows
that the new scheme has the forward security and the backward security. The
efficiency analysis shows that our scheme is more efficient compared with the
well-known existing schemes in the literature.
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1 Introduction

In the era of explosive development of the Internet today, while it brings convenience
to people, it also faced the problems such as privacy leaked and information tampering.
The rapid development of the network has promoted the widespread application of
digital signature technology, however, the biggest challenge of digital signature tech-
nology is the leakage of the private key, which make the information seriously inac-
curate, in this context, the idea of forward security came into being.

In 1997, Anderson [1] first proposed the concept of forward security at the cryp-
tography conference in Europe. The core idea was the update of the key. Then Bellare
and Miner [2] proposed forward theory based on One-Schnorr and Fiat-Shamir’s
schemes in 1999, in which implemented a forward-secure digital signature scheme for
the first time. In 2000, Anderson [3] summarized the forward security scheme and
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proposed two security: forward safety and backward safety. In 2001, Mike Burmester
et al. proposed a strong forward security definition [4], it means a signature system will
not affect the previous and subsequent signatures when the current key is compromised.
Its proposal greatly improves the efficiency of the signature.

The literature [5] based on the zero-knowledge proof proposed a forward-backward
secure digital signature scheme. Literature [6] proposed a forward-backward security
digital signature based on the strong RSA hypothesis. Literature [7] proposed a two-
way secure signature scheme based on discrete logarithm problem. Literature [8]
proposed a proxy signature scheme with strong forward security based on the ElGamal
scheme. The literature [9] proposed forward and backward security group signature
scheme based on Lagrangian difference polynomial. In literature [10] the dual key is
introduced on the basis of Guillou-Quisquater signature system and Rabin cryptosys-
tem, proposed a strong forward-secure digital signature scheme. The literature [11]
based on the bilinear pairing algorithm proposed a verifiable strong forward secure ring
signature scheme, both in signature and verification process requires bilinear pairing
calculation, which makes the signature efficiency lower. All of the solutions above have
strong forward security but are inefficient.

In [12], a signature scheme with forward security based on the Chinese remainder
theorem was proposed. In [13], given a subgroup signature scheme. In [14], Tang pro-
posed a group blind signature scheme. A group signature scheme was proposed in [15].
The signature schemes above were all based on the Chinese remainder theorem, all of
which have forward security but no backward security.

Based on the above researches, a threshold signature scheme based on the Chinese
remainder theorem with strong forward security is proposed. The scheme does not
require a trusted center and solves the problem of authoritative fraud in the trusted
center. Through cooperation, the partial signatures synthesized the final signature. It
also supports the members’ private keys updated periodically to ensure strong forward
security of the signature system.

2 Prerequisite Knowledge

2.1 Forward Security Theory

The forward security theory [2] means the entire signature time is divided into cycles
and the public key remains unchanged throughout the signature time, but the member
private key is continuously updated as the signature cycle progresses. In each cycle,
signatures are generated by using the member’s current private keys. When a member’s
private key is leaked in a certain period, due to the update of the private key, the
malicious attacker cannot forge the signature information before the period, so the
signatures before the current period are secure.

The implementation of forward security theory is as follows:

1. Divide the validity period of the signature into T periods;
2. The public key remains unchanged throughout the signature time, and the private

key is dynamically updated as time passes;
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3. In j cycle, member Pi counts SKij ¼ hðSKiðj�1ÞÞ, where h is a one-way function;
4. Pi deletes SKiðj�1Þ immediately after calculating SKiðj�1Þ. Thus, even if an

attacker obtains the j cycle’s private key of Pi, it cannot obtain any information of
the private keys before the period. The update of private key is shown as follows
(Fig. 1).

2.2 Strong Forward Security

Strong forward security means that if the current key of a signature system is given
away, it will not have any effect on the signature before and after the current period. It
mainly includes two aspects of security:

1. Forward security: refers to that the key’s leak of the current period will have no
effect on the signature information before this;

2. Backward security: refers to that the key’s leak of the current period will have no
effect on the signature that will to be generated.

2.3 Asmuth-Bloom Secret Sharing Scheme

The Asmuth-Bloom [16] secret sharing scheme was proposed by Asmuth and Bloom in
1983. Its mainly includes three steps:

1. Initialize

Suppose DC is a secret distributor, P ¼ P1;P2; � � � ;Pnf g is a collection of n
members, the threshold is t and the secret is S. The DC selects a large prime q q[ Sð Þ,
A is an integer, d ¼ d1; d2; � � � ; dnf g is a strictly increasing sequence of positive
integers, and d satisfies the following conditions:

(1) 0�A�M=q� 1;
(2) d1\d2\ � � �\dn;
(3) gcdðdi; djÞ ¼ 1; ði 6¼ jÞ;
(4) gcdðdi; qÞ ¼ 1; ði ¼ 1; 2; � � � ; nÞ;
(5) M ¼ Qt

i¼1
di [ q

Qt�1

i¼1
dn�tþ 1.

Fig. 1. Schematic diagram of private key update
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2. Secret distribution

DC calculation z ¼ SþAq and zi ¼ zmoddi; ði ¼ 1; 2; � � � ; nÞ, send ðzi; diÞ to Piði ¼
1; 2; � � � ; nÞ as a secret share of Pi.

3. Secret recovery

Any t members can recover secrets. After exchanging secrets between members,
any member can establish the following congruence equations:

z � zi mod dið Þ

According to the Chinese remainder theorem, the congruence equation has a unique
solution:

z ¼
Xt
i¼1

D
di
eiXimodD; ði ¼ 1; 2; � � � ; tÞ

So, we can find S ¼ z� Aq.

3 The Proposed Scheme

Based on the Chinese remainder theorem, this paper proposes a dynamic threshold
signature scheme with strong forward security. This solution does not require a dealer
and the member private keys’ are updated regularly, which keeping the group public
key unchanged, to ensure the scheme strong forward security. The architecture diagram
of the scheme is shown as follows (Table 1):

Table 1. signature scheme architecture diagram
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The solution consists of four steps: initialization, signature generation, signature
verification and the updated of private key. The initialization phase generates a secret
share, calculates verification information, and generates member keys and group keys.
The signature compositor combines the partial signature into the final signature and it is
verified by the signature verifier. The member private key is updated every t time
periods.

3.1 System Initialization

Q ¼ Q1;Q2; � � � ;Qnf g is a collection of n members, p and q is two large prime
numbers that satisfy q=p� 1, d ¼ d1; d2; � � � ; dnf g is a set of strictly monotonically
increasing positive integer sequences which satisfies the Asmuth-Bloom secret sharing
scheme, t is the threshold, g is the generator element on the finite field, M is the

message to be signed, N ¼ Qt
i¼1

di is the product of the t smallest di.

1. Generate secret shares:

(1) Qi selects a0i and N0
i randomly to satisfy the following conditions:

0\a0i\½q=n� ð1Þ

0\N0
i \½N=q2 � 1�=n ð2Þ

(2) Qi calculates the verification information x0
i and u0

ij:

x0
i ¼ gða

0
i þN0

i qÞmodp ð3Þ

s0ij ¼ ða0i þN0
i q� L0ijÞ=dj ð4Þ

u0
ij ¼ gs

0
ijmodp ð5Þ

broadcast x0
i , u

0
ij.

(3) Qi calculates secret shares for other members:

L0ij ¼ ða0i þN0
i qÞmoddj ð6Þ

retains L0ii, broadcasts g
a0i , gN

0
i and sends L0ij to Qj.

2. Generate members’ private keys

Qj verifies the correctness of the message from Qi through (7, 8)
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ga
0
i � gN0

i qmodp ¼ x0
i ð7Þ

ððgL0ijmodpÞ ððu0
ijÞdjmodpÞÞmodp ¼ x0

i ð8Þ

If they are right, then Qj calculates his private key:

H0
j ¼

Xn
i¼1

L0ijmoddj ð9Þ

So the member’s personal public key is:

C ¼ gH
0
j ð10Þ

3. Generate a group key:

According to the sub-secrets a0i selected by each member, the group public key is:

PK ¼
Yn
i¼1

ga
0
i modp ð11Þ

Then the group private key is:

SK ¼
Xn
i¼1

a0i ð12Þ

3.2 Generate Signature

1. Qi selects a random number xi 2 Zp and calculates:

zi ¼ gximodp ð13Þ

broadcasts gxi .
2. After Qj receives zi, it calculates:

z ¼ g

Pt
i¼1

xi
modp ¼

Yt
i¼1

gximodp ¼
Yt
i¼1

zimodp ð14Þ

3. Qi calculates:

V0
i ¼ D

di
eiH

0
i modD ð15Þ
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4. Qi calculates part of the signature R0
i :

R0
i ¼ M � z � xi þV0

i modD ð16Þ

then, sends the partial signatures ðM; z; R0
i Þ to the signature compositor.

5. After the signature compositor receives the partial signature of the t members,
synthesize them

R ¼
Xn
i¼1

R0
i modD

 !
modq ð17Þ

so the signature of the M is ðM; z; RÞ

3.3 Verify Signature

When the certifier receives the signature of M, it verifies the signature:

gR � zM�z � PKmodp ð18Þ

If the equation is true, the signature ðM; z; RÞ of the M is valid.

3.4 Private Keys Update

The update of private keys can prevent attacks effectively. Assume that the update
cycle is T, the detailed update algorithm is shown as follows

1. Qi selects a random number NT
i to satisfy the initial conditions.

2. Qi calculates the update factors:

LTij ¼ L T�2ð Þ
ij þNT

i qmoddj ð19Þ

sends it to Qj, broadcasts g
L T�2ð Þ
ij and gN

T
i ;

3. Qi calculates verification information xT
i and uT

ij .

xT
i ¼ gL

T�2ð Þ
ij þNT

i qmodp;

sTij ¼ ðL T�2ð Þ
ij þNT

i q� LTij Þ=dj;
uT
ij ¼ gs

T
ij modp;

and broadcasts them.
4. When Qj received the messages LTij , x

T
i and uT

ij , verifies the correctness through the
following two equations:

gL
T�2ð Þ
ij � ðgNT

i Þqmodp ¼ xT
i ð20Þ

ððgLTij modpÞ ððuT
ij ÞdjmodpÞÞmodp ¼ xT

i ð21Þ
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5. If Qj has a private key during T-2 is H T�2ð Þ
j , then the private key for the T period

after update is:

HT
j ¼ H T�2ð Þ

j þ
Xn
i¼1

LTijmoddj ð22Þ

The new private key can still be used for signature and verification.

4 Analysis of the Proposed

4.1 Correctness Analysis

Theorem 1. The signature generated by the updated private key is valid. That is to
prove that the (18) formula is established.

Prove:

HT
j ¼ H T�2ð Þ

j þ
Xn
i¼1

LTijmoddj

¼ H T�3ð Þ
j þ

Xn
i¼1

L T�2ð Þ
ij moddj þ

Xn
i¼1

LTijmoddj ¼ . . .

¼ H0
j þ

Xn
i¼1

L0ijmoddj þ . . .þ
Xn
i¼1

LTijmoddj

¼ H0
j þ

Xn
i¼1

XT
r¼1

Lrij

 !
moddj

¼
Xn
i¼1

a0i þN0
i q

� �þ Xn
i¼1

XT
r¼1

L T�2ð Þ
ij þNT

i

" #
moddj

¼
Xn
i¼1

a0i þ
XT
r¼1

Nr
i q

 !
þ
Xn
i¼1

XT�1

r¼1

L T�2ð Þ
ij moddj

¼
Xn
i¼1

a0i þ
XT
r¼1

Nr
i q

 !
þ
Xn
i¼1

XT�2

r¼1

a0i þNr
i q

� �
moddj

¼ 2
Xn
i¼1

a0i þ
XT�2

r¼1

Nr
i q

 !
þNT

i qmoddj; ðj ¼ 1; 2; � � � ; nÞ

make

GT ¼ 1
2

Xn
i¼1

a0i þ
XT
r¼1

Nr
i q

 !
þ
Xn
i¼1

XT�2

r¼1

a0i þNr
i q

� �
moddj ð23Þ
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Then

HT
j ¼ 2GTmoddj; ðj ¼ 1; 2; � � � ; nÞ:

Solving the congruence equations according to the Chinese remainder theorem:

HT
1 � 2GTmodd1

HT
2 � 2GTmodd2

..

.

HT
t � 2GTmoddt

8>>><
>>>:

Get a unique solution:

GT ¼ 1
2

Xt
i¼1

D
di
eiH

T
i modD

Make

VT
i ¼ D

di
eiHT

i modD

Then

GT ¼ 1
2

Xt
i¼1

VT
i modD;

It can be known from the formulas (1), (2) and (19):

GT ¼ 1
2

Xn
i¼1

a0i þ
XT
r¼1

Nr
i q

 !
þ
Xn
i¼1

XT�2

r¼1

ari þNr
i q

� �" #

� 1
2

Xn
i¼1

a0i þ q � N
2q2

� 1
� �

=n

� �
þ
Xn
i¼1

XT�2

r¼1

a0i þ q � N
2q2

� 1
� �

=n

� �( )

� 1
2

n � q
n
þ q � N

2q2
� 1�=n

� �� �
þ n � q

n
þ q � N

2q2
� 1

� �
=n

� �� �

� 1
2
� 2 � n � q

n
þ q � N

q2
� 1

� �
=n

� 	

� qþ q � N
q2

� 1
� �� 	

� N
q

Threshold Signature Scheme with Strong Forward Security 23



According to the literature [17], when t > 2

M � z �
Xt
i

xi þGT �D

According to formula (16, 17)

R ¼
Xt
i¼1

R0
i modD

 !
modq

¼
Xt
i¼1

M � z � xi þK0
i modD

 !
modq

¼ M � z �
Xt
i¼1

xi þGT

 !
modD

" #
modq

¼ M � z �
Xt
i¼1

xi þGT

 !" #
modq

According to Eq. (23)

GT ¼ 1
2

Xn
i¼1

a0i þ
XT
r¼1

Nr
i q

 !
þ
Xn
i¼1

XT�2

r¼1

ða0i þNr
i qÞmoddj

" #

¼
Xn
i¼1

a0i modq

So have

R ¼ ½ðM � z �
Xt
i¼1

xi þ
Xt
i¼1

a0i Þ�modq

gR � g
½ðM�z�

Pt
i¼1

xi þ
Pn
i¼1

a0i Þ�modq

� zM�z � PKmodp

Equation (18) is established, so the signature is valid.

4.2 Forward Security Analysis

If a member’s private key is leaked in a certain period, no one else can falsify the
signatures before it.
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Suppose an attacker has stolen the personal private key HT
j of the member Qj of the

T period, and the attacker wants to calculate H T�1ð Þ
j , then the attacker must calculatePn

i¼1
LTijmoddj, and

LTij ¼ L T�2ð Þ
ij þNT

i qmoddj

¼ L T�3ð Þ
ij þðNðT�2Þ

i þNT
i Þqmoddj

¼ L T�4ð Þ
ij þðN0

i þ . . .. . .þNðT�2Þ
i þNT

i Þqmoddj

¼ L0ij þ
XT
r¼1

ðNr
i�NðT�1Þ

i Þqmoddj

So Xn
i¼1

LTijmoddj ¼
Xn
i¼1

ðL0ij þ
XT
r¼1

ðNr
i�NðT�1Þ

i ÞqmoddjÞ

The attacker needs to obtain the random numbers Nr
i of the first T cycles and the

initial secret share L0ij of all members in a limited time, however they are secretly selected

by the members, so it is difficult. The initial secret share is L0ij ¼ ða0i þN0
i qÞmoddj, since

a0i and N0
i are secretly selected and saved by members, so it is not possible to get.

In the stage of generating secret shares, an attacker may intercept the broadcast
messages ga

0
i and gN

0
i to calculate the secret shares L0ij, but it is difficult for the attacker

to calculate the discrete logarithm problem in the limited time, so it is impossible to get
for the attacker.

During the private key update phase, the attacker may intercept the broadcast

information gL
T�2ð Þ
ij and attempt to obtain LT�2

ij directly, but it is still a discrete logarithm
problem, solving this problem is extremely difficult, so the attacker cannot obtain it
within a limited time through calculation.

Therefore, the attacker cannot calculate the member’s private key before the period
based on the private key of the current period, the scheme has forward security.

4.3 Backward Security Analysis

If the attacker wants to falsify the members’ private key after the current cycle, it is not
possible.

The member’s private key is HT
j ¼ H T�2ð Þ

j þ Pn
i¼1

LTijmoddj, if an attacker wants to

falsify the private key after the current, suppose the attacker wants to fake the private

key of the T + 1 period, the attacker must calculate H T�1ð Þ
j and

Pn
i¼1

LT þ 1
ij , from the

analysis in the previous paragraph, it is impossible for an attacker to calculate the
private keys before the period in the effective time, so the attacker cannot obtain
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H T�1ð Þ
j . In addition

Pn
i¼1

LT þ 1
ij ¼Pn

i¼1
ðL T�1ð Þ

ij þNT þ 1
i qmoddjÞ, if the attacker want to get

Pn
i¼1

LT þ 1
ij , he must calculate L T�1ð Þ

ij and NT þ 1
i q, while both of them are selected secretly

by members, so it is impossible to get. Through analysis, the attacker cannot calculate
the secret share of T + 1 cycle, so it is impossible to forge the member’s private key
after the cycle.

Therefore, the attacker cannot get the members’ private keys after the current
period in a limited time, so the scheme is backward security.

5 Performance Analysis

5.1 Efficiency Analysis

Since the modulo-addition operation and the modulo-subtraction operation are negli-
gible compared with other operations, the scheme mainly analyzes the follow aspects
of bilinear pair, hash, modular power, modular multiplication and Modular inverse. For
ease of understanding, this article defines the following symbols:

This scheme analyzes the three stages of key update, signature generation and
signature verification, and compares the calculation complexity between the literature
[8, 10, 11], the comparison results are shown in Table 2 below.

Table 3 is the comparison results of the calculation complexity between this article
and other schemes. All of the solutions above have strong forward security. Through
analysis, it can be found that the calculation complexity of this scheme is significantly
lower than the others.

The computational complexity of the three stages in [8] is higher than that in this
paper. In [10] and [11] the algorithm in the update phase is lower than this paper, but it
is higher in the stage of generating signature and verification signature.

The order of algorithms complexity involved in the scheme is as follows
e[m[ u[ h[ c, that is, the bilinear pair calculation has the highest complexity,
followed by the modulus power, the modular inverse, and the modular multiplication.
This paper mainly includes modular power, modular multiplication and modular
inverse, while other schemes all need hash operation. Literature [11] required bilinear

Table 2. Time complexity representation symbol.

Operation Symbol Time complexity representation

Bilinear pair e oðeðxÞÞ
Hash h oðhðxÞÞ
Modular power m oððlbnÞkÞ
Modular multiplication c oð�lbnÞ
Modular inverse u oððlbnÞ�1Þ
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pair calculation which of the computational complexity is significantly higher than the
others. So, it is obvious that the operation of this scheme is simpler and the compu-
tational complexity is lower than the others.

5.2 Simulation

The environment of the simulation experiment is: 64-bit Window 10 operating system,
MyEclipse2015 system, CPU is Intel Core i5-8300H processor, clocked at 2.3 GHz,
memory 8 GB. The simulation experiment was carried out on the time overhead
between the scheme and the literature [11] in the signature generation and verification
phase. The result is shown below:

It can be seen from Fig. 2 that both of the scheme and the literature [11] have an
increasing trend with the increase of the number of members. From the experimental
result, the scheme [11] takes more time than the scheme proposed. This is because
scheme [11] requires bilinear pairing operations in both the signature generation and
verification phases, which is computationally complex than the other operations.

Table 3. Comparison of calculation complexity.

Schemes Update phase Signature generation phase Signature verification phase

This
article

4oððlbnÞkÞþ 2oð�lbnÞþ oððlbnÞ�1Þ oððlbnÞkÞþ 3oð�lbnÞþ oððlbnÞ�1Þ oððlbnÞkÞþ 2oð�lbnÞ

Literature
[8]

2oðhðxÞÞþ 5oððlbnÞkÞþ
5oð�lbnÞþ oððlbnÞ�1Þ

oðhðxÞÞþ 2toððlbnÞkÞ
þ 2toð�lbnÞþ oððlbnÞ�1Þ

2oðhðxÞÞþ 4oððlbnÞkÞþ 5oð�lbnÞ

Literature
[10]

3ðtþ 2ÞoððlbnÞkÞ oðhðxÞÞþ 4oððlbnÞkÞþ 3oð�lbnÞ oðhðxÞÞþ 4oððlbnÞkÞþ 3oð�lbnÞ

Literature
[11]

2toððlbnÞkÞ 2toðhðxÞÞþ 2toððlbnÞkÞ
þ toðeðxÞÞþ toððlbnÞ�1Þ

t 2oðeðxÞÞþ oðhðxÞÞþ oððlbnÞkÞ
h i

Fig. 2. Relationship between number of members and time overhead

Threshold Signature Scheme with Strong Forward Security 27



6 Conclusion

In this manuscript, we proposed a threshold signature scheme with strong forward
security. The scheme does not need a dealer. Through periodically update member
private keys, it solved the problem of forgery or falsification of signatures due to
private key leaks.
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