
Efficient FPGA Implementation
of an Integrated Bilateral Key Confirmation
Scheme for Pair-Wise Key-Establishment

and Authenticated Encryption

Abiy Tadesse Abebe1(&), Yalemzewd Negash Shiferaw1,
Workineh Gebeye Abera1, and P. G. V. Suresh Kumar2

1 Addis Ababa Institute of Technology, AAU, Addis Ababa, Ethiopia
abiytds@yahoo.com, yalemzewdn@yahoo.com,

workinehgebeye@yahoo.com
2 Ambo University, Ambo, Ethiopia
pendemsuresh@gmail.com

Abstract. The purpose of this paper is to propose a bilateral key confirmation
scheme which provides a trustworthy key establishment between two commu-
nicating parties. There are various cryptographic schemes proposed based on
unilateral key confirmation. But, such schemes do not confirm the equality of
the common secret information computed independently by each communicat-
ing party, and do not consider whether the other end is the intended owner of the
shared secret. However, exchanging of the secret information blindly without
verifying that both of the ends have computed the same common secret infor-
mation and without ensuring the identity of the other end with whom they are
communicating, can create security risks since attackers can impersonate acting
as a claimed sender or recipient. The proposed work provides bilateral key
confirmation for pair-wise key-establishment based on FPGA by integrating a
key agreement protocol and an authenticated encryption scheme. The imple-
mentation outcomes show the proposed scheme’s reasonable hardware com-
plexity and enhanced performance compared to existing similar works.

Keywords: Authenticated encryption � FPGA � Hybrid cryptography �
Key agreement � Key confirmation

1 Introduction

In cryptography, establishment of secret keying material between communicating ends
can be done electronically based on public key methods such as key-agreement pro-
tocols for key exchange [1, 2], or key transport for secure key distribution [3, 4]. When
establishing a pair-wise key-agreement, the secret keying material will not directly be
sent from one end to another. But, the two ends exchange only the required information
from which both of them can compute a shared secret independently. Therefore, this
method requires selection and exchange of valid domain parameters before performing
the computation of the secret information for key establishment. In case of
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key-transport, the secret keying material which is selected by the sender is wrapped with
a key-wrapping algorithm being encrypted by the public key of the recipient and then
transported to the other end. The recipient then unwraps the encrypted key using the
same algorithm and the corresponding private key. Various hybrid cryptosystems have
been proposed by different researchers to effectively utilize the advantages of symmetric
and asymmetric key methods [4–6]. The well-known integrated encryption schemes
such as Diffie-Hellman Integrated Encryption Scheme (DHIES) and Elliptic Curve
Integrated Encryption Scheme (ECIES) are also hybrid cryptosystems which compose a
public key key-agreement schemes, namely, Diffie-Hellman (DH) key exchange and
Elliptic Curve Diffie-Hellman (ECDH) key exchange algorithms respectively, a hash
function, a Key Derivation Function (KDF) or Hash-based Message Authentication
Code (HMAC)-based KDF (HKDF), a symmetric key encryption algorithm, a Message
Authentication Code (MAC) algorithm, and digital signature schemes [7–9]. Though
they integrate different crypto mechanisms together, the objective is to provide better
security by combining their advantages. The advantages can be described in terms of
performance and security. Performance in this case means to utilize fast symmetric key
algorithms for large data encryption and decryption instead of using public key algo-
rithms for this purpose which are considered slower. On the other hand, security refers to
utilizing the public key algorithms for secret key distribution to be used by symmetric
key schemes, as well as for signature generation and verification. The key derivation
function (KDF) in DHIES and ECIES is used for generation of one or more suitable
secret keys from the exchanged shared secret for encryption (ENK key) and for Message
Authentication Code (MAC) generation (MAC key) [7–9]. KDF or HKDF can be used
to obtain keys of a required format from the result of a DH or ECDH key exchange
suitable for the selected symmetric key algorithm such as AES. Keyed cryptographic
hash functions are commonly used to construct Hash-based Message Authentication
Code (HMAC) for key derivation in HKDF [10].

The integrated encryption schemes (DHIES and ECIES) have used unilateral key
confirmation. However, bilateral key confirmation [10] is important since key agree-
ment algorithms exchange secret information which are required for computation of
common shared secret between two communicating ends. Without confirmation of the
equality of the shared secrets created at both ends, and without verifying the identifi-
cation of the entity communicating at the other end, exchanging secret information
blindly can create security risks. In this paper, a pair-wise key-establishment method
with bilateral key confirmation capability is presented by integrating a key agreement
and an authenticated encryption schemes for authenticated encryption/decryption and
authenticated key distribution.

The rest of the paper is organized as follows: Sect. 2 presents related works. The
proposed work is explained in Sect. 3. Implementation approaches are discussed in
Sect. 4. Section 5 summarizes the results. Finally, Sect. 6 concludes the paper.
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2 Related Works

Various research works have been proposed based on the combination of public key
and symmetric key algorithms to provide authenticated key agreement and encryption.
Hybrid cryptosystems based on the combinations of public key and symmetric key
algorithms can be found in [4–6]. Hybrid cryptosystems based on integrated encryption
schemes such as DHIES and ECIES can also be found in [7–9]. In such systems only
unilateral key confirmation is considered. Figure 1 depicts the DHIES presented in [7].
In this figure, M stands for plaintext, g is generator of cyclic group. Public keys of two
communicating parties are represented by gu and gv respectively. Private keys of the
two ends are represented as u and v respectively. Also, in the figure, E represents a
symmetric key algorithm, H represents a hash function, and T stands for Message
Authentication Code (MAC) generation function.

Similarly, Fig. 2 represents the ECIES functional diagram at the sender end [8, 9].
The working principle of the DHIES and ECIES are similar, but the former uses DH
key exchange method, and the later uses ECDH key exchange method based on elliptic
curve cryptography for key agreement. But, in both cases, a unilateral key confirmation
approach has been followed. In DHIES and ECIES, the hash function and the KDF
generate a MAC key and an ENC key which are the keys used for authentication and
encryption respectively. The important issue here is that the MAC tag and the
encrypted message are sent together to the other end without ensuring whether same
shared secret is generated at the other end, and even without exactly knowing who the
owner of the common secret information is at the other end.

The bilateral key confirmation scheme proposed in this work allows both of the
communicating ends to ensure that they have generated equal secret key and also helps
to confirm with whom the secret information sharing is done creating a trustworthy key
establishment.

Fig. 1. DHIES functional diagram (Source: [7])
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3 The Proposed Method

The proposed method integrates the Diffie-Hellman (DH) key agreement and Advanced
Encryption Standard-Galois Counter Mode (AES-GCM) authenticated encryption [11]
schemes for bilateral key confirmation and authenticated encryption as shown in
Figs. 3, 4 and 5. Unlike the DHIES and ECIES, the output of the KDF is used for ENC
key and IV, instead of ENC key and MAC key. This is because the MAC is generated
using the hash sub-key (H) which is computed using the ENC key itself as part of the
AES-GCM process such that: H = AES (ENC key, 0128). This is computed at both
ends to generate and exchange MAC tags which are related to the encrypted identifi-
cation data of party A and party B (IDA and IDB) used for authentication and verifying
that the same secret key is generated at both communicating ends. The proposed
method is presented based on the following four major steps (see Sects. 3.1 to 3.4) and
also depicted in Figs. 3, 4 and 5.

3.1 Key Exchange

In the first step, the following main tasks are performed by the communicating parties.

(i) sharing of authentic public parameters which are used for generation of public
keys

(ii) selection of private key, and then, computation and exchange of public keys
(iii) computation of shared secret and generation of secret key and IV
(iv) exchange of encrypted identities for key confirmation.

Before starting of the key exchange process, both communicating ends (the sender
and recipient) first share authentic public parameters. These public parameters and
randomly selected private keys at each end will be computed to produce the respective

Fig. 2. ECIES encryption functional diagram (Source: [8, 9])
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Fig. 3. Authenticated key agreement

Fig. 4. Bilateral key confirmation

Fig. 5. Encryption and Decryption: (a) authenticated encryption; (b) authenticated decryption
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public keys for each end, using the key agreement algorithm. Then, the generated
public keys will be exchanged as shown in Fig. 3. The key agreement algorithm at each
end then computes a common shared secret using the owned private key and the
received public key. A KDF is used to produce a secret key (ENK key) with appro-
priate key length and IV, from the common shared secret, which then are used by AES-
GCM algorithm for bilateral key confirmation and authenticated encryption.

3.2 Bilateral Key Confirmation

As a second step, bilateral key confirmation is performed to prove that the produced
secret key is equal at each end, and also to assure that the other end is exactly the
claimed owner of the shared secret. To do this, both communicating ends use the
generated secret key to encrypt their respective identity (IDA, and IDB) respectively
using the AES-GCM algorithm, and send the encrypted data with the corresponding
Message Authenticated Codes (MACA and MACB) to the other end as shown in Fig. 3.
The AES-GCM algorithm at each end then compares the received MAC and the
calculated MAC′ for authentication of the IDs as shown in Fig. 4. For example, if
MACA = MAC′A, party B ensures that the message originator is party A; and similarly,
if MACB = MAC′B, then, party A confirms that the message originator is party B. It is
only after the MACs are verified true that decryption of the encrypted message will
follow. By decrypting the encrypted ID of the other end, then both ends confirm that
the secret key is equal at both ends, and the other end is the claimed owner of the secret
key, meeting the requirement of bilateral key confirmation. The computed ENC key is
not directly used for encryption of the sensitive data without knowing first that the
other end has exactly generated the same secret key and is the intended owner of
that key.

Even if the two ends trust each other, it is important to confirm first that both of
them have generated the same secret key and authenticate each other before encrypting
and sending sensitive data blindly to the other end. This protects man-in-the-middle
(MITM) not to establish a shared secret between the sender and recipient. Using the
bilateral key confirmation scheme, the sender will not trust and accept the attacker’s
shared secret as a true recipient’s secret information, and also the recipient will not trust
and accept the attacker’s shared key as a trusted sender’s shared key.

3.3 Authenticated Encryption

In the third step, authenticated encryption is performed by the sender. After bilateral
key confirmation, the sender uses the secret key and the AES-GCM algorithm to
encrypt the message. The sender then sends the ciphertext and the corresponding MAC
to the recipient as shown in Fig. 5(a). The AES-GCM algorithm is used here since it is
fast compared to public key algorithms and can provide confidentiality, data integrity
check, and authentication crypto services simultaneously.
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3.4 Authenticated Decryption

The last step is authenticated decryption process performed at the receiving end. At the
receiving end, the AES-GCM algorithm, first, validates the authenticity of the message
by comparing the received MAC and the calculated MAC′ as shown in Fig. 5(b). If the
MAC values are equal, then the message will be decrypted and utilized. But, if the
MAC values are not equal, then the message will be discarded. Therefore, using the
proposed method, authenticated key exchange along with bilateral key confirmation
and authenticated encryption/decryption are possible.

4 Implementation

In this work, the integrated scheme using Diffie-Hellman key-agreement protocol and
AES-GCM algorithm is implemented on FPGA. VHDL is used as a hardware
description language. Xilinx ISE 14.5 is used for synthesis, and the integrated simu-
lator, ISIM, is used for simulation. Xilinx Virtex 5 FPGA device is used as a target
implementation platform. It is assumed that the public parameters are authentic and
shared between the two communicating ends before starting secure communication.
Also, it is assumed that the two ends have exchanged the generated public keys at each
end, using a chosen trusted method. The computed shared secret at both ends was made
to produce 224 bits length value using SHA-224 [12] to produce 96 bits IV and 128
bits secret key which are suitable for AES-GCM algorithm. For bilateral key confir-
mation, the IDs of the respective ends were encrypted using the generated secret key so
that both ends could assure that the secret key was equal, and the other end was the
claimed owner of that key whose ID was sent with the corresponding MAC. After
creating a trusted communication based on bilateral key confirmation, a message was
encrypted using AES-GCM, and the ciphertext and the corresponding MAC were sent
to the other end. The AES-GCM at the receiving end first compared the calculated
MAC and the received MAC to verify the authentication and data integrity, and
decrypted the message after verification. A Fully Pipelined AES [13] algorithm and bit-
parallel Galois Hash (GHASH) have been implemented for AES-GCM [14]. In
pipelining architecture, registers have been placed at each step/round to construct the
pipeline as shown in Fig. 6. The depth of the pipeline, K, determines how many data
blocks can be processed concurrently. The architecture is fully pipelined when K equals
the total number of rounds. The area and the latency of the pipelined architecture are
proportional to K. Pipelining can increase the encryption speed by processing multiple
blocks of data simultaneously. The GHASH core has been implemented using the
Mastrovito bit parallel multiplier [15]. The Mastrovito multiplier performs the finite
field multiplication with parallel inputs and outputs with no clock cycle latency. The
Mastrovito multiplier uses a Matrix Vector Product (MVP) which can compute a
modulo reduced result in a single step [15]. Figure 7 shows the structure of the
GHASH core.

For implementation of Diffie-Hellman key agreement algorithm, Montgomery
multiplier [16] has been used to perform the modular multiplication which is used to
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speed up the process. The public parameters selected for implementation of the DH
protocol are: p = 991 bits and q = 503 bits.

5 Results

The proposed cryptosystem has been implemented on Virtex 5 FPGA device. The
implementation results and the performance comparisons with existing works are
shown in Table 1, in terms of utilization of FPGA resources, maximum frequency, and
the achieved throughput. As shown in Table 1, less number of Virtex 5 FPGA slices:
3533, 2478, and 3836 were utilized in the works presented by [17], [18] and [19]
respectively, as they implemented only AES-GCM algorithm with no hybrid technique.
However, 40, 41, and 50 BRAMs were utilized by [17], [18] and [19] respectively.
Also, in [20], totally, 21194 slices and 20 BRAMs were used on Virtex II demon-
strating the ECIES implementation. The hybrid scheme proposed in this work utilized
7886 FPGA slices, and 18 BRAMs as it is expected from the nature of the hybrid
schemes. But concerning the throughput, the present work achieved 39.4 Gbps, which
is an enhanced performance compared to the existing works with the same BRAM
based optimization and single core AES-GCM implementation on the same imple-
mentation platform. Unlike the existing works where the implementations were
restricted to performance enhancement and utilization of reasonable FPGA resources,
but shared secret issue of AES-GCM has remained unresolved, the contributions of this
work include authenticated encryption and authenticated key distribution with bilateral

Fig. 6. Pipeline architecture

Fig. 7. Bit-parallel GHASH multiplier
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key confirmation offering strong security with more crypto security services in addition
to performance enhancement and reasonable FPGA resources utilization. The simu-
lation wave form of the proposed scheme is shown by Fig. 8.

6 Conclusions

An integrated scheme using DH algorithm for key agreement and AES-GCM for
authenticated encryption of sensitive data has been implemented on Xilinx Virtex 5
FPGA platform offering bilateral key confirmation and authenticated encryption.
Compared to the traditional hybrid cryptosystems which provided only one sided key
confirmation, bilateral key confirmation allows both communicating ends to create a
trustworthy communication. The proposed method saves extra resource requirement
and key management by reducing the use of separate MAC algorithm compared to
DHIES/ECIES schemes, and provides authenticated key distribution which is not
addressed by existing FPGA based AES-GCM implementations. The implementation
outcomes show that the proposed hybrid system has consumed reasonable amounts of
FPGA resources with better throughput achievement which we can further improve by
applying better optimization techniques.
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