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Abstract. The smart grid is regarded as one of the important appli-
cation field of the Internet of Things (IoT) composed of embedded sen-
sors, which sense and control the behavior of the energy world. IoT is
attractive for features of grid catastrophe prevention and decrease of
grid transmission line and reliable load fluctuation control. Automated
Demand Response (ADR) in smart grids maintain demand-supply stabil-
ity and in regulating customer side electric energy charges. An important
goal of IoT-based demand-response using IoT is to enable a type of DR
approach called automatic demand bidding (ADR-DB). However, com-
promised information board can be injected into during the DR process
that influences the data privacy and security in the ADR-DB bidding
process, while protecting privacy oriented consumer data is in the bid-
ding process is must. In this work, we present a bidding approach that is
secure and private for incentive-based ADR system. We use cryptogra-
phy method instead of using any trusted third-party for the security and
privacy. We show that proposed ADR bidding are computationally prac-
tical through simulations performed in three simulation environments.

Keywords: Internet of Things (IoT) · Smart grid · Demand response
Security attack · Privacy · Compromised information injection

1 Introduction

Considering Internet of Things (IoT) technologies in smart grid applications is
an important method to expedite the informatization of power grid infrastruc-
ture. IoT is composed of embedded sensors and actuators, which senses and
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controls the behaviors of the energy world. IoT is attractive for features of grid
catastrophe prevention and decrease of grid transmission line and reliable load
fluctuation control. Automated demand response (ADR) with IoT-based smart
grids maintain facility for consumers to run a major role in optimizing energy
consumption patterns, that is, decreasing or shifting their energy use during
peak periods in response to time-based charges or other methods of economic
inducements. It maintains demand-supply stability and in regulating customer
side electric energy charges. Future IoT-based smart grid integrates demand
response [4,9].

Demand bidding (DB) program is an important type of demand responses
[8,11]. Southern California Edison (SCE) has recently approved DB program in
practice. The consumer can pick a bidding charge as part of the consumer of
energy usage discount. If the real quantity of energy reduction corresponds to
given demand, the consumer gets rewarded. Alternatively, if the consumer cannot
to save the energy usage according to the demand, no commercial punishment
is incurred. An important goal of IoT-based smart grids is to enable a type of
DR approach called automatic demand bidding (ADR-DB). Demand bidding
is often considered to purchase sharing and allocation problem in energy usage
market [4,11,14] (Fig. 1).
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Fig. 1. Security and privacy concerns with ADR in smart grids.

2 Design of Protected Bidding in IoT-Based Smart Grid

An IoT-based smart grid is envisioned to be a fully automated system that can
be to obtain decreased cost and better quality of service. These show potential
benefits that are rigorously built on wide area measurement and control system,
which is called WAMCS. This offers high-level detectability and manageability
in energy grid functions. Subsequently, we consider the WAMCS as the system
model in this work.
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In smart grid, data is collected by the phasor measurement units (PMU). The
data collected by PMUs provide the foundation for automatic, effective, and well-
organized system management. But there can be cyber enemies or attackers who
can come up with the purpose of interfering or basing the basic system functions
and they can make an effort to introduce false information into the measure-
ment data through intentionally deployed suspicious PMUs. Regarding the case
of IoT-based network, collected data can be compromised at the time of data
collection [6,10,12]. Successful false information board attack may compromise
the auspicious functionalities described above. They can also ruin the total smart
grid system functions. There are numerous threat models [2,3,5,7,13] for smart
grid network. We consider that PMUs in the WAMCS, which might be attacked
and colluded by the false information board that the attackers can make. For
example, they can change and recode the programing interface and settings, or
make disconnection in the interface and alter the privacy information board for
data transmission and reception [1]. In the case of IoT-based smart grid net-
work, if we consider only one false measurement information board, it might not
be able to cause much influence on smart grid system functions. This reason is
that the system can be enabled to correct minor errors and faults itself in the
subsequent time.

We consider the security and privacy to protection unauthorized informa-
tion injection. We explain here how we set the privacy and security features in
the case of ADR-DB system as follows. We also depict the way the system is
controlled (i.e., in the case of the ease of the consumer information recording,
cancellation, and demand provision as the incentives to the bidding winners).
(1) Anonymity–a bidder or bid winner can attend the bidding and their infor-
mation must not be recognized after bidding process is over by untrustworthy
or unauthorized parties. However, the bidder winner’s acceptability and bidding
information must be certifiable. Also, at the bidding round, it should be main-
tained that no entity is noticeable. In this way, the anonymity of the bidder
can be maintained: (2) Non-repudiation–participating bidders are able to refuse
their bids after becoming the winning bidders; (3) Non-linkability in a few rounds
of bidding: it should be maintained that no individual should be able to have
access to the outcome; because this may facilitate a bidder to be recognized in
several rounds of bidding; (4) privacy–untrustworthy entities can be restricted
who may find the chance to construct links to the bidding winner and to desig-
nated consumers; (5) Forward security: bidding is done with cryptography key,
even if the existing bidding key is attacked, the system maintain security so that
information board having the previous keys can be disclosed.

Regarding the given system model and threat models above, our objective
is to design a protected and effective, and privacy-oriented ADR-DB bidding
process for the IoT-based smart grid.
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Fig. 2. System architecture for security and privacy in bidding process.

3 Architecture of Protected Bidding Process

We have three units in the architecture: (i) registration manager as the energy
supplier, (ii) bidding round manager, and (iii) participating bidders. We main-
tain norms and definitions that are coherent to with open ADR specification.
The registration manager uses privacy technique to distinguish the agreement
and basic of the bidder’s uniqueness in secret and bidder’s cryptography-based
registration key. Bidding round manager holds the bidding round process so as
to make certificates for the bidding in every round. We can see in Fig. 2 that
represents our system architecture.

4 Protocol Development

The protocol is comprised of the following phase:

– Preparation phase. At the beginning of a bidding session, a bidding round
manager and a registration manager provide information board, where they
can exhibit required data. These bidding information boards are usually read-
only for individual and all other things. In addition, both of them produce
factors and parameters to be used in the bidding protocol. It owns cryptog-
raphy public- private key pair. For the security reason, it also has signing-
verification key pair. Both jointly create an information board for the winning
bidder.

– Bidding key creation. The registration manager transmits an authorized
request to all the registered participating bidders. After the request is received
and verified, all the participating bidders transmit the required information
board, which is kept encrypted for producing the bidding round key to regis-
tration manager. The registration manager produces the bidding round keys
and places the keys into the information board. Each participating bidder
calculates its own bidding round key and saves it secretly.

– Bidding round setup. Using the parameters placed in registration manager’s
information board, the bidding round manager produces bidding credentials
for each of participating bidders and places these credentials in their infor-
mation board.
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– Bidding round. Each of the participating bidder produces its own bid, does
the encryption operation of the bid information board. They then provide
signature on their encrypted bid. The bidding credentials, encrypted bid with
the signature are transmitted to the bidding round manager. The bidding
round manager validates every signature that was sent by the participating
bidders. The bidding round manager then decrypts the encrypted bids that he
receives from all of the participating bidders. Afterward, the bidding round
manager proclaims the maximum bid in public in order to persist in the
present bidding.

– Bid validation. Any participating bidder is permitted to examine the legality
the bids across verifiable techniques.

– Bidding winner declaration. When the bidding round session is over, the bid-
ding round manager declares the bidding winner’s information. This informa-
tion is usually placed on the bidding winner’s information board. A partici-
pating bidder is able to verify and validate the winning bid.

– Bidding incentive claim. Once the bidding session is over, the bidding winner
is allowed to demand the bidding incentive through a zero-knowledge proof
placement to the registration manager.

As shown in Fig. 3, an UML illustration of bidding manager and other involve-
ments in the bidding process shown in the protocol phases. Pre-processing phase
is not given in the figure as it is considered to be pre-calculated. It shows that
how compromised information can be injected during the bidding process.
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Fig. 3. Compromised information injection architecture.

5 Evaluation

We evaluate the protocol through simulations in Java in terms of primitive oper-
ations. These include modular multiplication (multiplying the two numbers and
calculating the same modulus), modular exponentiation (a type of exponentia-
tion performed over a modulus used for the public-key cryptography), modular
multiplicative inverse and SHA-512 hash functions (producing an unique 512-bit
signature). The bidding security key creation phase at the bidding registration
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manager is programmed regarding the primitives such as 5 modular exponenti-
ations, 3 modular multiplications and two hashes (referring to the unique hash
key when their hash code is equal). We carry out the simulation of each phase
50 times and gather the data. We then calculated the amount of time take in
average. Figure 4 demonstrate the process of bidding cryptographic key creation.
This usually consumes the highest amount of time between all the phases of the
bidding registration manager, bidding round setup and bidding round session.
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Fig. 4. Computation time needed for different phases.

6 Conclusion

Dealing with accurate information in the IoT-based smart grid infrastructure
is significant regarding attacks situations and their severe consequences in the
grid, hence, ensuring security and privacy is of great importance. Therefore, one
key aim is to provide privacy and security in the ADR in order to prevent com-
promised information injection. Towards this, customers and demand response
control should identify any unauthorized entities in the bidding process and
reliability of the demand responses. In this paper, we have proposed a private
and secure bidding protocol for incentive-based demand response system of IoT-
based smart grids. The limitation of this paper is the performance evaluation of
the security aspects of IoT based smart grid. Future work includes the detailed
implementation of ADR bidding process in terms of security and privacy aspects.
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