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Abstract. Vehicular ad hoc networks (VANETSs) are proposed to
improve the traffic safety and efficiency through communications among
vehicles and between vehicle and roadside units (RSUs). When a vehi-
cle broadcasts messages to nearby vehicles and roadside units (RSUs), it
needs to resist attacks and to preserve the privacy of the message senders.
Therefore, security and privacy issues are of great interests and remain
challenging. Many authentication schemes are proposed to tackle above
challenges while most of them are heavy in computation and commu-
nication. In this paper, we propose a novel authentication scheme that
utilizes the double pseudonym method to hide the real identity of vehicle
and adopts the dynamic update technology to periodically update the
information (such as member secret, authentication key, internal pseudo-
identity) stored in the tamper-proof device (TPD) to prevent the side-
channel attack. Because of not using bilinear pairing, our scheme yields
a better performance in terms of computation overhead and communi-
cation overhead and is more suitable to be applied in VANETS.
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1 Introduction

In recent years, the proposal of VANET [1-4] aims to enhance driving safety
through inter-vehicle communications and communications between vehicles and
roadside infrastructure. Both academia and industry show great interests in
developing a secure and efficient VANET. A typical VANET consists of a trusted
third party (TA), a set of RSUs distributed along the roads, and many vehi-
cles driving on the road. When the RSUs and vehicles receive the information
from vehicle, they need to verify the integrity of the message to ensure that
it is not modified by the attacker during the transmission. Moreover, for secu-
rity concerns, the real identity of vehicle should not be known by a malicious
attacker during the transmission to preserve the identity privacy of the sender.
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Many efforts have been made to tackle the above challenge, and many authen-
tication schemes have been proposed. Most of them are heavy in computation
and communication.

In 2008, Zhang et al. [5] first proposed an identity-based batch authentication
scheme using a bilinear mapping. Firstly, in Zhang’s scheme [5], they use the
batch authentication method to verify the many messages at the same time
which can reduce the computation overhead. Secondly, because a vehicle uses
a pseudonym identity attached to the message during the transmission process,
some untrustworthy parties and malicious attackers could not know the real
identity of the vehicle. However, in 2013, Lee and Lai [6] pointed out that Zhang’s
scheme [5] had some flaws. First of all, Zhang’s scheme [5] cannot resist replay
attack. In the absence of the corresponding inspection device, the receiver maybe
receive a valid signature that has been verified before. Secondly, Zhang’s scheme
[5] could not achieve non-repudiation. Although a trusted third party (TA) could
recover the real identity of false message which is sent by an adversary, the
attacker also could deny that sending the corresponding message. Hence, Lee
and Lai [6] proposed an improved scheme to achieve better privacy preserving.

Recently, Zhang et al. [7] and Bayat et al. [8] found that Lee and Lai’s scheme
[6] was not able to resist impersonation attacks, that is, malicious attackers could
simulate a legal vehicle to send false messages. Therefore, Zhang et al. [7] and
Bayat et al. [8] proposed two improved schemes to address the problem in Lee
and Lai’s [6] scheme. However, as pointed out in He et al.’s scheme [9], the
above two schemes have flaws that they cannot prevent the modification attack,
in which the signature of message could be modified by the malicious attacker.
Therefore, He et al. [9] proposed a conditional privacy protection scheme that
does not use bilinear paring.

In He et al.’s scheme [9], because the system’s master private key is stored in
a tamper-proof device (TPD) which is a device that no attacker can extract any
stored data. However, because of side-channel attack, the assumption of TPD is
shown to be too strong in practice. In side-channel attack, the adversary collects
side channel information leak from some cryptographic operations. Once the
TPD is compromised, the attacker could acquire the system’s master private key
so that the whole system will be compromised. In order to prevent side-channel
attacks, Zhang et al. [10] proposed a novel privacy-preserving authentication
scheme. Instead of storing the mast private key in the TPD that cannot be
updated, their scheme store security-related information in the TPD, which can
be periodically updated. This approach can get rid of the ideal TPD, so it is
more practical. However, this scheme uses bilinear mapping and multiple Map-
To-Point operations, thus leads to a heavy computational overhead.

To reduce the computation and communication overhead of the existing
authentication scheme, in this paper, we propose an efficient identity-based
privacy-preserving authentication scheme for VANETSs. Our scheme makes use
of the double pseudonym method and dynamic update technology. The compu-
tation and communication overhead are reduced because no bilinear paring is
needed in the signature generation and verification. In addition, we show that
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the proposed scheme is secure via comprehensive security analysis. Finally, we
periodically update the informations (e.g., member secret, authentication key,
IPID) stored in the tamper-proof device, therefore, our scheme can resist the
side-channel attack.

2 System Model and Design Goals

In this chapter, we briefly introduce the network model, security requirements.
Some notations are defined as shown in Table 1.

Table 1. List of notations and definitions

Notation Definitions

TA A trusted authority

s, Ppup The private key and public key of TA

certp, A certificate of R; issued by TA

ID{Rj,Vi} The real identity of R; or V;

VP The validity period of IPIDy;,

IPIDvy; An internal pseudonym identity of V;, generated by the TA

PPID; ; The public pseudonym identity of V;, generated from I PIDy; of V;
h{Rj TA} A hash-based message authentication code generated by R; or the TA

Ex (.) /Dx (.) | A symmetric encryption scheme, where 7 is the key

2.1 Network Model

As shown in Fig. 1, a VANET consists of a third-party trusted authority (TA),
some RSUs distributed on the roadside and multiple vehicles.

— TA: TA is a trusted third party in VANET, with sufficient storage and com-
puting power, and is considered impossible to compromise with an adversary.
When an attacker simulates a legal vehicle sends a false message, the TA can
resume the true identity of the sent message.

— RSUs: The RSU is an infrastructure that is distributed on the roadside
and communicates with the TA via a wired connection, and communicates
with vehicles over a wireless connection to verify the validity of the received
message.

— Vehicles: Each vehicle is equipped with TPD, and communicates with other
vehicles and RSUs through wireless connections. The vehicle periodically
broadcasts security-related messages to nearby vehicles and RSUs through
the Dedicated Short Range Communications (DSRC) [11] protocol.

2.2 Security Requirements

A security scheme for VANETS should meet some of the following features.
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Fig. 1. System model.

Message integrity: In VANETS, we need to ensure that the recipient received
the message from the sender, and the message during the sending process has
not been modified by the attacker to maintain integrity.

. Non-forgery: The attacker should not generate a valid signature on behalf of

any vehicle under the randomly selected message attack in the random oracle
model.

Resistance against side-channel attack: The attacker should not be able to
obtain any informations stored in the TPD through the side-channel attack.

3 The Proposed Scheme

In this section, we proposed an efficient identity-based privacy-preserving
authentication scheme that does not use bilinear paring to address the secu-
rity problem existing in VANET. They are some initialization parameters that
pre-load into the vehicles and RSUs generated by the TA using the following

steps.

1. TA selects a random number s € Z7 as the secret key of the TA and calculates
Ppup = s - P as the public key of the TA, where the P is the generator of G.

2. TA selects Ex(-)/Dx(-) and some hash functions: hy : G — Z,, hy : {0,1}" —
Zgy Hi,., () {0,1Y — {0,1}, Hy () : {0,1}" — I, Hy(-) : {0,1}" —
{0, l}l , where Hy, (-) as a keyed hash.

3. The system parameters ¢ = (P, Pyup, b1, ho, H1,,, (-), H2 (-) , H3 (-) , Ex () /

D, (.)). Pre-load the system parameters ¢ into the vehicles and RSUs.

This scheme consists of six phases: RSU setup phase, vehicle setup phase,

member key generation phase, vehicle signature phase, message verification
phase, IPID and authentication key update phase.
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3.1 RSU Setup Phase

In this phase, the RSU generates its own public-private key pairs and the cor-
responding certification from the TA. This certification can be used only in the
short time. Once the period is over, the RSU should execute the step once again.
To generate its own public-private key pairs, the RSU randomly chooses two
numbers kj,n; € Z; and computes PKg;, = k;P, PKg,, = n;P. The private
key is (k;,7;) and the public key is (PKle , PKRJQ), where k; is used to gener-
ate the shares of vehicle, and 7); is used to generate the secure channel between
the RSU and vehicle. After generating its public key, the RSU sends the public
key (PKg,,, PKg,,) and its own identity information to the TA through the
secure channel. When the TA receives the messages, it generates the certification
of RSU. Then the certg, is broadcasted within RSU range.

3.2 Vehicle Setup Phase

In this phase, when the vehicle joins the range of the VANETS, the informa-
tion stored in the TPD should be initialized. Assuming the real identity of
vehicle is RID, the TA can compute the inter-pseudonym identity IPIDy, =
H, ,(RID||V P;), where the V P; is the valid period of the inter-pseudonym iden-
tity like 02.03.2017-03.04.2017. The vehicle chooses the authentication key A\;,
putting the ¢, IPIDy,, A; into the TPD. (RID,V P, IPIDy,, \;) is stored into
the member list ML in the TA.

3.3 Member Key Generation Phase

In this phase, when the vehicle enters the communication range of RSU, it will
receive the certification from RSU and first check the validity of the certg,. If the
certification is valid under the public key of system, extracting the public key and
identity of RSU from the certification certg,. Then, the vehicle chooses a random
number r € Zy, and computes f = rP, mj; = Ha(f, PKg,,,rPKgr,,, I Dg,;,T;),
0 = Ho (f, Pyub, " Ppup, IDRJ.,Ti). Where T; is a timestamp, ;1,72 are used as
the keys of the symmetric encryption scheme (E; (.) /D, (.)). Finally the vehicle
computes p; = Er,, (A, T;) and sends s = (f,IDg,,p;,T;) to RSU.

After receiving s from vehicle, the RSU checks the validity of T;, if it is
invalid, then it aborts; otherwise it sends s to the TA through the secure channel.
When TA receives s and computes m;o = Hy (f7Ppub,Sf7IDRj,TZ-), D, (p;) to
get ()\;,T;) If it does not appear the equation )\; % ); in a tuple of member
list (RID,V P;,IPIDy,, ;) of the TA or T; # Tz/ or V P; is invalid, it aborts;
otherwise TA authenticates the vehicle and sends authenticated message to RSU.

Upon the RSU receives the authenticated message from the TA, it means
the vehicle is legal. RSU first computes m;; = Hs (f, PKRjQ,fnj,IDRJ,Ti);
and chooses an authenticated period 7, and member secret (8;,7;), where
B; and ~; satisfy k; = B; - v;; it computes hr, = Hi, (85,7, 7p), and
p;» =FE., (@-,’yj,Tp, hR].); and sends t = (Hs (f) ,p;») to the vehicle.
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When the vehicle receives the t and D, ;1 (p;) to get (ﬁj,vj,rp,hRj), it

verifies whether the equation hr, = Hi,  (83;,7;,7p) holds. If so, it lets the
member secret and authenticated period in the TPD; otherwise, it aborts. This
member key can only be used under the authenticated period, and once it expires,
the member key stored in the TPD is deleted.

3.4 Vehicle Signature Phase

In this phase, when a vehicle obtains the member secret (3;,v;) and the corre-
sponding validity period from the RSU, the vehicle first computes the external
pseudonym identity PPID; = H3 (IPIDy,,T;) and the one time signature key
sk; = (B; - vj) - h1 (PPID;) mod n. Then, the vehicle chooses a random number
i € Z7, and computes R; = r; - P, #; = ho (PPID; ||R;|| M;), S; = sk; + (3; - 4.
Finally, it sends (M;, PPID;, R;,S;) to nearby vehicles and RSUs.

The member secret (8;,7;) stored in the TPD needs to be periodically
updated. Choose a random number r € Z;, and set the 3; = r-3;, 75 =71 -,
as the new member secret.

3.5 Message Verification Phase

In this phase, after receiving multiple message (M, PPIDq,Ry,51),
(M3, PPIDs, Ry, S5), ..., (M, PPID,, R,,S,) from the vehicle, verifier first
checks the validity of T;, where ¢ = 1,2,...,n. If T; is invalid, the verifier rejects
the messages; otherwise, it chooses a random vector v = {v1,va,...,v,}, where
v; is a small random integer in [1,2!] and ¢ is a small integer with low over-

n
head. Then, the verifier checks the correctness of the equation (Y v;-S;) - P =
i=1

> (Vi-hi (PPIDy)) - PKR,, + > (vi- B - R;). If it does not hold, the verifier
i=1 i=1
rejects the messages; otherwise, the verifier receives the messages.

Since Ski = (Oéj /8]) . h1 (PPIDI) mod n, ﬂj Y5 = kj, PKle = kj . P,
R, = r;- P, B; = ho (PPID; ||R;|| M;) and S; = sk; + (5; - 7;, we can get the
equation hold. Hence, the correctness of the multiple messages verification is
verified.

3.6 IPID and Authentication Key Update Phase

At this phase, when a vehicle wants to update the internal pseudo-identity and
authentication key, it first chooses a random number ¢ € Z;, and computes g =
t-P, m = Ho (9, Ppub, tPpubs I1)s pi = Er, (N, T;). Then, it sends z = (g, 73, p;)
to the TA through the nearby RSU.

After the TA receives z, if T; is invalid, it aborts; otherwise, it first com-
putes m; = Ha(g, Pous, s - 9,T3), Dx, (p;) to get ()\;,Ti/) and checks the validity

of T,. If T} is invalid, it aborts; otherwise, it searches the member list for a
tuple (RID,V P;,IPIDy,, \;) such as \; = /\;. If such a tuple does not exist,
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it aborts; otherwise, TA checks the validity of V P;. If it is invalid, choose a
new valid period V P; . Then, it computes IPID;/i = H,,(RID||VP;) and

chooses a new authentication key )Ti; otherwise, it aborts. Finally, TA computes
pi = Ex,(IPIDy N T, hya). 1 hya = Hy (1P1D/Vi,Xi,Ti) is an HAMC,
sends (Hj (g),p;) to the vehicle and put (RID: VP,»/7 IPID;G,)TZ') into ML.
Upon receiving (Hs (g),p;), the vehicle first computes Dy, (pL) to get
(IPIDy,, X, T, hra . Then, it checks the validity of 7} and hra . If it is invalid,
set the (I PI D;,i , A;) as the new internal pseudo-identity and authentication key.

/

4 Security Proof and Analysis

Because the computational Elliptic Curve Discrete Logarithm (ECDL) problem
is hard to address, so any attacker could not generate a valid signature on behalf
of any vehicle through the game that is made up of a challenger C' and an
adversary A.

Theorem 1: Our scheme for VANETS is secure existential forgery under the
randomly selected message attack in the random oracle model.

Proof: Assuming there is an adversary could forge message (M;, PPID;, R;, S;),
then we construct a challenger C', which could address the ECDL problem
through running A as a subroutine. The details are as the following steps:

Setup stage: Challenger C' first sets Q = PKRg,,, then it sends the system
parameters 1 to an adversary A.

h1 — oracle: Challenger C first initializes the list Lj, with the form of
((PPID;,m,)). When receiving the query of the message with the form of
<PPID;> from the adversary A, the challenger C' checks a tuple of the
<PPID;> to find out whether it appears in the list Lp,. If the tuple exists
in the list Ly,, then send 7,, = hy (PPID;) to the adversary A; otherwise, C
chooses a random number 7,, € Z; and sets the tuple (PPID;,7,,) into the
Ly,, finally sends the 75,, = hy (PPID;) to A.

ha — oracle: Challenger C first initializes the list Ly, with the form of L,
((PPID;,R;,M;, Th,)). When receiving the query of the message with the form
of (PPID;, R;,M;) from the adversary A, the challenger C checks a tuple of the
(PPID;, R;,M;) whether it appears in the list Lp,. If the tuple exists in in the
list Lp,, then send 75,, = ha (PPID; ||R;||M;) to the adversary A; otherwise, C
chooses a random number 75,, € Z; and sets the tuple ((PPID;, R;,M;, Th,))
into the Ly,, finally sends the 7, = ho (PPID; ||R;||M;) to A.

sign — oracle: Upon receiving the message M; from adversary A, challenger
C generates random numbers S;, h;1,0; € Z; and PPID;. Challenger C' puts
(PPID;, h;1) and (M;, PPID;, R;,S;) to adversary A, which is easy to verify
equation S; - P = hy (PPID;) - PKg,, + 3; - R; hold. thus, the message and
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signature (M;, PPID;, R;,S;), which A acquired from the inquiry from C, is
valid.

Output: Finally, A outputs the message (M;, PPID;, R;,S;). C checks
whether the equation holds.

S;- P =hy (PPID;)- PKp,, + - Ri (1)

If it does not hold, C' aborts the process; otherwise, because of the forged
lemma, if A executes hy —oracle once again, a valid message (M;, PPID;, R;, S;)
will be generated. It can also conclude the similar equation.

S, P = (hy (PPID,)) - PKg, + ;- R, (2)
According to the Egs. (1) and (2), we could get

(Si — S) — (hl (PPID;) — (I (PPIDZ»))/> & (3)

N1 ,

Therefore, C output the (h1 (PPID;) — (h1 (PPID;)) ) ~<Si — Si) . However,

it is difficult to address the ECDL problem, so our scheme is secure against

forgery under the randomly selected message attack in the random oracle model.
We will introduce the security requirement as described in Subsect. 2.2.

1. Message integrity: According to the Theorem 1, because it is difficult to
address the ECDL problem, the signature used in our scheme is not forged
under the random oracle model. Therefore, no adversary can simulate a legal
vehicle to generate a valid signature or modify a legal signature. We can verify
the equation that S; - P = hy (PPID;) - PKg;, + 3 - R; holds to check the
validity and integrity of the message (M;, PPID;, R;, S;). Thus, the proposed
scheme can achieve message integrity.

2. Non-forgery: Because it is difficult to address the ECDL problem, so the
attacker could not generate a valid signature on behalf of any vehicle under
the randomly selected message attack in the random oracle model. Thus, the
proposed scheme can achieve non-forgery.

3. Resistance side channel attack: Due to the IPID is often used, if the
vehicle does not periodically update this information, it will give the attacker
a chance to recover the real identity of vehicle. In our scheme, before the
attacker can probe the related information to recover the IPID through the
side channel attack, the IPIP has already been updated. Secondly, the authen-
ticated key can only be used during the authentication of vehicle. It is much
harder for the attacker to resume the authenticated key than recover the IPID.
In addition, as for the member secret, even if the adversary could recover the
member secret, only vehicle in the nearby RSU can be influenced. Further-
more, because the RSU can periodically update its public-private key pairs,
hence, the attacker could not acquire enough information through the side
channel to resume the member key stored in the TPD.
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5 Performance Analysis and Comparison

5.1 Computation Overhead Analysis

Table 2 shows some time-consuming cryptographic operations [12] need to be
executed in each scheme. The processing time for the bilinear pairing operation
T, is 4.211 ms, the time for small scale multiplication operation T3, is 1.709 ms
and the Map-To-Point operation T},;, is 4.406 ms. The time for small scale multi-
plication operation based on the Elliptic Curve T},,—gcc is 0.442ms [9]. Figure 2
shows the total execution time of the batch verification as the amount of the
vehicle increasing in each scheme. When the authenticated vehicle is increased
to 100, in our scheme, the total execution time is less than 50 ms. Hence, our
scheme is more suitable for the scene of multiple vehicles in VANETS.

5.2 Communication Overhead Analysis

In the group G; based on bilinear mapping, the size of the elements in G is
64 x 2 = 128 byte [13]. However, in the group G based on the Elliptic Curve,
the size of the elements in G is 20 x 2 = 40 byte [9]. Furthermore, we assume
that the size of result of the general hash function is 20 byte and the size of
the timestamp is 4 byte [14]. In addition, we do not consider the size of the
message which is transmitted by the vehicle in this phase [15]. Table 3 lists the

Table 2. The computation overhead of each scheme

Scheme Pseudonym and signature | Multiple messages
generation phase verification phase

Zhang et al. [7] | 6T mp—tp + Tmntp (n+1) Trp—vp + 3Thp

Bayat et al. [8] | 5Tmp—bp + Tmtp 3Tvp+nTmp—vp+nTmep

Zhang et al. [10] | 2T nep 2Ty, + 2nTnip

He et al. [9] 3T mp—ECC (n+2) Tmp-pcc

Our Scheme Trp—ECC (n+2)Thmp—Ecc

Fig. 2. Computation overhead comparison of verifying multiple message.
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Table 3. THE communication overhead of each scheme

Scheme Sending a single message | Sending n messages
Zhang et al. [7] | 388 bytes 388n bytes

Bayat et al. [8] | 388 bytes 388n bytes

Zhang et al. [10] | 148 bytes 148n bytes

He et al. [9] 144 bytes 144n bytes

Our Scheme 80 bytes 80n bytes

communication overhead of our scheme compared with the schemes of Zhang
et al. [7], Bayat et al. [8], Zhang et al. [10] and He et al. [9].

6 Conclusion

In this paper, we propose an efficient identity-based privacy-preserving authen-
tication scheme supports both V2V communication and V2I communication in
VANETS. Firstly, unlike other schemes, which stores the system master secret
(that cannot be updated) in the TPD, in our scheme, the informations stored
in the TPD are regularly updated. Therefore, the proposed scheme can resist
side-channel attacks and hence is more practical. Secondly, the security analysis
shows that our scheme can satisfy the security requirements for VANETSs. Fur-
thermore, performance analysis and comparison shows that our scheme is better
than other schemes in terms of computation overhead and communication over-
head. This shows our scheme is more suitable used in the VANETsS.
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