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Abstract. The development of Internet applications facilitates enter-
prises and individuals to share information and work together across
physical barriers. In such environment, flexible and efficient data-
protection methods are required because data are out of the control
domain of its owners. By encrypting with an access policy, ciphertext-
policy attribute-based encryption (CP-ABE) can simultaneously achieve
data encryption and access control, making it an ideal mechanism for
data protection in Internet-based environments. However, the existing
CP-ABE schemes usually have limitations regarding efficiency and pri-
vacy leakage from the access policy. In this paper, we propose a CP-ABE
scheme with hidden access policy and fast decryption that improves the
decryption efficiency and preserves the privacy of the access policy. In
addition, by adopting dual-system encryption methodology, our scheme
achieves full security, which is a higher security level in CP-ABE. The
performance analysis revealed that the comprehensive capability of our
scheme outperforms the existing CP-ABE schemes.
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1 Introduction

With the development of Internet applications and smart devices, people can
interact, share information and work together across physical barriers typically
exploiting Internet-based environments. Thus, the cooperation among enter-
prises, public institutions and user communities is evolving into self-organizing
and open pattern. For instance, using online social networks to form a collab-
orative group is very popular at present. During the collaboration, users and
institutions tend to outsource their data to an external server on Internet to
accomplish data sharing and enable cooperation. In this case, the data objects
are out of the control domain of data owners and stored in the untrusted servers,
which causes the prominent data security problem. Furthermore, data owners
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usually want to share data to some specific users. For example, in e-Health envi-
ronment patients usually want to share their physical data to doctors in a specific
hospital, which can be ensured by access control. Hence, building an effective
data protection and access control mechanism for Internet-based collaboration
has become a major challenge.

Currently, encryption is the primary mechanism used to ensure data con-
fidentiality. However, traditional public-key encryption cannot achieve efficient
and fine-grained access control. Fortunately, the introduction of ciphertext-policy
attribute-based encryption (CP-ABE) [1] has made important steps toward solv-
ing these problems. In CP-ABE, data are encrypted under an access policy that
is specified by the data owner, and a user’s private key is generated based on a
set of user attributes. If and only if a user’s attributes satisfy the access policy
can the user decrypt the corresponding ciphertext. Hence, CP-ABE integrates
encryption and access control. The access policy in CP-ABE can be expressed
based on AND-gate, Tree or Linear Secret-Sharing Scheme (LSSS) matrix. The
tree and LSSS structures can express any monotone access policy; hence, both of
them are more expressive than the AND-gate. Using its hierarchy, the tree struc-
ture allows the data owner to specify a complex access policy in intuitionistic
form, thereby delivering a better user experience than LSSS.

In CP-ABE mechanism, not just the data are sensitive but also the access pol-
icy, because the access policy may directly contain private information about the
protected data and users. For example, through the access policy of a patient’s
physical data, one can obtain some personal information about the patient, such
as the age, the diseases, etc. However, in the original CP-ABE schemes, the
access policy is published together with the ciphertext, and anyone who receives
the ciphertext can obtain the policy. CP-ABE with hidden access policy presents
a good solution to this problem [2-11]. In these schemes, the attributes in the
access policy are hidden such that even the legitimate recipient cannot obtain
any information about the access policy more than the fact that he can decrypt
the ciphertext, which ensures anyone cannot obtain attribute information about
the data owner and recipients. However, some existing policy hiding schemes
[2-8,10] are based on AND-gate which has limited policy expression ability, and
some are proven selectively secure [4-9], a weaker security model in which part
of the challenged ciphertext description must be declared before the attacker
receives the public parameters [12].

In addition, CP-ABE is usually characterized by problems with efficiency. In
most existing CP-ABE schemes, the number of pairing operations in decryption,
which consumes substantially more CPU time and memory than other opera-
tions, increases linearly with the number of attributes involved, which makes the
decryption of CP-ABE schemes expensive. To improve the decryption efficiency,
many researchers focused on fast decryption [2-5,13,14], i.e., reducing the num-
ber of pairing operations in decryption to a constant. However, some of them
are based on expressive-ability limited AND-gate, some reveals the access policy,
and some are just proven selectively secure. In other words, none of the existing
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CP-ABE schemes can achieve fast decryption and policy hiding while remaining
policy-expressive and fully secure®.

To address the above limitations, we propose a tree-based CP-ABE with
hidden access policy and fast decryption (CP-ABE-HF) in this paper. In the
decryption of CP-ABE-HF, the number of pairing operations is reduced to three,
which greatly improves the decryption efficiency. To the best of our knowledge,
this is the first tree-based CP-ABE scheme that can achieve fast decryption.
To preserve the privacy of the access policy, we compute a ciphertext element
and record a path in the access tree for each attribute in the system. Thus, no
one can obtain what attributes are used in the real access policy, even if they
are authorized to access the data object. Regarding security, by adopting the
dual-system encryption methodology [12], CP-ABE-HF is proven fully secure,
thereby overcoming the weakness of the selectively secure model and reaching a
higher security level.

The paper is organized as follows. We review the related work in Sect. 2. The
preliminaries and background knowledge of our scheme are introduced in Sect. 3.
In Sect. 4, we describe the method of policy hiding and propose the CP-ABE
scheme with hidden access policy and fast decryption. In Sect. 5, we analysis the
security and efficiency of our scheme and compare it with some existing CP-ABE
schemes. The paper is concluded in Sect. 6.

2 Related Work

To preserve the access-policy privacy, several CP-ABE schemes with hidden
access policy have been proposed. Nishide et al. [6] first constructed an anony-
mous CP-ABE based on AND-gate, which has limited policy-expression ability.
Subsequently, several policy-hiding schemes were proposed with the same access
structure [2-5,7,8,10]. Hur [9] proposed a CP-ABE with hidden policies based on
the tree structure. However, the access policy can be determined by comparing
the index of a user’s attributes with the attributes in the ciphertext. Regarding
security, the aforementioned schemes are all proven selectively secure. To improve
the security, some additional schemes constructed over composite-order groups
are proven fully secure. Lai et al. [10] proposed a fully secure and policy-hiding
CP-ABE scheme, which is also based on AND-gate. Lai et al. [11] proposed a
partially policy-hidden scheme (i.e., the attribute name is revealed while the
attribute value is hidden) based on LSSS structure. However, this scheme is
inefficient because it adds some redundant components to the ciphertext.

To improve the decryption efficiency of CP-ABE, some researchers focused
on reducing the number of pairing operations to a constant. Emura et al. [13]
proposed a CP-ABE in which both the ciphertext length and the number of
pairing operations are constant. Miyaji et al. [14] proposed a dual-policy ABE
that requires four pairing operations to decrypt. Both schemes are based on
AND-gate and proven selectively secure.

! Full security overcomes the weakness of selective security; i.e., it does not require
the attacker to declare the challenged access policy in advance.
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There are also some schemes achieved both of policy hidden and fast decryp-
tion. The selectively secure schemes proposed in [4,5] reduced the pairing opera-
tions to two and four times, respectively, while preserving the policy privacy. Rao
and Dutta [2] proposed a fully secure CP-ABE with hidden policy and constant
decryption costs. The fully secure scheme proposed by Li et al. [3] also preserved
the policy privacy and reduced the number of pairing operations to a constant.
However, the aforementioned schemes can only express restricted-access policies;
thus, their expression abilities need to be improved.

3 Background Knowledge

3.1 Preliminaries

Composite-Order Bilinear Group. Let G denote an algorithm that takes
as input a security parameter v and outputs a tuple (N = p1papsps, G, G, €),
where p1, p2, p3, ps are distinct primes, G and Gp are cyclic groups of order N,
and e : G X G — Gr is a bilinear map such that:

— (Bilinear) Vg, h € G and z,y € Zy, it satisfies e(g®, hY) = e(g, h)*Y.
— (Non-degenerate) 3g € G such that e(g, g) has order N in Gr.

We require that the group operations in G and Gp and the bilinear map e
are all computable in polynomial time. Let G,,,G,,,G,, and G,, denote the
subgroups of G with orders p1, p2, p3 and pa, respectively. Note that if g; € G,
and g; € Gy, for i # j, then e(gs,g;) = 1. If the generator of G, is g;(i €
{1,2,3,4}), then every element h € G can be expressed as g¢7'g5%g3°gy* for
some values a1, as,as, a4 € Zy.

Complexity Assumption. We now present the complexity assumptions that
will be used in our scheme. These assumptions are the same as those in [12], and
we use them in the group whose order is a product of four primes.

Assumption 1. Given a group generator G, we define the following distribu-
tion: n
(N = pipapspa, G,Gr,e) — G(7),

g1 i GPUXS i GP37X4 & GP47
D= (GaglaX37X4)a

Ty & Gprpy, To <= Gy,
The advantage of algorithm A in breaking this assumption is defined as
Advg 4(v) = |Pr{A(D,Ty) = 1] — PrlA(D,Ty) = 1]]. (2)

Definition 1. If for any probabilistic polynomial time (PPT) algorithm A,
Advé’A(fy) 1s negligible, then we say G satisfies Assumption 1.
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Assumption 2. Given a group generator G, we define the following distribu-
tion: n
(N = p1p2p3p47GvGT; 6) — g(’Y),

R R
gl,Xl — Gp17X27Y2 — sza

X3,Y3 i GPsaX4 £ Gpu (3)
D= (GaglaX1X27Y2}/37X3?X4)7

R R
Th — GP1P2P3’T2 — GP1P3'

The advantage of algorithm A in breaking this assumption is defined as
Advg 4(v) = |PrLA(D, Ty) = 1] = PrIA(D, T5) = 1]|. (4)

Definition 2. If for any PPT algorithm A, Advé’A(v) is negligible, then we say
G satisfies Assumption 2.

Assumption 3. Given a group generator G, we define the following distribu-
tion: .
(N = p1p2p3ps, G, Gr,e) «— G(v),

R R
g1 <— Gp1792aX27Y2 — sza

X3 & Gpy, Xy & Gy, 5 £ Ly, (5)
D = (Gvglvg?»g?X27giY27X37X4)7

s R
Ty = e(g1,91)", To «— Gr.

The advantage of algorithm A in breaking this assumption is defined as
Advg 4(7) = |[PrA(D,Ty) = 1] = PrA(D, T5) = 1]|. (6)

Definition 3. If for any PPT algorithm A, AdvaA(’y) is negligible, then we say
G satisfies Assumption 3.

3.2 Background of CP-ABE

Access Tree. Let 7 be a tree representing an access structure. Each non-
leaf node of the tree represents a threshold operator, which is described by its
children and a threshold value. If num, is the number of children of node x, and
k. is its threshold value, then 1 < k, < num,. When k, = 1, the threshold is
an OR operator, and when k, = num,, it is an AND operator. Each leaf node
x of the tree is described by an attribute and a threshold value k, =1 [1].

Let 7 be an access tree with root r. The subtree of 7 rooted at node z is
denoted by 7,. Thus, 7 is the same as 7,.. If a set of attributes w satisfies the
access tree 7, we denote it as 7,(w) = 1. We compute 7,(w) recursively as
follows. If z is a non-leaf node, we evaluate 7,/ (w) for each child 2’ of node z.
7. (w) returns 1 if and only if at least k, children return 1. If z is a leaf node,
then 7, (w) returns 1 if and only if att(z) € w, where att(x) denotes the attribute
associated with node x [1].
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CP-ABE Algorithms. The CP-ABE consists of the following algorithms [1]:

— Setup (U). This algorithm takes as input an attribute universe U. It will
initialize the system and generate the master key mk and the public key pk.
- KeyGen (pk, mk,w). This algorithm takes as input the public key pk, the
master key mk and a user’s attribute set w. It will output a private key sk,,.
— Encryption (pk, M, T). This algorithm takes as input the public key pk,
a message M and an access-policy tree 7. It will produce a ciphertext C'r.
— Decryption (sk,,Ct). The decryption algorithm takes as input a private
key sk, and a ciphertext Cr. It will output the plaintext M if w satisfies 7.

Security Model. In our scheme, the security under chosen-plaintext attack
(CPA) is modeled as a game between a challenger and an adversary. It includes
five phases, which are detailed as follows:

— Setup. The challenger initializes the system to generate pk and mk. Then,
he sends pk to the adversary.

— Phase 1. The adversary is allowed to make private key requests for any
attribute set w. The challenger returns sk,, to the adversary.

— Challenge. The adversary sends two equal-length message My and M; and
two access trees 7" and 77 to the challenger, with the restriction that 7, and
7.* cannot be satisfied by any requested attribute set in Phase 1 or contain
repeated attributes. The challenger chooses random 6 € {0,1} and encrypts
My with 7. Then, the ciphertext Cz is returned to the adversary.

— Phase 2. Phase 1 is repeated with the restriction that none of the requested
attribute sets can satisfy 7;° or 7;* or contain repeated attributes.

— Guess. The adversary outputs a guess 6§’ € {0,1}.

Definition 4. A CP-ABE scheme with hidden policy is said to be fully secure
against CPA if any polynomial-time adversaries have at most a negligible advan-
tage in this security game. The advantage of an adversary is defined as € =
|Prl0) = 0] —1/2].

Selective security is defined by adding an initialization phase in which the
adversary must declare 7, and 7;* before receiving pk. In our scheme, we do not
impose this restriction on the adversary.

4 Our Constructions

4.1 Hiding the Access Policy

In our construction, the access policy is expressed by an access tree 7. To achieve
the goal of policy hiding, we randomly choose index(z) € Z% for each node z,
where index(z) denotes the index of node = in 7. Next, for each leaf node x, let
att(x) = A; and record a node path path; which consists of the index index(z’) of
each node z’ on the path from the root node r to z. For example, the path record
of the leaf node associated with attribute A; in Fig. 1(a) is path, = {1, 3,4}.
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Attributes in the access policy

— — — Attributes not in the access policy index =1

index =3, index =2
index =4 index =4, TN index =6
Ay A A Al Aq
(a) Record a path for each attribute (b) Reconstruct a tree

Fig. 1. The hiding of access policy

For each attribute that is not in 7, we also need to record a node path. The
path; for attribute A; can be obtained by randomly choosing a non-leaf node z
in the tree and implicitly setting A; to be a dummy child node of z, such as the
attributes As, A4 and As which are illustrated as dotted lines in Fig. 1(a). Thus,
each of the attributes in the attribute universe has a path record associated with
the access tree 7. Finally, the path records are sent along with the ciphertext
while the access tree 7 is discarded, thereby the access policy is hidden. Note
that each attribute can only be used once in the access policy because the reuse
of an attribute will introduce another path. Thus one can determine that the
attributes with more than one path must have appeared in the access policy,
which means such attribute is leaked.

In our scheme, the index i for each attribute in the attribute universe is fixed.
Hence, with the index i of attributes A; in the user’s attribute set, the decryp-
tion algorithm can extract the corresponding path; from the ciphertext. Then
a tree 7' is reconstructed with the records in these paths, and the decryption
operation is performed over 7. For example, suppose a user’s attribute set is
w = {43, Ay, Ag}, then the paths pathi,paths and pathg will be extracted to
construct a tree 7', as shown in Fig. 1(b). We can notice that A4 is not in the
access policy, yet it still takes part in the decryption because the user does not
know the fact. By performing the decryption algorithm in Sect. 4.2, the cipher-
text and private key elements associated with A4 will be cancelled. Hence, if
the user’s attributes satisfy the access policy, the user can decrypt successfully
without knowing the access policy.

4.2 The CP-ABE-HF Scheme

We construct the fully secure CP-ABE-HF scheme in composite-order groups
with order N = p1popsps. Let G, denote the subgroup whose order is prime p;.
The normal operations of the scheme essentially occur in the subgroup G, . Pri-
vate keys are additionally randomized in Gy, and ciphertexts are additionally
randomized in G,,. The subgroup G,, is not used in the real scheme but serves as
the semi-functional space in the security proof. We also define the Lagrange coef-
ficient ;v for i € Z} and a set, V, of elements in Z3: £;,v () = [[cv 2 %
The CP-ABE-HF scheme includes the following algorithms:
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Setup (U). The setup algorithm chooses a bilinear group G with order N =
p1p2p3pa. For each attribute A; € U (1 < ¢ < n, where n denotes the number
of attributes in the attribute universe U, and the index ¢ for each attribute is
fixed), select h; € Z},. Then, choose random elements o,k € Z}, and g € G, .
The public key is published as pk = {N, g,y = e(g,9)*, L = ¢*, H; = g"i(1 <
i <n)}, and the master key is mk = {a, x}.

KeyGen (pk, mk,w). To generate a private key for a user with attribute set
w, the algorithm chooses random elements t € Z}, and R, Ry, {Ri}a,cw € Gy,
and returns the following private key to the user:

sk, ={D =g* "R, Dy = g'Ry

; (7)

VA, € w:D; = HZRZ}
Encryption (pk, M,T). To output the ciphertext of message M encrypted
under the access tree 7, the algorithm first chooses a polynomial f, for each node
z in 7 in the following way, starting with the root node and then proceeding in
a top-down manner.

For each node x in the tree, set the degree d, of the polynomial f, to be
one less than the threshold value k,; i.e., set d, = k; — 1. For the root node r,
the algorithm chooses a random element s and sets f,.(0) = s. Then, it chooses
d, other points of the polynomial f, randomly to define it. For any other node
z, it sets f;(0) = fparent(z)(index(z)) and chooses d, other points randomly to
completely define f,., where parent(z) indicates the parent of node x. After all
of the polynomials are defined, set A\, = f,(0) for each node z in the tree.

Next, for each attribute A; in the attribute universe, the node path path; is
recorded using the method detailed in Sect. 4.1. Finally, choose random elements
Zo,{Z;}a,cv € Gp,, and let att(x) = A;, the ciphertext is generated as follows.

Cr ={E = My*, Ey = g° 2,
VA; € T : E; = L H; Z;, path;, (8)

We note that for A; € 7 and A; ¢ 7, E; is properly distributed as a random
element of G,,,,. Thus, the recipient cannot distinguish E; of A; € 7 from E;
of A; ¢ T, indicating that the access policy is fully hidden.

Decryption (sk,, Ct). To decrypt the ciphertext Cr with sk, the ciphertext
component F; that corresponds to A; € w should be extracted according to the
index 4 in the attribute universe. Then, an access tree 7’ can be reconstructed
with the path record path; in E;. Next, the decryption algorithm will be executed
with tree 77.

First, we define two recursive functions: DecryptNode CT(Cr,x), which
takes as inputs the ciphertext C7 and node x from tree 77/, and
DecryptNode_SK (sk,,,x), which takes as inputs the private key sk, and node
z from tree 7', as follows.
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If node z is a leaf node, let att(z) = A; and set:
LM“HSZiif A €T
DecryptNode_SK (sk,,,z) = D; = HIR;.

DecryptNode CT(Cr,x) = E; = {

Next, we consider the recursive case when z is an internal node. The func-
tions DecryptNode CT(Cr,x) and DecryptNode SK (sk,,x) will proceed as
follows: For any node y that is the child of x, DecryptNode CT(Cr,y) and
DecryptNode SK (sk,,y) are invoked, and the outputs are stored as F, and
K, respectively. Let @, be a set of child nodes y that is in 7 and Q’, be a set
of y that is not in 7. Note that the set @, U Q/, denotes all child nodes of = in
the reconstructed tree 7”. If node y is a leaf node, we compute

2y v, (0)
= I F“"
yE(QIUQIx)
= H (LM HE Z;) v va ) H (H; Z;)tvva©®
YEQu YeQ, (10)
_ H g v ve () H ijy,vz ) H ny,vw (0)
YEQ y€(QzUQYL) y€(QUQ%)

:gKAI'le'Fx2

and
K.= J] k&=
yE(QzUQYL)
¥ ‘
— H Hlt v, Vg (0) H RiyﬂVz(O) (11)
yE(QzUQY) YyE(QaUQL)
= ~a:,1 . }?1,2-

If node y is a non-leaf node, we compute:

.= [ B
y€(QzUQL)
— (g“)‘y . ﬁy 1 F’y72)2y,Vx (0)
vE(QaUQY) (12)
= II =@ T Ex=® I Fu=?
YEQq y€(QaUQY) y€(QzUQY)

:g’{)\x‘ﬁzl'ﬁz2

and
K.= [ &=
yE(Q.nUQ{,)
~¢ 0 ~¢ 0
SR LR | Y )
yE€(QaUQL) yE€(QaUQL)

- z,1 " KI,2~
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In the above equations, we have ﬁ;l = K; ;. The parameter V, =
{index(y)ly € (Q. U Q%)}, and £, v, (0) is a Lagrange coefficient which can
be computed by everyone who knows the index of attributes in 77.

Now that we have defined the functions DecryptNode CT and
DecryptNode_SK, the decryption algorithm should first call the functions on

the root r of 7’. Thus, we obtain

A = DecryptNode CT(Cr,r) =g¢"* - Frq1 - Fra (14)

and

B = DecryptNode_SK (skw,r) = I?M - K, o. (15)

5

Then, we compute
C = e(A, Do)/e(Eo, B)
e(g™ - Fop- ﬁr,z,gtRo)/e(gSZo, K- kr,2)
e(gm7gt) . e(ﬁr,l,gt) . e(ﬁr,g,gt) . e(g”5 . Fr,l . ﬁrg, RO) (16)
[(e(g" Kr) - e(g". Kn2) - e(Zo, K1 - Kor2))
=e(g,9)"".

Finally, the algorithm returns the plaintext M’, where

E__ Me(g. 9™ — M. (17)

M =
e(Eo,D)-C  e(g°Zo, g "*R) - e(g, g)"**

If the attributes in w satisfy the hidden access policy, the recipient can
decrypt the ciphertext successfully. To inform the recipient whether the decryp-
tion is successful, we use a hybrid encryption method in practice [15]. First, the
encryptor picks a random ¢ € Gp and derives two uniform and independent
b-bit symmetric keys (¢o, 1) from @. Next, it encrypts the message M using a
symmetric encryption scheme under key g to obtain ciphertext Cy. Our encryp-
tion algorithm Encryption is used to encrypt ¢ under access tree 7 to obtain
ciphertext C'z. The final ciphertext consists of (p1,Co, Cr). In the decryption
phase, the recipient first recovers ¢’ from C7 using our Decryption algorithm.
Then, it derives (¢, ¢}) from ¢'. If ¢} = ¢1, it decrypts Cp under ¢f, using the
symmetric encryption scheme and outputs the plaintext of message M. Other-
wise, it outputs L. According to [15], the false error probability is approximately
1/2b. Thus, the recipient can use ¢ to check whether the decryption was suc-
cessful. Furthermore, the hybrid encryption also greatly improves the efficiency
because the message is encrypted using symmetric encryption, which is the most
efficient encryption mechanism currently available.

5 Security and Performance Analysis

5.1 Security Analysis

Theorem 1. If Assumptions1, 2 and 3 hold, then the proposed CP-ABE-HF
scheme is fully secure.
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To prove the security of our scheme, we apply the dual-system encryption
methodology in [12]. We first define two structures—the semi-functional cipher-
text and semi-functional key—which are not used in the real system, but will be
used in our proof. A normal private key can decrypt normal or semi-functional
ciphertexts, and a normal ciphertext can be decrypted by normal or semi-
functional private keys. However, when decrypting a semi-functional ciphertext
with a semi-functional private key, an additional pairing under elements in G,
will cause decryption to fail.

Semi-functional Ciphertext. Let g denote a generator of G,,. To produce
a semi-functional ciphertext associated with an access tree 7, we first produce
a normal ciphertext Cr = (E, Ey, {E;, path;}) with the encryption algorithm.
Then, we choose random elements ', s' € Z}; and a random exponent i for each
attribute in the attribute universe. Next, we share the secret s’ in the manner
detailed in the encryption algorithm and obtain a piece of share A for each
attribute in the access tree. The ciphertext is created as follows:

E' =E,Ey=Ey- g5,
VA, €T : Bl = E;- g3 5™ paths, (18)

Semi-functional Key. A semi-functional key will take one of two forms.
To produce the semi-functional key, we first produce a normal key sk =
(D, Do, {D;}va,ecw)- Then, we choose random elements d,t' € Z% . The semi-
functional key of type 1 is set as follows:

D'=D-g3 Dy = Do, {D; = Di}va,cw- (19)
The semi-functional key of type 2 is set as follows:
’ ’h/_
D'=D-g3.Dy=Do-gs {D; = Di-gy "Ivaew- (20)

We will prove the security of our scheme using a hybrid argument over a
sequence of games. The first game, Gamepgeq;, is the real security game (i.e., the
ciphertext and all keys are normal). In the next game, Gamey, all of the keys
will be normal, but the ciphertext will be semi-functional. We let ¢ denote the
number of key queries made by the adversary. For k from 1 to ¢, we define:

Gamey, ;. In this game, the challenge ciphertext is semi-functional, the first £—1
keys are semi-functional of type 1, the k** key is semi-functional of type 2, and
the remaining keys are normal.

Gamey, ». In this game, the challenge ciphertext is semi-functional, the first &
keys are semi-functional of type 1, and the remaining keys are normal.

For notational purposes, we think of Gameg o as another way of denoting
Gameg. Note that in Game, s, all keys are semi-functional of type 1. The final
game, Gamerinql, is defined to be similar to Game, 2, except that the ciphertext
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is a semi-functional encryption of a random message. Hence, in Gameg;,q; the
adversary’s advantage is 0. To prove Theorem 1, we have the following lemmas:

Lemma 1. Under Assumption 1, any PPT adversary has at most a negligible
advantage in distinguishing between Gamepgeq; and Gamey.

Lemma 2. Under Assumption 2, any PPT adversary has at most a negligible
advantage in distinguishing between Gamey_1 2 and Gamey, ;.

Lemma 3. Under Assumption 2, any PPT adversary has at most a negligible
advantage in distinguishing between Gamey 1 and Gamey .

Lemma 4. Under Assumption 3, any PPT adversary has at most a negligible
advantage in distinguishing between Gameg o and Gamerinqi-

Due to the space limitation, we omit the formal proofs of Lemmas 1-4, which
will be given in the full version of the paper. Through Lemmas 1-4, we can
prove that Gamepg.,; is indistinguishable from Gamep;,,;. Therefore, we can
conclude that the adversary’s advantage in breaking the CP-ABE-HF scheme
(i.e., Gamepeq) is negligible, which completes the proof of Theorem 1.

5.2 Efficiency Analysis

An overview comparison of our scheme with some existing CP-ABE schemes
is presented in Table 1. Our scheme achieves policy hiding and fast decryption
simultaneously. The access policy is specified based on the tree structure, which
is as expressive as LSSS and more expressive than AND-gate. Regarding secu-
rity, our scheme is proven fully secure in the standard model. The comparison

Table 1. An overview comparison of our scheme with other CP-ABE schemes.

Scheme Access structure | Policy hidden | Fast decryption | Security
EMN+-09 [13] AND-gate No Yes Selective
MT12 [14] AND-gate No Yes Selective
NYOO08 [6] AND-gate Yes No Selective
ZHW15 [7] AND-gate Yes No Selective
LWZ+16 [8] AND-gate Yes No Selective
H13 [9] Tree Yes No Selective
DJ12 [4] AND-gate Yes Yes Selective
PJ14 [5] AND-gate Yes Yes Selective
LDL12 [11] LSSS Yes No Full
LDL11 [10] AND-gate Yes No Full
RD13 [2] AND-gate Yes Yes Full
LGR+12 [3] AND-gate Yes Yes Full
CP-ABE-HF (ours) | Tree Yes Yes Full
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Table 2. Efficiency comparison of CP-ABE schemes with hidden access policy and full
security.

Scheme Structure | Encryption KeyGen | Decryption
LGR+12 [3] AND 2G + Gr 4G 2C,

RD13 [2] AND 2G + Gr 3G 2C.

LDL11 [10] AND (" +1)G+ Gr (r+1)G |(r+1)Ce

LDL12 [11] LSSS (8t +2)G +2Gr | (22 + 3)G | (4f +2)C. + 2(Gr
CP-ABE-HF (ours) | Tree (n+t+1)G+Gr | (Jw| +2)G | 3C. + 2|w|Gr

Note: G and Gr represent the exponentiations on groups of G and Gr, respec-
tively. Ce denotes the pairing operation. n denotes the number of attributes in the
attribute universe. 7= denotes the number of attribute categories in the AND-gate
based schemes. ¢ denotes the number of attribute in an access structure. |w]| is the
number of attributes associated with a user.

indicates that our scheme is superior to the existing CP-ABE schemes because it
is the first CP-ABE scheme that has all of the following features: hidden policy,
fast decryption, expressivity and full security.

The performance comparisons of our scheme with other policy-hiding and
fully secure CP-ABE schemes are shown in Table2. Although LGR+12 and
RD13 are more efficient than our scheme, their access policy is expressed by
AND-gate which has restricted expression ability. Based on the comparisons, we
can conclude that our scheme is more suitable for the Internet-based collabo-
ration environments, where data protection and fine-grained access control are
required, and the access policy contains sensitive information.

6 Conclusions

In this paper, focusing on the data-protection problem in Internet-based collabo-
ration, we propose an efficient and privacy-preserving scheme based on CP-ABE,
i.e., CP-ABE-HF. CP-ABE-HF improves the efficiency of decryption by reduc-
ing the number of pairing operations to three, regardless of how complex the
access policy is. The privacy of the access policy is also preserved so that no
one can obtain the access policy after encryption, which ensures the attribute
information of data owners and recipients will not be leaked. By adopting the
dual-system encryption methodology, CP-ABE-HF is proven fully secure. The
performance analysis indicates that CP-ABE-HF outperforms the existing CP-
ABE schemes in terms of its comprehensive capability, because it is the first
CP-ABE to simultaneously achieve policy hidden, fast decryption, expressiv-
ity and full security. In the future, it would be interesting to construct a fully
secure CP-ABE with policy hidden and fast decryption over prime-order groups
of which efficiency is higher than the composite-order groups.
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