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Abstract. Network has become an indispensable part of people’s lives. How-
ever, network insecurity still has negative impact on the development of net-
work. Trust evaluation is becoming the core of network security enhancement.
In distributed network, the node with the highest trust value is often selected as
the subnet management node. The traditional distributed trust evaluation
frameworks cannot achieve the best effect because of the ignorance of trust
value stability of each node. To address this problem, this paper proposes a
management node selection method based on cloud model. This method
employs the cloud model to analyze the stability of network nodes, and selects
the optimal node based on the three numerical features of cloud model. The
experiment results show the effectiveness of our method.
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1 Introduction

With the development of network technology, distributed network is wildly used in
reality. A lot of fraud problems appear for malicious node behavior. Network trust
evaluation becomes a key technology in the field of network security.

In the distributed network environment, there is no centralized trust management
node to calculate the trust of other nodes in the network. In traditional trust evaluation
management system, the network are divided into clusters and the node with highest
trust currently is selected as the trust management node. However, the behavior of
nodes in a distributed environment is dynamic, and the trust of nodes changes over
time. Therefore, dynamic trust evaluation node selection is an important method in a
trust evaluation management system. A new trust evaluation node is selected when the
trust of current trust evaluation node descends. However, the trust management node
may change continually. Therefore, it is better to select a more stable node as the trust
evaluation management node. We will tackle the problem by considering the node trust
and stability of node trust in evaluation management node.

The paper presents a trust evaluation management node in distributed computing.
Cloud model is extensively employed in this paper to solve the problem [12–14].
Firstly, backward cloud model is employed to evaluate the stability of each node. Then,
an algorithm based on forward cloud model is proposed to select the trust evaluation
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management node. Experiment results illustrate that our method is more accurate than
other method.

The remainder of the article is organized as follows. We summarize the previous
work in Sect. 2. Our management node selected method is described in detail in
Sect. 3. We evaluate our method in Sect. 4. Conclusions are finally drawn in Sect. 5.

2 Related Work

The research in [3] proposes a trust evaluation model in cloud computing environment.
The feedback factor and feedback density factor are introduced into the model to
evaluate the trust of feedback. A trust computing model which based on experience and
probabilistic statistical explanation is proposed in [4]. The concept of experience which
is used to measure trust is introduced in the model. The derivation of credibility and
comprehensive calculation formulation which are derived from empirical recommen-
dations is presented. It is crude that use arithmetic mean of trust value can’t prevent
malicious network nodes from attacking reputation system. Based on Bayesian, a trust
model which uses prior knowledge to obtain estimation parameters and posterior
probabilities is proposed in [5]. However, the trust model did not consider the
dynamically change of trust. Subjective trust management model based on fuzzy set
theory is proposed in [6]. The concept of membership degree in fuzzy set theory is
introduced to describe the fuzziness of trust.

All the above methods focus on the trust evaluation. However, for a large scale
distributed network, it is unable to authorize a centralized trust management node to
calculate the trust of other nodes in the network. We need to divide the network into
clusters and select a trust evaluation management node for each cluster. We will
address the problem in this paper.

Based on probability theory and fuzzy set theory, cloud model is proposed by [9] to
qualitatively evaluate the uncertainty transformation model. Cloud model have widely
used in many fields such as intelligent control, fuzzy evaluation, and evolutionary
computation. In this paper, we propose a trust evaluation management node selection
method based on cloud model.

3 Management Node Selection Based on Cloud Model

Our management node selection framework is shown in Fig. 1. Our management node
selection method consists of three modules. Firstly, the trust value of the candidate
nodes is obtained (Sect. 3.1). Secondly, the backward cloud model is extensively
employed to evaluate the stability of the candidate nodes (Sect. 3.2). Finally, based on
forward cloud model, a management node selection algorithm is proposed (Sect. 3.3).

3.1 Node Trust Calculation Based on Historical Behavior Data

Our paper focus on how to select the optimal management node rather than node trust
evaluation. Therefore, this paper will use the trust evaluation method proposed in [10].
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Suppose CN ¼ fcn1; . . .cni. . .cnmaxg denotes all the candidate nodes. Suppose that the
behavior properties are I ¼ I1; I2; . . .; Imf g. The trust value of the node of node cni in
time t is calculated as follows:

NTt
i ¼

Xm

p¼1
wp � st I

p
ðcniÞ

� �
ð1Þ

where wp represents the weight of behavior properties, st IpðcniÞ
� �

represents the value
of the behavior property.

The replacement of node trust calculation method does not affect the performance
of the management node selection method.

3.2 Node Stability Evaluation Based on Cloud Model

Cloud model [11] is a famous model to describe the transition between the qualitative
concept and the quantitative values. Based on probability theory and fuzzy set theory,
cloud model is developed with serious considering of the relation between randomness
and fuzziness.

Definition 1 cloud and droplet. Suppose that U is a quantitative domain, and C is the
qualitative concept of U. If quantitative value x 2 U and x is a stochastic
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Fig. 1. Management node selection framework based on cloud model

178 H. Tang et al.



implementation of the qualitative concept C, lðxÞ 2 ½0; 1�, which denotes the certainty
from x to C, is a random number with a stable tendency:

l : U ! ½0; 1�; 8x 2 U; x ! lðxÞ ð2Þ

Then the distribution of X in the domain U is called cloud, which is denoted by
C Xð Þ. Each x in X is called a droplet.

In cloud model, the features of the droplets are expressed three numerical value of
the cloud. Cloud model employs three numerical features expectation (Ex), entropy
(En), and hyper-entropy (He) to represent the stability of a node, as CðEx;En;HeÞ. Ex
is the expectation of the distribution of the droplets. En represents the uncertainty of Ex.
He is used to measure the uncertainty of entropy, which is determined by the ran-
domness and fuzziness of entropy.

In this paper, all historical trust values of a specified node cni comprise a trust cloud
as follows:

TCcniðExcni ;Encni ;HecniÞð0�Ex� 1; 0�He� 1Þ ð3Þ

Each trust value NTt
i is a droplet. Ex is the expectation of all historical trust values

as the basic trust. En is the entropy of trust, which reflect the uncertainty of trust
relationship. He is the hyper entropy of trust, which reflect the uncertainty of En.

This paper extensively employ the backward cloud in [11] to evaluate the stability
of trust values. Because the recent historical trust is more important than the old
historical trust, we add a time-aware expectation, entropy, and hyper-entropy calcu-
lation method in backward cloud generator. In time-aware expectation, entropy, and
hyper-entropy calculation, weights are assigned to the historical trusts. The weight of a
trust is higher when the trust evaluation time is more near to current time. In our
extended backward cloud, the features of the historical trust values is calculated as
follows:

(1) The average value of historical trust values and the variance of historical trust
values is calculated as follows:

T ¼ 1
n

Xtn

t¼t1

ðt � t1ÞP
j
ðtj � t1ÞNT

t
i ð4Þ

A ¼ 1
n

Xtn

t¼t1

ðt � t1ÞP
j
ðtj � t1Þ NTt

i � T
�� �� ð5Þ

B2 ¼ 1
n� 1

Xtn

t¼t1

ðt � t1ÞP
j
ðtj � t1Þ NTt

i � T
� �2 ð6Þ
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(2) Ex is calculated as follows:

Ex ¼ T ð7Þ

(3) En is calculated as follows:

En ¼
ffiffiffi
p
2

r
� A ð8Þ

(4) He is calculated as follows:

He ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
B2 � En2

p
ð9Þ

CðEx;En;HeÞ can be used to measure the uncertainty and stability of node trust. In
the cloud model, Ex is the expectation of historical trust values, En is the uncertainty of
trust, and He is the uncertainty of En. A node with smaller values of En and He is more
stable in trust.

In addition, we will discard outdated historical trust values based on time window.
As shown in Fig. 2, we keep a window with the size of Tw. If a trust value time is
beyond the window, the trust is discarded in our method.

We will show how to select the optimal management node in the next section.

Fig. 2. Time window for invalid trust value discard
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3.3 Management Node Selection

We will employ forward cloud to select the management node.
Firstly, we construct a benchmark cloud. The three features of the benchmark cloud

are determined by the user, and are the largest values the user can accepted. We will
select the management node by analyzing the distance between the trust cloud of
candidate node and the trust benchmark cloud. This paper compares two trust cloud by
the distance between the droplets. In this paper, the Euclidean distance is used to
calculate the distance between two clouds.

Secondly, we use forward cloud generator to generate the normal cloud droplets of
the benchmark cloud and the cloud of node cni. The normal cloud droplet is generated
as follows:

(1) A normal random number En0 with the expectation value En and the variance He
is generated;

(2) A normal random number xk with the expectation value Ex and the variance En0 is
generated;

(3) Calculate yk ¼ e
�ðxk�ExÞ2

2ðEn0 Þ2 as degree of certainty
(4) Add Drop ðxk; ykÞ as a droplet for node cni

The cloud distance calculation algorithm based on the forward cloud is shown in
Algorithm 1.

Algorithm 1: The distance calculation of cloud 
Input: ( , , )bTC Ex En He of Benchmark trust cloud features, 

( , , )
icnTC Ex En He of candidate nodes, the Number of cloud 

droplet N. 
Output: The distance between two clouds Distance
1) Generate the normal cloud droplets by using forward 

cloud generator for the benchmark cloud 
( , , )b b b

bTC Ex En He . Suppose the generated N droplets 
are denoted by ( , )(1 )j j

b bDrop x y j N≤ ≤ . 
2) Generate the normal cloud droplets by using forward 

cloud generator for the cloud of icn . Suppose the 
generated N droplets are denoted by

( , )(1 )
cn cni i

j jDrop x y j N≤ ≤ . 

3) Sort ( ( , )(1 )j j
b bDrop x y j N≤ ≤ ) and 

( , )(1 )
cn cni i

j jDrop x y j N≤ ≤ by x

4) for 1j = to N do

5)     2 2( ) ( )
b cn b cnii

j j j j
bi bidis dis x x y y= + − + −   

6) return bidis   
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A smaller distance between the trust cloud of cni and the benchmark trust cloud
means that the stability of cni is closer to the predefined ideal state. The higher the
stability of the candidate node cni is, the better is it to be selected as a management
node. On the contrary, a larger distance between the trust cloud of cni and the
benchmark trust cloud indicates that the stability of the node bad and the node is
excluded from the candidate nodes. We will select the node with the smallest distance
as the management node.

4 Experiment and Analysis

The experiments conduct on the OMNET++ simulation software, and OMNET++
generates the historical interaction data of nodes and obtains the trusted value between
nodes. We compare our dynamic trust evaluation management node selection method
(DTE) with the static trust evaluation (STE) method which select the management node
based on current node trust.

For visually show the sensitivity of the cloud model to the dynamic change of trust
value, we illustrate the cloud model of nodes with varies behaviors. We will gradually
add malicious behavior for a node with high trust. The experiment results are shown in
Figs. 3, 4, 5, and 6. As shown in Figs. 3, 4, 5, and 6, the cloud model is very sensitive
to the dynamic change of trust values. Cloud model will change a lot when each time to
add the malicious behavior by 10% in this experiment.

In order to verify the validity of the cloud distance calculation based on Euclidean
distance, we set the cloud generated by non-malicious node as the benchmark cloud.
Then, we generate different clouds by adding different percent of malicious behaviors
to destroy the stability of the non-malicious node. We calculate the distance between
the generated clouds and the benchmark cloud. The results are shown in Fig. 7.

Fig. 3. Cloud drop distribution of node with
high trust stability

Fig. 4. Cloud drop distribution of node with
general trust stability
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From Fig. 7, we can clearly see that the distance increases when the behavior of a
node become more unstable.

In experiment 3, we evaluate DTE and STE that a fixed node is chosen as the
evaluation node by comparing the two methods in management node selection. Sup-
pose there is a none-malicious node cnj. The methods need to select a node cni to
evaluate the trust value of cnj. The experiment results are shown in Fig. 8. As shown in
Fig. 8, the x-axis represents the ratio of malicious nodes, and the y-axis represents the
evaluation result of cnj.

We can see clearly through Fig. 8 that the trust of cnj drops rapidly in STE with the
increase of the proportion of malicious nodes in the network. However, the trust of cnj
in DTE is relatively stable. The experiment results show the effectiveness of our
proposed management node selection approach.

Fig. 5. Cloud drop distribution of node with
low trust stability

Fig. 6. Cloud drop distribution of extremely
unstable node

Fig. 7. Distance between benchmark cloud and trust cloud with different stability
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5 Conclusion

We propose a trust evaluation management node selection method in this paper. The
core idea of the proposed method is to analyze the stability of nodes based on the
historical behavior data and cloud model. The experiment results in simulated network
illustrate the effectiveness of our method.
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