q

Check for
updates

Joint D2D Cooperative Relaying and Friendly
Jamming Selection for Physical Layer Security

Yijie Luo'®9, Yang Yang', Yanlei Duan? and Zhengju Yang?

' Army Engineering University of PLA, Nanjing, China
yijieluo@sina. com, sheep_1009@1l63. com
2 Troop of PLA, Kunming, China
duanyanlei2008@163. com, yangzhengjulO01@l26. com

Abstract. D2D communications are emerging technologies to improve spec-
trum efficiency, energy efficiency as well as physical layer security of cellular
networks. In most research, D2D users, considered as friendly jammers, can
improve the information security of cellular networks. D2D users can also work
as cooperative relays between the eNB and the cellular user (CU) to increase the
transmission rate and improve the security capacity simultaneously. Considering
there exists an active eavesdropper in the cellular network, which can attack as a
passive eavesdropper or an active jammer, joint D2D cooperative relaying and
friendly jamming selection can enhance the secrecy achievable rate or the
transmission rate of CU. We formulate a Stackelberg game between different
intelligent agents, and derive the mixed-strategy equilibrium (MSE) via a
hierarchical learning algorithm based on Q-learning. Simulation results show
that the strategic selections of D2D users and the active eavesdropper are
convergent, and the proposed algorithm has a better performance than the
random selection method.
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1 Introduction

D2D communications, owning to its potential ability to realize low-latency and high-
data-rate communications and bring higher spectrum and energy efficiency, are con-
sidered as a disruptive technology direction of 5G mobile communication systems [1,
2]. Most of researches of D2D communications focus on resource allocation and
interference avoidance [3, 4]. While introducing D2D communications to cellular
networks, security problem becomes more and more important. In [5], secrecy energy
efficiency of the cellular user and the D2D user was improved by the proposed power
control algorithm based on Stackelberg game. In [6, 7], considering power control,
access control and D2D pair selection, a joint mechanism was proposed to enhance
secrecy performance. Furthermore, the cooperation among cellular users and D2D
users was formulated as a coalitional game, and both social welfare and system secrecy
rate were improved via proposed algorithms. In these works, D2D users were always
considered to be friendly jammers to enhance system achievable secrecy rate by
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deteriorating the wiretap channel. There were also some works considering D2D users
to be cooperative relays in cellular networks, while not in the physical layer security
aspect. In [8], cooperation schemes in the form of relaying or jamming between cellular
and D2D users was discussed, and three cooperative frameworks were proposed and
compared. Considering the channel estimation error and the interference between
different D2D users, a joint beamforming design of base station and D2D relay user
was proposed in [9]. In [10], joint mode selection, resource assignment and power
allocation scheme of D2D users were studied and the joint relay and jamming scheme
outperformed conventional D2D directly or relay communication schemes.

In fact, cooperative relaying can enhance achievable secrecy rate by improving the
transmission rate of legitimate users. Joint cooperative relaying and friendly jamming
selection is widely applied to improve physical layer secrecy performance in all kinds
of wireless networks [11-14]. In [11], the reliable-and-secure connection probability
(RSCP) and the reliability-security ratio (RSR) were introduced and analyzed in dif-
ferent relaying and jamming cooperation schemes with channel state information
(CS]) feedback delays. In [12], the ergodic secrecy rate (ESR) was maximized and joint
power allocation and relay selection scheme was presented. In [13], considering
intermediate nodes working as relays or jammers, two relay and jammer selection
approaches were proposed to minimize secrecy outage. In [14], the scheme that source
node communicating with destination node securely via cooperative relay and coop-
erative jammer selection was considered, and a particle swarm optimization approach
was proposed to enhance overall secrecy achievable rate. Whereas few works on D2D
relay-assisted secrecy cellular communications is under studied. So we consider
introducing joint cooperative relaying and friendly jamming selection strategies to D2D
communications for physical layer security improvement. In our former work [15], we
consider single D2D user to work as a cooperative relay or a friendly jammer to
enhance secrecy achievable rate of the cellular user, a non-cooperative game between
the D2D user and the active eavesdropper was formulated and the mixed-strategy Nash
equilibrium (MSNE) was derived via the fictitious play-based algorithm [16].

In this paper, we go further to consider multiple D2D users underlaying cellular
networks where there exists an intelligent attacker (active eavesdropper), who has the
dual ability of either passively eavesdropping or actively jamming cellular links. Due to
the mutually opposite interest of the legitimate user and the attacker, a Stackelberg
game is formulated between them. To be specific, the legitimate user is modeled as the
leader and the active eavesdropper is the follower. The legitimate user firstly selects a
“best” D2D user to work as a cooperative relay and leaving other D2D users to work as
friendly jammers. Then the active eavesdropper selects passively eavesdropping or
actively jamming as follows. We analyze the existence of MSE of the Stackelberg
secrecy game and achieve a MSE using a hierarchical Q-learning algorithm with which
the legitimate user and the attacker can update their strategies. The contributions of the
paper are as follows: (1) compared with our former work, we consider multiple D2D
users cooperation rather than single D2D user access, (2) we propose a joint friendly
jammer and cooperative relay selection scheme to retain the diversity gain, enhance
physical layer security and increase transmission opportunity of D2D users to the
utmost, (3) The proposed hierarchical learning algorithm based on Q-learning signif-
icantly outperforms the random selection method.
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The rest of this paper is organized as follows. In Sect. 2, the system model is
described and the secrecy rate under different schemes is analyzed. In Sect. 3, utility
functions of cellular networks and the active eavesdropper are designed and a Stack-
elberg game between them is formulated. Then the Q-learning based algorithm is
proposed to find the MSE and simulation results are analyzed and discussed in Sect. 4.
And conclusions are drawn in Sect. 5 finally.

2 System Model and Problem Formation

We consider a single cell scenario, where there is an evolved Node B (eNB), a cellular
user, N D2D users and an active eavesdropper, which are equipped with a single
antenna and operate in a half-duplex mode, as shown in Fig. 1. The eNB, the cellular
user and the active eavesdropper are denoted as B, C and A respectively. All the N D2D
users form the set of A/, one of D2D users is denoted as n; € N. Furthermore, we
assume that the eNB can establish the direct cellular link to the cellular user, and select
only one D2D transmitter to relay confidential data to the destination cellular user,
while other N — 1 D2D users transmit their own data through direct D2D channels in
the underlay way, respectively. And assumed that the attacker can work in two modes:
(1) passively overhearing the confidential information transmitted from the eNB and
the relay D2D transmitter; (2) actively jamming signals received by cellular user.

) link
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i — 9
T~ LSS Cellular
S User
@ @ @ Active
D2D Eavesdropper
link
—_— . -— _
cellular link listening link D2D 1inks
...... — e
relay link jamming link

Fig. 1. System model

Suppose that the transmission power of the eNB, the jamming power of the active
eavesdropper and the transmission (or relaying) power of the ith D2D transmitter are
denoted by Pg, P, and P;, respectively. The channel gain between the eNB and the
cellular user, between the eNB and the active eavesdropper, and between the cellular
user and the active eavesdropper, are denoted by hpc, hps and huc, respectively. The
channel gain between the eNB and the ith D2D transmitter, between the active
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eavesdropper and the ith D2D transmitter, between the ith D2D transmitter and the
cellular user, between the ith D2D transmitter and the jth D2D receiver are denoted by
hgi, ha;, hic and h;;, respectively. And the background additive white Gaussian noise is
denoted by Nj.

2.1 Secrecy Achievable Rate of Cellular User When Passively
Eavesdropped

Because the active eavesdropper works in a half-duplex mode, it can’t eavesdrop and
jam simultaneously. Therefore, we first consider it works as a passively eavesdropper.
It is assumed that the eNB can transmit the confidential information not only through
the direct cellular link to the cellular user, but also through the selected D2D transmitter
to relay. In the first phase, the confidential information is transmitted from the eNB to
the D2D transmitter (suppose that it is the ith D2D transmitter); while in the second
phase, the selected ith transmitter relays the received information to the cellular user.
Meanwhile the confidential information transmission is performed through the direct
cellular link during the two phases. Hence the signal-to-interference-plus-noise-power-
ratio (SINR) for the direct cellular link and the direct eavesdropping link are expressed
as

Py|hpc’
&= . (1)
> Pilhic|”+No
oA
and
Pglhpal®
¢ = N_1 5 2)
> Pilha|”+No
J=Li#
respectively.

If the eNB selects the ith D2D transmitter to be the relay node, and the relay node
employs Amplify and Forward (AF) protocol to forward the message. It is also
assumed that the eavesdropper is mainly interested in the confidential information, so it
wiretaps the cellular link and relaying link where the confidential information going
through. Then the SINR for the relay cellular link and the relay eavesdropping link are

Y1E " V2E
&= 1 (3)
Mg+ 7t 1
Pylhg| P;|hic|?
where ViE = 7 sl R‘z y VoE = A= il ldz )
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and
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respectively. Therefore the achievable rate of CU and the wiretap rate of the eaves-
dropper are expressed as

Rali, ) = 5 logy(1+ €1+ &) s

and

) 1
Re(i,E) =§log2(1+q’>1 + ,) (6)
respectively. Then the achievable secrecy rate of CU is expressed as
R(i, E) = [Re(i, E) — Re(i, E)] * (7)

where []7 = max{-,0}.

2.2 Transmission Rate of Cellular User When Actively Jammed

If the attacker chooses the active jamming mode, the transmission signals of D2D users
are not friendly at all but harmful to the cellular user for introducing more extra
interference. While compared with working as cooperative relays, D2D users prefer to
work as friendly jammers to transmit their own data. Therefore, we consider the
scheme that the eNB selects a “best” D2D transmitter to relay data to the cellular user,
and other D2D pairs transmit their own data. It can retain the diversity gain, eliminate
the interference to the cellular link and increase transmission opportunity of D2D users
to the utmost.

Under this scheme, the SINR of CU for the direct cellular link when jammed by the
active eavesdropper is

Pg|hsc|’
W] =

N1 (8)
2 2
Pilhacl’+ > Pilhic| +No
J=1j#i

The SINR for the relaying cellular link when jammed by the active eavesdropper is

Y17 Vg
wy = —1 2 (9)
Yt t+1



120 Y. Luo et al.
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Hence when the active eavesdropper selects actively jamming, the achievable rate

of the CU is expressed as

Y =

1
R(i,]) :Elogz(lJr(UlJra)z) (10)

Let a = E, J, then the utility function of the legitimate user is
U(i,a) = R(i,a) (11)
While the utility function of the active eavesdropper is

—R(,E),a=E

Ualtba) =4 Ry cpra=1

(12)

where c¢; represents a cost factor on the power level used by the active eavesdropper
when it chooses actively jamming.

3 Stackelberg Game Formulation

In this section, a Stackelberg game is formulated to characterize the interaction between
legitimate users and the active eavesdropper. Specifically, the legitimate user first
selects the “best” D2D transmitter to maximize its utility function, which acts as the
leader, whereas the active eavesdropper selects attacking modes subsequently to
minimize its jamming cost, which is the follower. The strategy of the legitimate user is
the probability of selecting which D2D user to relay its message to the cellular user and
leaving other D2D users to transmit their own data to be friendly jammers. The
probability of selecting the ith D2D user is denoted by p,, and let P, =
[PnysPras - - -»Pny] be a mixed strategy of the legitimate user in the set of all feasible
strategies P, := {pn,, e R : an_e A Pn; = 1}.While the active eavesdropper’s strategy
is the probability of selecting passively eavesdropping or actively jamming. Let p, and
p, be the eavesdropping probability and jamming probability respectively, P4 =
[Ps,P,] is an admissible mixed strategy of the active eavesdropper and P, is the set of
admissible mixed strategies, defined by P4 := {p,,p, € [0,1]* : p, +p, = 1}. Then
average utilities of the legitimate user and the active eavesdropper are expressed as:

U(P,,Py) = Ep,p,(U(i,a)) (13)

Ua(p,, Pa) = Ep, p, (Ua(i,a)) (14)
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Proposition 1. Let G = {{B,A}, N, {a}, U, U} be the game described in Sect. 3, the
Stackelberg game admits a MSE (P;,P}), which satisfies the following set of
inequalities:

TP

n’

P}) > U(P,,P4),VPs € Py (15)

Us(P:,Py) > Ua(P,, Py, VP, € Pyyni €N (16)

Proof. Since every finite strategy game has a MSE [17], we can achieve the above
outcome on existence of the MSE of the Stackerlberg game. l

The MSE of the game defines a state in which no player, including the legitimate
user and the active eavesdropper, has an incentive to change its strategies.

4 Algorithm Description

In this section, we will study the MSE of the proposed secrecy game. Based on Q-
learning algorithm [18, 19], we propose a hierarchical algorithm to find an MSE of the
game G. Firstly, the legitimate user makes its strategic decisions according to its policy
P, (k), which is the mixed strategy of D2D users in the kth epoch. And then the active
eavesdropper updates its Q value in the rth iteration as follows:

QA,nl(t+1) = (1 *Ki\)QA,m(t)+Ki\UA(I)7 (17)
where x!, € [0,1) is the learning rate of the active eavesdropper, and >/, = oo,
=0

00
> (;cg)2 < o0o. The attacker’s strategy is updated according to:
=0

 explQun(®)/)
PanlIH D) = S b0 (/0] (18)

reA

where 7( controls the tradeoff of exploration-exploitation.
Then the Q value of the legitimate user is updated as:

Opalk+1) = (1 = k) Qp.n(k) + 155U (K), (19)
where «& €[0,1) is the learning rate of the legitimate user, and Y x% = oo,
k=0

Z (Kg)2 < 00. Then the probability of selecting the relay is updated according to
k=0

exp[Qp, (k)/ 0]
>~ exp[Op, (k) /0]

weN

PB,n(k+ 1) =

(20)
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Theorem 1. The proposed hierarchical learning algorithm can discover a MSE strat-
egy of the secrecy game.

Proof. For brevity, the convergence of the proposed hierarchical algorithm can be
found in [20] and it is a MSE of the secrecy game. |
Then this algorithm is summarized in Table 1.

Table 1 .

TABLE L. ALGORITHM 1: PROPOSED HIERARCHICAL LEARNING ALGORITHM BASED ON Q-LEARNING

1: initialization:
2: set =0, k=0 ,0 values of the eNB and the attacker

3:  setinitial selecting probabilities P, = % neN

4:  set initial attacking probabilities

-, =1
p=p, =5

5: end initialization
6: According to the policy P (k) of the legitimate users in the kth epoch, the eNB
selects a D2D transmitter from the D2D users’ set A/ .
7: The active eavesdropper’s learning process.
8: innerloop
(1) According to the policy P,(¢) in the sth slot, the active eavesdropper se-

lects its attacking strategy from the set A .
(2) The active eavesdropper calculates its utility function ¢/ () in the sth

slot.
(3) According to (17) , the active eavesdropper updates its Q values and ac-
cording to (18), it updates its attacking policy.
9:  set t=t+1, and until the stopping criterion hold.
10: end inner loop
11: The legitimate user calculates its utility function U(k) in the kth epoch.

12: According to (19), the legitimate user updates its Q values and according to
(20), it updates its relay selection probability.
13: Go to 6, and until the stopping criterion hold.

5 Simulation and Numerical Analysis

For our simulations, we consider a D2D underlay cellular network composed of a
square area of 1 km * 1 km with the eNB located at the center and the cellular user and
all the D2D users are randomly located on the square area of 0.5 km * 0.5 km centered
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by the eNB, while the active eavesdropper is randomly located between the square area
of 0.5 km * 0.5 km and 1 km * 1 km. In these simulations, a path loss model is
adopted, and the path loss exponent is set as o = 3. The transmit power of the eNB and
D2D users are set as P = 1 W,P; = 100 mW, and the jamming power of the active
eavesdropper is set as P; = 100 mW, respectively. The jamming cost is set as ¢; = 1,
and the noise level is set as Ny = 10~10W.

In Fig. 2, the update of the active eavesdropper’s attacking mode selection prob-
ability in the first epoch is presented, while in Fig. 3, the convergent process of the
D2D relay selection over epoch numbers is showed. From these figures, we have found
that the selection probability of the legitimate user (or the active eavesdropper) con-
verges to a stationary mixed strategy very soon. In Fig. 4, it is compared with the
random selection algorithm (RSA) to evaluate the proposed hierarchical learning
algorithm based on Q-learning (HLA). In RSA, the legitimate user and the active
eavesdropper randomly select their actions from their strategy sets at each time. It
clearly shows that the proposed HLA presents a significant better performance gain
than RSA at all sizes of D2D users. And it also shows that the average expected utility
of CU decreases as the number of D2D users increases, and the gaps between different
algorithms will be narrowed. That is because the more D2D users, the larger inter-
ference they induce to the CU, and they lower the transmission rate of the CU
dramatically.

B Probability of passively eavesdropping
—#— Probability of actively jamming

Probability

04t .
03} .
02} o _

0.1F 8 1

0 %mmﬂmmmmmmmm
0 10 20 30 40 50 60
Number of Iteration T

Fig. 2. The convergent process of the active eavesdropper’s attacking mode selection.
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Fig. 4. Average utility function of the cellular network vs. number of D2D users

6 Conclusions

In this paper, we have formulated a Stackelberg game between the legitimate user and
the active eavesdropper. Firstly, the eNB works as the leader, select a “best” D2D user
to work as the cooperative relay and others as friendly jammers to improve physical
layer security of cellular networks, then the active eavesdropper, working as the fol-
lower, selects the passive eavesdropping or the active jamming mode to lower the
overall secrecy rate or transmission rate of cellular networks. To solve this problem, we
have employed a hierarchical learning algorithm based on Q-learning using which the
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legitimate user and the active eavesdropper can reach a MSE through a small number of
iterations. The results have shown that the proposed algorithm enables the legitimate
user to significantly improve its average expected utility either the achievable secrecy
rate of the cellular link when eavesdropped or the transmission rate when jammed.
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