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Abstract—nowadays, enterprises face many challenges of cyber
security. How to efficiently allocate defensive resources to reduce
damages which are caused by cyber attackers and evaluate
system survivability to keeping services operating became
important issues. Hence, we develop a scenario of that both cyber
attacker and network defender are with incompletely
understanding the information about each other is considered.
We conduct a mathematical model for analyze this problem for
the decision makers to resolve these dilemmas. The Average DOD
is then applied to evaluate damage degree of network to estimate
all possible strategies which both cyber attacker and network
defender would take. Moreover, network defender could release
message which might be doing nothing at all, truth, secrecy or
deception to confuse cyber attacker to achieve better defense
efficiency. In the process of problem solving, the "gradient
method" and "‘game theory'* would be used to obtain the optimal
resource allocation strategies for both cyber attacker and
network defender.
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Incomplete Information, Survivability, Optimization, Resource
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. INTRODUCTION

A great numbers of users and businesses use smartphones
as communication tools but also as a means of planning and
organizing their work and private life. These technologies are
causing profound changes in the enterprises of information
systems and therefore they have become the source of new
mobile security risks. Accurately defining the boundary of a
mobile n network is a challenge that should not be
underestimated. According to ABI Research, the mobile
security services market will total around $1.88 billion by the
end of 2013[1]. Compared to wired network system, mobile
network systems are much more wvulnerable to security
problems [2]. For example, insofar as there is not a precisely
defined physical boundary of the mobile network, as soon as an
adversary comes in the radio range of a node, he can
communicate with that node and thus launch a malicious attack

National Taiwan University
Taipei, Taiwan, R.O.C.
r99003@im.ntu.edu.tw

National Taiwan University
Taipei, Taiwan, R.O.C.
yslin@im.ntu.edu.tw

on it [3]; these attacks include eavesdropping, phishing, War
Driving, and Denial of Service (DoS) attack [4].

In order for any business network to function properly and
efficiently, it needs to be protected from all possibly harmful
network traffic. Information and applications that are retrieved
and transmitted over a mobile network without optimal
protection can fall victim to a variety of attacks such as Trojan
horses, spyware, self-propagating worms and the exploitation
of vendor-specific vulnerabilities. Attacks such as these can
hinder connectivity, slow the processing of network traffic into
bottlenecks, and even potentially cause damage severe enough
to crash an entire system. As a result, there is a pressing need to
design countermeasures for network attacks damage. It is
critical for an enterprise to evaluate and allocate its resources to
protect it assets, as well as to be able to continuously provide
service.

In order to keep the service system to steadily contribute,
the, the network operator should periodical review the systems
security analysis. The systems security analysis is based on the
evaluation of network actors’ behavior. The enterprise should
estimate survivability considering the network information in
the target network. However, network operator would utilize
their resources or assets to defend their network being attacked.
There are methods for defender to secure the network. In the
past, most literatures indicated that truthful disclosure of
defense should often be preferred to secrecy [5][6][7]
Publicizing defensive information could deter attackers to
launch attacks. Moreover, most literature indicated that truthful
disclosure could shift attacks to less valuable targets or allow
the defender to have first-mover advantage [8].

The results of above literatures indicated that a defender to
disclose his defensive information, because these literatures’
models were assumed having complete information. This
assumption was not precise in reality. It is reasonable for a
defender to figure out all information about cyber attacker such
as the capability of the attacker or his resources. Similarly, it is
impossible for an attacker to understand all information about a
defender such as the defender’s defense or defense efficiency.
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Traditionally, security-related information such as defensive
resource allocations was often keeping secret, which could
avoid attackers getting more information about a defender, and
let the defender to fell more security than disclosure. Deceptive
technique was often used in military field on the other hand.

There are increasing numbers of researchers starting to
focus the issue of incomplete information of interactions
between attackers and defenders. However, there are still some
gaps between research and the reality. In [9], it demonstrated
that secrecy or deception was preferred to truthful disclosure
for the defender with private information. Though incomplete
information is considered in this model, the defender only had
single asset. In fact, there are assets in the network, for
example, web servers, email servers, file servers or databases.
Moreover, some research discuss incomplete information
between the attacker and the defender [10][11][12], but the
network scenario those research are considered in one-round.
In a real world, the defender and the attacker interacted
repeatedly until one of them give up or strike a balance.

In the past, most literatures often considered the interaction
between an attacker and a defender interact only one-round
[13][14]. In [15][16] and [16] these papers considered a multi-
round model, but [15] did not consider a situation which a
defender could recover node in his network or patch
vulnerabilities. On the other hand, in [16], only one target is
considered. In fact, a multi-round model of attack and defense
is much more general. In addition, most literature in economics
and political science is applied game theory to multi-round
interactions. The game theory effectively addresses multi-
period problems where multiple players with different
objective compete and interact with each other on the same
system [17].

There are many studies adopting the concept of network
connectivity to do quantitative analyses of network
survivability. In [18], the researchers proposed using the
network connectivity to measure the network survivability
under intentional attacks and random disasters. In [19], the
definition of network connectivity is the minimum numbers of
links or nodes that must be recovered from a given O-D
(Original-Destination) pair. In general, the greater the numbers
of links or nodes to be recovered to disconnect an O-D pair, the
higher the survivability of the network.

Furthermore, the authors in [20] employing network
connectivity for a quantitative analysis of network survivability
proposed a survivability metric to estimate the residual network
survivability after a malicious attack or any network crash
incident. The metric proposed in [20] assumed that the cyber
attacker launches the attack either successfully or
unsuccessfully, but this binary assumption is limited in its
inability to describe attack results that are neither perfectly
successful nor unsuccessful. Therefore, the concept of the
probability calculated by contest success function combined
with the DOD metric is forwarded as a new survivability
metric called the Average DOD.

According to the allocated resources on each node of both
cyber attacker and network defender, the contest success
function is adopted to calculate the attack success probability
of each node. The Average DOD value is influenced by the

attack success probability calculated by the resource allocation
of both the cyber attacker and network defender. Therefore,
the Average DOD value could be induced from the damage
degree of the network. Furthermore, the Average DOD is used
in this model to evaluate the damage degree of network. The
larger value of the Average DOD is, the bigger damage degree
of network is. This metric reflects the aim of an attacker to
separate the target network into pieces, which enables the
indication of the damage of the residual networks.

I1. PROBLEM DESCRIPTION

Base on [21], we develop a scenario considering the
defender could choose message which might be truth, secrecy,
deception or doing nothing at all to each node in each round.
The defender could manipulate his private information by
releasing these messages to confuse the attacker to increase
defense efficiency.

The defensive messaging is dividing a node’s information
into some parts and according to the importance of different
part to release messages by the defender. Assuming the
information of each node is a collection and the defender could
choose a part of information from a node according to his
strategy to release truthful message, deceptive message and
secrecy or do nothing at all as shown in Figure I. In each round,
the defender could choose different part of each node’s
information to release different message.

Doing
nothing at
all

FIGURE | AN EXAMPLE OF THE MESSAGE RELEASING

The defender chose doing nothing at all if and only if the
defender did not publicize message. The defender chose
truthful message if and only if the public message equaled to
actual information; the defender chose secrecy if and only if
the message is secret; the defender choses deceptive message if
and only if the message not equaled to actual information. The
cost of releasing truthful message is lower than the costs of
releasing secrecy and deception, respectively. Also, the cost of
releasing secrecy is of a successful deception required to keep
the truth secret and release the deceptive information. Besides,
the cost of truthful, secret and deceptive message is higher than
doing nothing at all respectively.

In the proposed model, there are only two players which are
an attacker and a defender. The defender determining strategy
and choosing message which might be truth, secrecy, deception
or doing nothing at all to each node in each round is considered.



In the attack-defense scenario both a defender and an attacker
have their respective objectives. Also, the defender and the
attacker have to use some strategies to achieve their goals,
respectively. From the defender’s view, the defender intends to
minimize the damage degree of network. On the other hand,
from the attacker’s view, the attacker plans to maximize the
damage degree of network. Nevertheless, both the defender and
the attacker are limited by finite resources. Therefore, both the
defender and an attacker are concerned about the issue of how
to optimally allocate resources on each node in different round.
Hence, a mathematical model is developed to help both the
defender and an attacker to optimally allocate resources on
each node in different round.

It is impossible for a defender to realize all information
about cyber attacker in reality, and vice versa. So, incomplete
information is considered in this model. Moreover, the
interaction between an attacker and a defender would not be
only one round. Because in reality an attacker and a defender
interact repeatedly such as the attacker collecting information
about the defender or probing systems before the attacker
launching attacks.

Both a defender and an attacker would use some strategies
to achieve their objectives. In the following, the notations of
given parameter and decision variable in this model are listed
in Table I.

TABLE I. GIVEN PARAMETERS AND DECISION VARIABLES

Given parameter

Notation Description
%4 Index set of nodes
|74 Index set of nodes of the attacker knowing
inroundr,wherere Rand V. € vV
R Index set of rounds in the attack and
defense actions
F Index set of all nodes’ system vulnerability
Fy, Index set of system vulnerability of the
attacker knowing in round r, where r € R
andF,. © F
Fp, Index set of system vulnerability of the
defender knowing in round r, where r € R
and Fp,. € F
A Total budget of the attacker
B Total budget of the defender
Op; Existing defense resources allocated on
node i, where i € V
0, Existing attack resources allocated on node
i, wherei €V,
eri Repair cost of defender when node i is
dysfunctional in round r, where i € V and r
ER

Arj The cost of the defender only patches the j-
th type of system vulnerability in round r,
where j € Fp.andr €R

o j The cost of the defender uses penetration
test to patch the j-th type of system
vulnerability in round r, where j € Fp, and r
ER

TTmri

Yij

Nrij

Crij

m =0,1, 2 and 3 represents the cost of doing
nothing at all and the cost of defensive
messaging of truth, secrecy, deception on
node i by defender in round r respectively,
whereieV,reRandme{0,1, 2, 3}

The discount rate of defender reallocates
resources on node i in round r, where i € V
andreR

The discount rate of defender recycles
resources on node i in round r, where i € V
andr eR

The discount rate of attacker accumulated
resources is increased with time t on node i,
wherei€l.andr eR

The discount rate of attacker controls the
resources of node i by using system
vulnerabilities to compromise node i, where
iev,

The cost of attacker updating information

1 if node i is compromised by attacker in
round r-1, 0 otherwise wherei € V. and r €
R

The reward of the attacker uses the j-th type
of system vulnerability on node i to attack
node i, wherei € Vand j € F,,

1 if the attacker considers that the node i
still has the j-th type of system vulnerability
in round r, 0 otherwise where i € V., j € Fy,
andr eR

The system vulnerability status on node i in
round r. 1 if the node i has the j-th type of
system vulnerability in round r, 0 otherwise
wherei €V, je€Fandre€R (Once the
defender finds the j-th type of system
vulnerability in round r, the ¢,;; value of the
nodes, which have the j-th type of system
vulnerability, are 1 in round r.)

Decision variable

Notation  Description

A, Attacker’s attack budget in round r, where r
eER

B, Defender’s defense budget in round r,
wherer €R

a, Attacker’s budget allocation, which is a
vector of attack cost a4, a,» to a, in round r,
wherei€l.andr eR

bT Defender’s budget allocation, which is a
vector of defense cost b,4, b, to b, in round
r,wherei€eVandr €R

Xoi Attacker’s budget allocation on node i in
round r, wherei € V. andr eR

Vi Defender’s budget allocation on node i in
round r, wherei € Vandr e R

s, Defender’s node recovery status, which is a

vector of repaired status z,4, z;5, 10 z,; in
round r, whereie Vandr € R
1 if node i is repaired by defender in round



Pmri

qrij

Prij

Trij

b(@.5,)

r, 0 otherwise wherei € Vandr € R

The proportion of resources on node i is
reallocated by defender in round r, where i
eVandreR

The proportion of resources on node i is
recycled by defender in round r, where i €
VandreRr

m =0,1, 2 and 3 represents the information
proportion or probability of defender doing
nothing at all, using truthful, secrecy,
deceptive message on node i in round r
respectively, which falls in (0,1), where i €
V,reRandme {0, 1, 2, 3}

1 if the attacker uses the j-th type of system
vulnerability on node i to attack node i in
round r, O otherwise where i € V,., j € Fy,
andreR

1 if the defender only patches the j-th type
of system vulnerability on node i in round r,
0 otherwise wherei € V, j € Fp, andr R
1 if the defender uses penetration test to
patch the j-th type of system vulnerability
on node i in round r, 0 otherwise where i €
V,jEF,.andr eR

The Average DOD, which is considering
under attacker’s and defender’s budget

allocation are a,. and b,. in round r, where r
eR

The problem is then formulated as the following.

Objective function:

Subject to:

S ot e

iev,

minmax »" B(@,b,)

br a, r€ER

< 4,
+ Z Ui 0p; Z(5ri

iev,

= S5i) Z q(r—l)ij((rij = Qrij

J€Far

TER

Vr € R

- Trij) + Z O4ihyi (1)

iev,

+ Z Z @rij¥ijlrij (Grij = ©rij

i€V, jEF

),

(IP1)

(IP1.1)

Do
LeV

)

it Z €riSyi

iEV

PmriTmri

ievme{0,1,.23}

+Z Z i ®rijSrij
i€V jEFpy
P12
+Z Z Ilron'j{n'j vVr €R ( )
i€V jEFp,
< B,
+ Z Op; (driar;
iev
+ CriBri) Z [1 - (6ri - Sri)]
TER
ZAT <A (IP13)
TER
B, < B (IP 1.4)
TER
Z S < Z 8y vielh (IP15)
TER TER
Vr e Rii eV
Pmri =1 (IP 1.6)
me{0,1,2,3}
0 < ay Vr e Ri €V (IP1.7)
0 < By Vr ERiEV (IP 1.8)
i+ B =1 Vr ERiEV (IP 1.9)
Prij S Z Z Grij ViEW (IP 1.10)
TER i€V, TER € Fp,
Z Prij + Z Trij + (rij <1 Y?" € R’l (”:) 1'11)
TER TER € V,] € FDT‘

The objective function is to minimize the maximum sum of
the product of Average DOD in each round.

(IP1.1)

(IP1.2)

(IP1.3)

(IP 1.4)

(IP1.5)

(IP1.6)

Describing the sum of the allocated attack
budgets in each node and the cost of updating
information should not exceed the sum of attack
budgets, the collection of compromised nodes’
resources, accumulated resources and the reward
of using system vulnerability to attack in that
round.

Describing the sum of the allocated defense
budgets in each node, repaired cost of the
compromised nodes, the cost of releasing
messages, the cost of only patching and the cost
of using penetration test to patch system
vulnerability in each node should not exceed the
sum of the new allocated, reallocated and
recycled budgets in that round.

Describing the sum of the allocated attack
budgets in each round should not exceed the
total budget of the attacker.

Describing the sum of the allocated defense
budgets in each round should not exceed the
total budget of the defender.

Describing only after the nodes are
compromised by the attacker, the nodes could be
repaired by the defender.

Describing the sum of the information



proportion or probability of defender using
different message on node i in round r should be
1.

Describing the proportion of resources on node i
is reallocated by defender in round r should
between 0 and 1.

Describing the proportion of resources on node i
is recycled by defender in round r should
between 0 and 1.

Describing the sum of the proportion of
resources reallocated and resources recycled on
node i in round r should between 0 and 1.
Describing once after the attacker used the j-th
type of system vulnerability on node i to attack
node i, the j-th type of system vulnerability is
patched by the defender.

Describing the sum of the number of only
patching, the number of using penetration test to
patch the j-th type of system vulnerability on
node i in each round and the system
vulnerability status of node i in round r should
not exceed 1.

(IP1.7)

(IP1.8)

(IP1.9)

(1P 1.10)

(IP 1.11)

I1l. SOLUTION APPROACH

In this paper, we combine game theory and gradient
method to find the optimal resource allocation strategy on
each node in each round for both cyber attacker and network
defender. The detailed process is shown in Figure I1.

Start

<

Calculating the Average
DOD value of each kind of]|
resource allocation

Finding the optimal resource
allocation for both attacker and <):‘[>
network defender

Stop

Using gradient method to

find optimal resource
allocation strategy on each
node of each kind of resource

allocation

Using game theory to find the
optimal solution

FIGURE Il THE SOLUTION PROCEDURE OF THIS MODEL

The gradient method is a general framework for solving
optimization problems to maximize or minimize functions of
continuous parameters. The problem in this model is a min-
max formulation and both cyber attacker and network defender
are assumed that they could allocate continuous budgets on
each node in each round. Therefore, the gradient method is
suitable for solving this problem.

The gradient method can be classified into two types, one is
the gradient descent and the other is the gradient ascent. The
gradient descent method is used to solve optimization
minimization problem and the optimization maximization
problem can be solved by the gradient ascent method. The
concept of gradient descent and gradient ascent is similar, so
both of them could adopt the following algorithm:

Initially, to get a start point. The selection of start point is
critical, because it influences the result and computational
efficiency. To determine a direction, it could be positive or
negative. If a maximization problem is solved, a positive
direction should be chosen. On the other hand, a negative
direction is another choice which could be used to solve
minimization problem.

The gradient method adopted a step-by-step method to find
the optimization. Therefore, the step size which is the move
size in each step should be determined. To determine the next
dimension to move, the gradient method with the derivative
method to find the dimension which is most influenced, move a
step in the most impact dimension and set the new position to
be the next start point. And then repeats step 4 until stopping
criterion is satisfied.

Accelerating Calculation of the Average DOD Value

In this problem, the Average DOD value is used to evaluate
damage degree of network. In order to calculate Average DOD,
we should consider all possible network configurations. Once
the number of network node is too huge, it takes times to
calculate the Average DOD value. Hence, the method to
accelerate calculation of the Average DOD value is proposed.

Average DOD value is calculated by the DOD value and
probability of each possible network configuration. Therefore,
when the probability is larger, the possibility of network
configuration occurring is bigger. The calculation of the
probability is easier than the calculation of the DOD value, so
we used the probability value of each network configuration to
reduce complexity of the calculation of the Average DOD
value.

When the probability of network configuration occurring is
extremely low, the influence on Average DOD value would
also low. For example, if the probability of network
configuration is equaled to 0.00000000001 and the DOD value
equals to 10000 or 1, the product of probability and the DOD
value in two different situations are almost identical. This
method is applied to reduce complexity in this model.

The Calculation of Average DOD Value in Multi-Round

In this section, we introduce how to use the Average
DOD value to evaluate damage degree of network in multiple
rounds. In each round, both the defender and the attacker use
gradient method to find the optimal strategy. Besides, both of
them have to allocate resources in each node. Therefore, each
node would have a compromised probability which is
calculated by contest success function. So, the probability of
different states of network configuration is calculated by the
product of compromised probability of each node. There are
multiple likelihoods in next round, and consequently the
concept of the expected value is used to calculate the Average



DOD value in next round. Finally, combining the Average
DOD value with the weight of each round is the final damage
degree of the network. As a result, the final Average DOD
value is calculated as following.

would be =

The final Average DOD value

D+ X7, Zﬁo(ﬁm‘ x P(T-l)i)

(D, is the Average DOD value of the configuration j in round
rand P,_yy; is the incidence of the configuration j in previous
round)

Using Game Theory to Find the Optimal Solution

In this problem, both cyber attacker and network defender
need to determine how to allocate resources efficiently on each
node in each round. Besides, in this model we assume the
defender determining strategy and choosing message which
might be truth, secrecy, deception or doing nothing at all to
each node in each round. Moreover, we assume both the
defender and the attacker having incomplete information about
each other. Though this model is a problem of incomplete
information, the definition of complete information game in
[22] is "Every player knows both the strategies and payoffs of
all players in the game, but not necessarily the actions."
Basically, the defender and the attacker in this problem
understand both the strategies and payoffs of each other, but
the actions are not. Therefore, this problem is viewed as a
complete information game.

However, how to find the optimal strategies in the game
theory is another issue. Therefore, the solution approach of this
game is introduced in the following [23].

1. Finding out dominant strategy. The dominant strategy is
always better than other strategies no matter what kind of
strategy the opponent to take.

2. If only one strategy is remained of each player, it would
be the optimal strategy. Otherwise, go to step 3.

3. Using the min-max strategy to find the optimal strategy of
each player. If min-max strategy still could not find the
optimal strategy, go to step 4.

4. Using the mixed strategy (Linear programming) to find
the optimal strategy of each player.

For example, both cyber attacker and network defender
have 3 different strategies about allocating different resources
percentage in each round as shown in Table Il. In addition, the
combined results of different percentage resource allocation
strategies for both cyber attacker and network defender are
calculated by the Average DOD.

1. Finding out dominant strategy. From the view of the
attacker, the attacker wanted to maximize the damage
degree (Average DOD) of the network, so the S5 is the
optimal strategy. On the other hand, the defender intends
to minimize the damage degree of network, resulted that
the S,; is the optimal strategy.

2. Because only one result is remained for each player, it is
regarded as the optimal solution for both parties. The
optimal strategy of the attacker is S;3 and the optimal
strategy of the defender is S,;. Finally, the result of this

example is 3.
TABLE II. AN EXAMPLE OF GAME THEORY
Attacker
Strate
o Su | Sw | Su
So1 3 2 3
Sy, 2 2 5
Defender Sy > 1 4

IV. COMPUTATIONAL EXPERIMENTS

B Experiment Environment

The proposed solution approach is implemented in Eclipse
and run on the PC with AMD Phenom(tm) 11X4 B40 Processor
3.00 GHz, 6 GB RAM, and on the OS of the MS Windows 7.

With the time complexity analysis, we know this problem
is an extremely complicated problem. It costs eight days to get
the results of one experiment considering three kinds of
topology, three rounds and nine nodes. Therefore, 9 nodes and
three-round interaction between the attacker and the defender
in the experiments are considered. Moreover, we consider three
kinds of network topology including the grid network (GD),
random network (RD) and scale-free network (SF). The GD is
really regular network. The SF is a kind of network whose
degree distribution follows a power law. And, the RD is
connected with other nodes randomly. Computational
Experiment of (IP 1)

The solution approach is used to solve this problem. There
are ten different kinds of resource allocation strategy in three
rounds for both cyber attacker and network defender in this
experiment. The gradient method is used to calculate the final
Average DOD vale in 100 different payoff values. Therefore,
the results are demonstrated in the following. The strategies (A,
B,C, D, E F, G, H,I,J) represents ((0, 0, 1), (0, 0.3, 0.7), (0,
0.6, 0.4), (0, 1, 0), (0.3, 0, 0.7), (0.33, 0.33, 0.33), (0.3, 0.6, 0.1),
(0.6, 0,0.4), (0.6,0.3,0.1), (1, 0, 0)) separately.

TABLE III. THE RESULTS OF THE INCOMPLETE INFORMATION
EXPERIMENT UNDER THE DEFENSIVE MESSAGING (GRID NETWORK)

Grid network
Attacker
Strategy A|B|C|D|E|F|G|H| I |J]|MAX
0.32|1.94(1.87|1.55|2.94|4.56|4.46|2.87|4.34(2.53| 4.56
0.27(0.89|0.59|0.52(1.97|2.56|3.21{2.82|3.32|2.42| 3.32
0.29/0.75/0.84/0.63|1.73|2.13| 2.2 |2.16|2.38|2.23| 2.38
0.31{0.69]0.94|0.73(1.78|1.73|1.86{1.89|1.84|1.95| 1.95
0.27(0.92(0.72|0.57|1.83|1.76(2.23|2.04|2.77(0.89| 2.77
0.29|0.85(0.66/0.51|1.02|1.37(1.29|0.77|0.76{0.72| 1.37
0.4 /0.61]0.93|0.59(0.99]0.88|1.64(1.29|1.53|0.71| 1.64
0.3 |0.68|0.56|0.59|0.94|1.74|1.62|1.82|2.57|0.73| 2.57
0.32(0.78|0.89|0.56(0.78| 1 |1.14{1.06|1.47|0.71| 1.47
0.35(0.78{1.02|0.55|0.72(1.13(1.31|1.12| 1.7 (1.47| 1.7
0.27|0.61(0.56/0.51|0.72|0.88(1.14|0.77|0.76(0.71

Defender

EL-—IG)'I‘IITIUOUUZD
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The game theory is adopted to find the optimal resource
allocation strategy for both cyber attacker and network
defender. According to the solution procedure of game theory,
the dominant strategy eliminating method and min-max
method could not be used to find the optimal resource
allocation strategy for both cyber attacker and network
defender in this experiment. Therefore, the mixed strategy is
adopted to find the optimal percentage resource allocation
strategy for both cyber attacker and network defender. The
optimal solution of the probability of each strategy that the
attacker would take is {(0.3, 0.6, 0.1), (0.6, 0.3, 0.1)} = {(0.83,
0.17)}. In addition, the optimal solution of the probability of
each strategy that the defender would take is {(0.6, 0.3, 0.1),
(0.33, 0.33, 0.33)} = {(0.62, 0.38)}. The final average DOD
value is 1.2.

W Discussion of Results

The defensive messaging could aim at different information
on a node to release messages. So, the protective effect is
stronger than the second kind of situation of defensive
messaging. Hence, the attacker would choose to allocate some
resources in the first round to collect information, and allocate
more resources in the second round to attack. In the view of the
defender, in order to reduce the information which the attacker
could collect the defender would choose to allocate more
resources in the first round to reduce the damage. The results of
random network are demonstrated in the Table IV.

TABLE IV. THE RESULTS OF THE INCOMPLETE INFORMATION
EXPERIMENT UNDER THE DEFENSIVE MESSAGING (RANDOM NETWORK )

Random network

Attacker
Strateg A|B|IC|ID|E|F|G|H] I |J|MAX

0.34]2.49|2.28|1.91|3.73|5.65|5.55|3.52| 5.4 | 3.1 | 5.65
0.35/1.29/0.85|0.75|2.56|3.29|3.63|3.49/4.08(3.03| 4.08
0.37/0.86/1.13|0.62|2.11|2.63|3.14|2.56|2.93| 2.7 | 3.14
0.41/0.86/1.09/0.99|2.27|2.31|2.36|2.56|2.31|2.32| 2.56
0.36/0.91/0.96/0.72|2.25|2.54|3.03|1.39(1.85[ 1.1 | 3.03
0.39/0.94/1.19/0.67|1.45|1.83|1.91|0.96/1.17|0.99| 1.91
0.4 10.83]1.01|0.73]1.22{1.14|1.96|0.94|1.69|0.94| 1.96
0.39/1.04/0.72|0.68| 1.1 |2.32|1.93|2.13|3.16/0.86| 3.16
0.42|1.08/1.29|0.67|0.99/1.29|1.43|1.51|1.91|0.83| 1.91
0.45/1.13|1.64/0.64/0.99|1.52|1.95|1.26| 1.8 [1.72| 1.95
N[0.34(0.83|0.72|0.62|0.99/1.14/1.43|0.94/1.17|0.83
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Because this experiment could not find pure strategy, the
mixed strategy is adopted to find the optimal percentage
resource allocation strategy for both cyber attacker and
network defender. The optimal solution of the probability of
each strategy that the attacker would take is {(0.3, 0.6, 0.1),
(0.6, 0.3, 0.1)}={(0.61, 0.39)}. In addition, the optimal
solution of the probability of each strategy that the defender
would take is {(0.6, 0.3, 0.1), (0.33, 0.33, 0.33)}={(0.61,
0.39)}. The final average DOD value is 1.62.

B Discussion of Results

The defensive messaging could aim at different information
on a node to release messages. So, the protective effect is
stronger than the second kind of situation of defensive
messaging. Hence, the attacker would choose to allocate some

resources in the first round to collect information, and allocate
more resources in the second round to attack. Because the
distribution of important nodes is random and scattered in
random network, local nodes damage would cause network
fragmentation. In the view of the defender, in order to avoid the
network would become fragmentation the defender would
choose to allocate more resources in the first round. Moreover,
in order to enhance the survivability in remaining rounds, the
defender would allocate resources in these rounds. The results
of scale-free network are demonstrated in the Table V.

TABLE V. THE RESULTS OF THE INCOMPLETE INFORMATION
EXPERIMENT UNDER THE DEFENSIVE MESSAGING (SCALE-FREE NETWORK )

Scale-free network
Attacker
Strategy A|B|C|D|E|F|G|H| I |J]|MAX
0.23|1.74| 1.7 |1.33|2.68|4.81(4.44|2.56|4.31{2.15| 4.81
0.25(0.96(0.64|0.47|1.75|3.18(3.24|2.57|3.02(2.17| 3.24
0.26|0.68/0.82|0.45| 1.5 | 2.4 [2.69|1.78(2.66|1.93| 2.69
0.29(0.74|1.15|0.67(1.78|1.57|1.84({1.78| 1.9 |11.68| 1.9
0.25(0.69/0.58|0.51|1.85|2.11(2.82|0.99(1.44|0.65| 2.82
0.27(0.79(1.03(0.46|0.92|1.57|1.59| 0.7 |0.96|0.58| 1.59
0.29(0.68(0.87/0.47]|0.91|0.82(1.81|0.69|0.82(0.58| 1.81
0.27|0.66/0.81| 0.5 [0.76]1.87(1.75|1.81| 3.1 |0.61| 3.1
0.29( 0.7 |0.93]|0.46(0.77|0.89|1.22{1.15|1.73|0.65| 1.73
0.32|0.84(1.03/0.51]|0.76|1.25(1.56|1.11|1.94(1.34| 1.94
N|0.23|0.66|0.58/0.45|0.76(0.82|1.22(0.69|0.82(0.58
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Because this experiment could not find pure strategy, the
mixed strategy is adopted to find the optimal percentage
resource allocation strategy for both cyber attacker and
network defender. The optimal solution of the probability of
each strategy that the attacker would take is {(0.3, 0.6, 0.1),
(0.6, 0.3, 0.1)} = {(0.68, 0.32)}. In addition, the optimal
solution of the probability of each strategy that the defender
would take is {(0.6, 0.3, 0.1), (0.33, 0.33, 0.33)} = {(0.55,
0.45)}. The final average DOD value is 1.39.

W Discussion of Results

The defensive messaging could aim at different
information on a node to release messages. The protective
effect is stronger than the second kind of situation of defensive
messaging. The attacker would choose to allocate some
resources in the first round to collect information, and allocate
more resources in the second round to attack. Because the core
nodes damage in scale-free network 1 would cause network
fragmentation, in order to avoid the network would become
fragmentation the defender would choose to allocate more
resources in the first round. Moreover, in order to enhance the
survivability in remaining rounds, the defender would allocate
resources in these rounds

V.CONCLUSION

In this paper, two issues are considered. First, an
incomplete information attack-defense problem is proposed. In
addition, how to efficiently allocate resources on each node in
multiple rounds for both cyber attacker and network defender
is needed to be solved.

The main contributions of this work are as follows:



B An incomplete information attack-defense problem

In reality, the attacker owns information which is often
limited. It is impossible for the attacker to know the whole
information about the defender. In other words, the
information between the attacker and the defender is not
always symmetric. Therefore, an incomplete information
attack-defense problem is considered. Moreover, we also
considered the defender releasing message which might be
truth, secrecy, deception or doing nothing at all to each node
in each round to increase defense efficiency.

B Solving a multi-round attack-defense problem

A new min-max mathematical formulation is proposed.
Moreover, both cyber attacker and network defender could take
lots of different policies. From the view of the attacker, the
accumulated experiences and vulnerability attacks s
considered. On the other side, the resource reallocation or
recycle, node recovery, system vulnerability patch and message
releasing problem is considered for the defender.

Besides, the gradient method and game theory is adopted to
find the optimal resource allocation for both cyber attacker and
network defender on each node in each round. The gradient
method is used to find the optimal resource allocation on each
node. The game theory is adopted to find the optimal
percentage resource allocation in each round.

B A more realistic network topology

A complex system with n nodes in different kinds topology
is considered. We also consider three kinds of relationships
between nodes which included independence, dependence and
interdependence to get closer to realistic network topology.

W Providing a objective guideline for network operators

In this multi-round attack-defense problem, we conduct a
mathematical model for this problem. Besides, we use Average
DOD to evaluate damage degree of network to help network
operators to predict all possible strategies which both cyber
attacker and network defender would take. As a result, network
operators could use this model to take strategies and optimally
allocate resources to ensure a prearranged level of system
survivability.
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