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Abstract—Ongoing developments of the LTE standard will The malicious user, namely the jammer, attempts to interfer
allow for device-to-device (D2D) communications, which Wi with the physical resource blocks (PRBs) that the D2D trans-
enable direct connection of user equipments (UEs). Since BE yitter exploits in the LTE radio frame. We hence consider the

are becoming increasingly more powerful both in computatioal . . . o
power and in the role they have in the network, a concrete thrat adversarial situation between J and the transmittingifegte

is that a hand-held D2D-enabled device could be deployed tafjn ~ User, simply called LU. In the D2D scenario we assume that
intentionally ongoing transmissions of other D2D users. Inthis J and LU are both UEs and have similar type of cognitive
context, a natural concern for operators will be the resiliexce of capabilities, computational power, and radio charadtesisin

the legitimate user (LU) against a jammer's (J) attack. In ths 5 4gjition, each of them may decide how to plan the transmis-

work, we model an LTE D2D system made of a pair of LUs _. I . . .
and a J that tries to impair their communication. We model ~SION Over each transmission time interval (TTI) in order to

the adversarial scenario between the transmitting LU and J a maximize their utility.

a zero-sum game: in this game, J's target is to minimize the In the rest of the paper we provide a performance analysis
throughput of the legitimate D2D pair. We show the achieval® pased on the fundamental tradeoff that arises from comipinin
channel rate of the D2D pair under jamming attacks and the physical layer considerations and link layer consideretidn

existence of a Nash equilibrium. Finally, when both playerdearn . .
each other strategy over time, e.g., employing fictitious ply, such particular, at each LTE radio frame, LU can select a subset

equilibrium becomes the system’s operating point. of PRBs at random according to a frequency-time hopping
scheme known by the receiver. The jammer, in turn, will try
. INTRODUCTION to hit a certain subset of PRBs with no prior knowledge on

The Third Generation Partnership Project (3GPP) has stahe hopping scheme. Actually, they both need to span the
dardized the next generation of cellular technology, knowargest possible number of slots in order to escape/pubmie t
as LTE and its advanced version (LTE-A), which is now apgransmission of the opponent. But, under a finite power btydge
proaching the mass market. The 3GPP community is currenthey need at the same time to allocate a large enough power
defining the new features of LTE for communications systenawver each PRB to be effective, i.e., to transmit/interferthw
beyond 4G. One promising innovation that is expected @mough energy per PRB.
come with newer releases of LTE, namely Release 12 and 13The situation above represents a jamming game [1], [2]
is provided by the D2D communication mode. D2D appeavghere the players’ action is the number of PRBs randomly
promising in order to enable short range proximity serviceselected per frame. We formulate first the PHY layer analysis
offload traffic and perform efficient spectrum utilization. for the static case under fixed strategies for J and LU. Hence,

However, this new paradigm will likely introduce strong rethe game between LU and J is described as a zero-sum game.
quirements of coordination for legitimate D2D users. Intigar Finally, we describe the system’s dynamics under a learning
ular handing over control of radio access to local UEs rexguirscheme by which players react to each other strategy.
preventing destructive interference due to local transiuiis The remainder of this paper is organized as follows. Section
that can potentially interfere with one another. Furthe®mo Il provides an in-depth explanation of the problem we aim
with the increased programmability and computational powt solve. Section Il provides the system model and analysis
of UE terminals, a general threat in this scenario is repriiese In Section IV we formulate the game theoretical approach
by malicious users performingmmingattacks. considered in this paper. Section V illustrates and desstibe

The aim in this paper is to provide a theoretical frameworfimulation results obtained. Section VI shows the concigdi
and novel performance evaluation tools able to quantify themarks of the paper.
impact of jamming for the emerging D2D paradigm. We con-
sider the case of a legitimate transmitter/receiver pdijest
to jamming attacks operated via the D2D communication In this work, we study a communication network in which
mode. The transmitter is termed hereafter “legitimate”jtas a legitimate transmitter (or LU as mentioned before) isingl
can access only the slots leased out locally by the primary communicate with the intended destination using D2D
communication system (i.e., cellular network). communication mode in the presence of a malicious device

Il. PROBLEM FORMULATION
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TABLE |

yields 180 kHz of bandwidth [6]. Resources allocation is
MAIN NOTATION USED THROUGHOUT THE PAPER

done by assigning to legitimate users time-frequency gtots

[ Symbol | Meaning | simply slots hereinafter) made of TTIs over time and PRBs in
LU Transmitting legitimate user frequency. As shown in Figure 1, the LU receiver is located
?v.r %ai":"ef _ at the centre of the area of interest, which is assumed a disk

otal numbper ot avallapble slots . . e .

i Number of slots used by LU of radiusR, while thellegltlmate L.U transmitter and the J are

ma Number of slots used by J scattered at random inside the disk.

7(LU) | Transmission strategy LUr o) is the probability that LU The total transmission powers available at the LU transmit-
transmits onm; slots ; ter and jammer are denoted with,y and Py, respectively. At

() Transmission strategy LUz is the probability that J| each LTE radio frame, the LU transmits ovej different TTls

- transmits onmy slots and it utilizes an equally spread powBty /m;. Furthermore,

LU LU’s transmitting power 2

P JT's fransmitting power we assume that the LU after selecting the numbar of

Py Probability that LU's signal is successfully detected bg th slots it can change their position every LTE radio frame sinc
recewver N _ the LTE system allows flexibly scheduling the resources. The

P; Probability that there aré colliding slots, on which both LU . . f ith th . f the LU
and J are both transmitting jammer attempts to interfere with the transmission of the

AR Expected achievable rate for LU by transmitting at a poweP; /m+ equally distributed ovems

slots.

that attempts to impair the intended link. One possible @tam \We denote)M the total number of slots within a radio

of a D2D communication protocol was presented, e.g., in [3tame for a LTE system of bandwidthi’. At each radio

[4], [5]. The destructive effects of the jammer are measuréthme J and SU use:; and ms slots, respectively, where

at the location of the reference D2D receiver. All devices an < m,, m, < M. Hence, they transmit over a setmf, and

assumed hand-held battery operated terminals using LTEnf\ slots positioned at random over the LTE radio frame. We

cellular technology with limited battery capabilities. further assume that both J and SU are aware of each other’s
Since all the devices are battery operated they have gresence and they can estimate the number of channels used

make judicious use of their power budget in order to mayy the opponent at each radio frame.

imize their utilities. From the perspective of the LU, this As mentioned, beside interference both radio signals of the

means maximizing the achievable transmission rate betwaan and J are assumed corrupted by a Rayleigh distributed

source and destination, whereas for the jammer this impliggiing. With interference, the probability the LU transgiis

destroying the legitimate communication link. We derived t can be correctly detected’) at the receiver location can be

probability that the intended destination can correctigeiee written in terms of the signal-to-noise plus interferematio
the LU transmissions and we show how a zero-sum game q@INR) as follows

model the behavior of the network made of one legitimate
D2D pair and the jammer. Actually, LTE-A allows scheduling Py = Pr(SINR= j),
resources inside the radio frame every TTI: we assume tl@ﬂ’iereﬂ is the threshold for the detection.

a configuration of occupied PRBs remains constant dur'ngTheorem 1:Under Rayleigh fading, the probability of suc-

one LTE radio f_rame (10 ms). But, it can be changed in thteessful detection?; for a pair of legitimate users on a slot
next one (hopping scheme) so that the jammer cannot le Terfered by a jammer equals

any specific pattern of the TTls used by the LU transmitter.
However, when opponents Iearn_ thg number of emponedP — e — 5 my 2( my Py )g (TO)QF(l N 2)
PRBs of the ad\_/_ers_ary, eg., I_Jy fictitious play, we can show!d P SNR o
that a Nash equilibrium is attained.
. . =2, miPy 5710\ ¢

In the next section we develop the performance analysis of F(—,ﬁ iz |h| E) , (D)
the system by encoding the impact of these constraints in our _ @ 2fLu _ _
model. Thus, we can provide a framework to evaluate the ba#gterea is the path-loss exponent, SNR the signal-to-noise-
response of a legitimate user against jammers. ratio without interference and, is the distance of the link

between the LU transmitter and receiver.
[1l. SYSTEM MODEL AND ANALYSIS O

The LTE radio technology relies on time-frequency slots thhe Probability that the LU signal is successfully detedted
transmit information bits using orthogonal frequency sivn  the presence of Rayleigh fading only (i.e., without jamming
multiple access (OFDMA) for the downlink connection an§an be written as follows
single carrier frequency division multiple access (S-FDMA Py = Pr(SNR> 3). @)
for the uplink. The smallest unit of resource assignment in -
the LTE standard is the PRB, that is, the smallest bandwidthe detailed proof of equation (1), which includes also equa
assignment to a user. Over time a PRB lasts half of a Tiibn (2) is postponed to the Appendix.

(which corresponds to 1ms) but for the purpose of dataFrom the expression above, we notice that both LU and
exchange, a UE cannot use less than one entire TTI. Qhallow finding a trade-off for the numbern; and my of
PRB contains12 sub-carriers each spaced 15 kHz, whicklots they use. On the one hand, for the LU, opting /for
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both onm; and on the numbein, of slots chosen by J.

We can now write the expression of the utility, that is the
expected achievable rateg (m1,m2) for LU, which is all the
slots where the communication is successful:

-
_— -~
~

min(mi,m2)
AR(ml,mg):K Z B|:Pd-i+Pd0~(m1—’L') .
i=max(0,m1+mo—M)
“4)

where K is a parameter which depends on the bandwidth of
the LTE system contained in a frame and on the modulation
scheme used. We will assign #§ a realistic value for LTE
systems in the simulation results section. From, this point
onwards, the dependency of; andms for Ag is dropped.

=
= -~
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-
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Fig. 1. System scenario: three logical areas define the tpesaof the IV. ZERO-SUM GAME MODEL

IS>/tst_$m|and_the impact of Atheh tr?élshr?itt?r's a?d :_he s&%;nmerm%iSS- In this section we introduce a game-theoretical model for

of what the ransmitter does. If 3 is in area C. the transmétteuld do the 1€ Situation where the action available for both LU and J is

same. The intermediate case requires a game theoretidgbkiana the number of PRBs used per frame. Our aim is to describe
and predict the behaviour of two competing players, namely
LU and J. The objective of LU is to achieve the highest

. . . - . possible transmission rate, which is proportional to itifityt
close toM results in a high probability of collision with the _On the other hand, the malicious J intends to thwart LU's

J and moreover in a low transmission power in each slot. Qn S . . :
. : ; communication with the receiver. In this context, zero-sum
the other, choosing too smah; value allows using a higher : : A
. ; games are a natural model [7], since J aims at minimizing
transmission power per slot that reduces also the interéere ;. o . ) “
. : U, i.e., maximizing—U, from which the games’ name “zero-
(unless J utilizesny, = M slots). However, choosing a too um’
small m; value is often a conservative strategy. Converse@, '
from the perspective of the jammer, transmitting on a vely. Static game: Nash Equilibrium
small numbern, of slots allows the J to interfere considerably . . . .
the legitimate transmission over a small (on average) nlum%e\ge. f!ftoitgdgnthlg f&%fgg.siFggt'zgn?:tva?Q (Ij_é:"naensd tﬁe
of slots used by the LU. Increasing,, the jammer spreads ver Ju ng 1SS! ; : :

the transmit power over a larger number of slots but at ﬂ?éngle st_age game settmg. Players_ LU and ‘] are thus have no
penalty of a very low jamming effect. information on the beh_awour of their respective opponant]

The geometric interpretation of equation (1) is shown iW?yO?hS%S:ntr;taen?ggrlgdaerlla; E%egtlz}zf;;ﬁcrlog?er. Tr]‘\ﬁ the
Figure 1. The figure shows three different annulus inside tﬁSA tp I 9 that both LU and J_ 766{"( '
disk of arear R2. Area A is the area wher®, is maximized; . ctually, we assume that bo and J are ers
moving the LU transmitter awayirea B is the area where l.e., they can a(_jophlxed strategle_s’_x)r trf_;ms_m|s_5|on. A m|>$ed
jamming interference starts effecting the reception of tr%rategy is defined as a probability d!strlbunon_ apcordmg
legitimate D2D transmission sinde is lower compared to the which they select the number of their transmission slots at

previous case andrea C where jamming attacks can disrupf[’jl given stagen, andm;, respectively. We con_S|d(_er hence
the legitimate transmission sincg, lowers by moving the he standard uncorrelated case, where such distributicns a

i U) ()
transmitter further away. independent of each other. Denoitéﬁ (g, resp.) as the

: . . . : bability that LU (J) transmits om; (m-) slots. We the
Irrespectively of the possible configurations described o (LU) () .
Figure 1, with a probability?;, there existi slots where the denote bydg (""", 7)) as the expected value of with

jammer collides with the LU. Clearly, ifny, > M — ms, respect to the (independent) transmission strategy of Ld) an

there is collision on at leasti; + mo — M slots. Hence, Jie,
we consideri > max(0,m; + mo — M). Moreover,P; = 0 M M
Vi > min(my, ms). Therefore we can write the following A (e 7y = N N Al xll) Ag (ma,ms). (5)
. . m1:1 m2:1
7 mi1—1
P, = "71 mz 1-— m2 , 3) The adversarial situation that we have just described can
7 M M .
be precisely modelled as a zero-sum game between LU and
wherei = max(0, m;+ma—M),...,min(my, me) andP;, = J, which in this case are the two players of the game. A
0 elsewhere. powerful concept in games is represented by the celebrated

We assume that LU aims at maximizing its utility that id€Nash equilibrium, that describes the situations in whicheno
the achievable ratelr, which is proportional to the expectedof the two agents can achieve a better utility by unilatgrall
number of PRBs successfully detected by the receiver. Wkanging its transmission strategyi.e., when the other agent
denote such quantity asg (m1, m2), since it actually depends does not change its own strategy).



TABLE Il

Definition 1: The pair of transmission strategies SvSTEM PARAMETERS( [6], [5]).

(r(LU)* 7())*) is said to be at Nash equilibrium whenever

Ar(A D) 1 %) < Ap (B 725y < Ap (r(ED* 7()) | Parameter | Meaning | Value
Py RF transmit power of UEs | 23 dBm

for all transmission strategies “Y), 7(). W Bandwidth 1.4 MHz

An early result in game theory is due to Von Neumann and 3 Threshold for detection 1.5 dB
relates to the existence of a unique value of the utility fiomc o Path-loss exp. 201, 4
that corresponds to the Nash equilibria of zero-sum games. | No Noise power spectr. density| -174 dBm/Hz
its general form, it holds the following g Useful link distance [0:1]

Theorem 2 ([8]): In zero-sum games, strategies at Nash N LTE D2D protocol efficiency| 0.9
equilibrium exist among mixed strategies. Furthermore, th b bits/symbol (in 16-QAM) 4

value of the gamedg (7(XV)* 7())*) is unique.

O

Wef r(_amark that not always it will be poss_|ble to find a Nas\t/]vhere 1(-) defines the indicator function. By convention, we

equilibrium among the so-callepure strategies. In fact, pure . itial L)) — FDoy — 1/M. F f P 1
strategies are those where; (m3) which is selected with ni |a|zde fmi(0) = fm;(0) = 1/M. From framet =
probability 1 by LU (J). A NE in pure strategies is one forOnwards,
whi.ch each pla}yer uses pure strategies. In the other cases we mi (t) = argmax,, AR(ml, f,(,;’) (t— 1))
define NE in mixed strategies. Later in the paper, we will show o (L) 2
with numerical examples that both mixed and pure equilibria ma(t) = argmin,,, Ar(fy:")(t —1),mz)

appear in the jamming game proposed in this paper. We remark that, in contrast with the static case described

in the previous section, in fictitious play the strategieghsf

agents are no longer independent of each other, since each

The Nash equilibria identified for the single stage casgent reacts to the past opponent’s behaviour, in analogous
encompass the case when transmissions occur in one SiRgigs.

frame. It is well known [10] that the frequencies of the learning

Hereafter, we address the more realistic situation in Whi‘ﬁ?ocedure of the fictitious play always converge to a (in
transmission occurs over multiple frames. We consideraise ¢ general, mixed) equilibrium of the game.

when both LU and J are capable to measure the respective

ppponent’s_behavioqr over time..'.l'he results of the stati;:ecg Theorem 3 (Robinson 1951) both LU and J adopt at

in the previous section are auxiliary for our development i95ch frame a fictitious-play type of transmission strategy,
the dynamic case. then their frequency of play converge to a Nash equilibrium

B. A learning strategy: fictitious play

At each frame/ = 1,2,..., LU and J are able to changegirategies in the static case with probability 1 (w.p.B,i.
transmission strategy and select a different number ofslot
mq (t) andma(t) respectively, still according to some proba- lim fED) =7xEFD*  wpa
bility distribution. froe o -
We assume a situation of perfect mutual information, tlif{}of (t) == w.p.1.
in which at framet both LU and J know exactly the
numberms (k) and m4 (k) utilized for transmission at frame O

k = 1,...,t — 1 by the opponent J and LU, respectivelylt is worth to remark that Thm. 3 states that, even though

We now describe a learning process, in which the TU and?9th players adopt at each stage a pure strategy drawn from
react optimally against the past behaviour of their respect Set.S, the frequencies by which those are played converge to
opponent, by assuming that the opponent chooses the nunfBerequilibrium of the game. As such, Thm. 3 is also a tool
of transmission slots at frantestill according to the frequency to determine the actual type of a NE, i.e., whether it is eithe
of its own play up to frame — 1. This mechanism is called Mixed or pure.
fictitious play[9].
V. SIMULATION RESULTS

Definition 2 (Fictitious play):Let P (@) (R (), resp.)  This section describes the results of our numerical sim-

the frequency up to time with which LU (J) has transmitted yjations. The values of the parameters considered in the

onm; (my) slots, i.e., simulations are presented in Table II.
t The parametefg= 0.5 is taken into account, within area
FSEO(#) = W (k) = ma) [t B of Py. A LTE device consists ofl2 sub-carriers for the
k=1 downlink, in which 7 symbols are carried by each carrier.
y t Each LTE user is assignet PRB in bi-dimensional time
() = Z I(ma(k) = ma)/t, and frequency ofl0ms, comprising of 10TTIs of 1ms each.

k=1 This leads to the total number of resource elements(RES) in
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Fig. 2. Plots of the probability of detectioR; and of the achievable Ratég with parameters3 = 1.5dB, %’: 0.5

a PRB12 x 7 = 84. The constant in the achievable rate gence of mixed Nash equilibria, of whom pure ones are just a

formula in (4) is calculated as follows [5]: special case. In mixed equilibria, LU and J choose the number
S4x2xb of RBs according to some independent probability distidut
K=n——— (6) Fig. 4 shows that fol/ = 60 and a path loss exponemt= 4,

10ms

wheren is the D2D protocol efficiency and denotes the
number of bits used in the 16-QAM, as listed in tableAl.is

i.e. in indoor environments, LU picks; = 40 andm; = 41
with probability around 0.3 and 0.7, respectively. In thise,

) ) J is still forced to jam on almost all the available RBs, by
defined as the total number of data bits per second RiRB. selectingms — 58 andms — 59 with probability around 0.8

Figurg_Z(a_) shows that, reduces asg increases_, aI_Iowing and 0.2, respectively.
the clarification of the thrge areas of LU transmission effec Finally, we also observed that if the parame§grtends to
tlvenes§ as mentlone.d prior, for = 2.01 and 4 Qne notes 1, i.e. Area C is approached, thély decreases, thus leading
that Py is _smaller asy increases, due to the shifting from freetO the emergence of mixed NE strategies.
space to indoors.

Simulations were also conducted to analyse the achievable VI. CONCLUSIONS
rate of communicationdr between the pair of legitimate In this paper we tackled the challenging problem that might
users. Fig. 2(b) (Fig. 2(c), resp.) showts for fixed ms (m1) arise when newer releases of LTE technology will allow users
and whenm; (ms) varies. We notice the trade-off that botto communicate via a D2D communication mode. In this
LU and J have to face when choosing the number of slatentext, some devices might develop a malicious behaviour
to utilize, and which has been discussed in Section lll. lny starting intentionally jamming other legitimate pairuser
Fig. 2(b) one may appreciate how the optimal for LU, equipments.
that maximizesAgr, depends on the choice, of J. Such  Assuming that a pair of legitimate users is aware of the
optimalm; is called “best response” for LU against the actiopresence of the jammer, we analyse the adversarial situatio
mso taken by J. Conversely, from Fig. 2(c) one observes tlhetween the transmitting legitimate user (LU) and the jam-
best response for J, i.e., the optimal that minimizes the mer (J) by utilizing a game-theoretical framework, and more
achievable rate against a certain selected by LU. If there specifically via zero-sum games. At each LTE frame, J and
exists a painmi,m2) such thatm; is best response against.U are able to choose the number of time-frequency slots
mo and, converselyms is best response against;, then to transmit on, out of theM available ones. J's objective
(m1,m2) is a pure Nash equilibrium. is to minimize the expected achievable rate for the pair of
Fig. 3, 4 show the frequency at which different number dfUs. In this context, we compute the Nash equilibrium of
slots have been chosen over time when both LU and J folldhe game, describing the pair of strategies for LU and J from
a fictitious play strategy. For Theorem 3, such frequenciagich it is not beneficial for either of the conflicting agetus
converge to the Nash equilibrium of tlstatic game, i.e., the unilaterally deviate. The Nash equilibrium can be consder
game played over just one frame. In particular, from Fig. & the operating point of the system, and it can be reached
we understand that fol = 60 and a path lossx = 2.01, asymptotically via a simple learning strategy by both users
i.e. in outdoor environments, the Nash equilibrium is purealled fictitious play. As a matter of fact, it also prescsliee
Moreover, we observe that at Nash equilibrium J is forced max-min strategy for LU, being the best conservative gijate
spread its available power on almost all (58 out of 60) the RBsr LU against the most harmful behaviour of J.
available. However, it is erroneous to claim that J is alway$umerical simulations suggest that, for ranges of paramete
better off by jamming almost all slots whatever the strategf practical interest, the best strategy for J is to jam ryeasl
for LU is, as it is clear from Fig. 2(c). many slots as possible, while LU should utilize a significant
As Theorem 2 claims, in general we should expect the emémaction of the available slots.
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The following expression foFZ considers a 2-dimensional
area of transmission.

_gmiPylhl?rT o g
e 7712PT7‘5Q dT
Rd

dr

— % R2
Pd :/
Ry

Performing integration by substitution, we use the change
of variablet = 3 Z1Lt |h[*r~“ry®. Hence, the integral can be

rewritten as

Fig. 3. Frequency of play when both LU and J choose the nunfi®ots m
andmy to transmit on according to a fictitious play strategy, with= 2.01,

s
B8 =1.5dB, 2= 0.5.
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Fig. 4. Frequency of play when both LU and J choose the numbsiots
m1 andmsg to transmit on according to a fictitious play strategy, with= 4,

B =15dB, "0=0.5.

As a by-product, we also computed the probability that the

P =

d T_o m1PJ

—<R>d<ﬁm2PT

(6%
o0 —d o0 —d

{/ e_ttT_ldt—/ e_ttT_ldt] ,
t2 t1

* 4, 2d

where the lower limitt; = S242L [h[>m7 “rg and the up-

mgP

per limit ¢, = BZLL B2 R, *rg.

ma Pr

We are now in the position to compufé, = E,(P;) by
removing the conditioning on the channel fading and assgmin
Ri=0and R;= R as follows

my Py

d
mQPT) (%’)dr (1 + g)

—d ,m1P; o\ "
PG onEres) | @

mQPT

20

receiving LU can successfully decode the useful LU’s signalhere in the Rayleigh distribution we assume= L.
in the presence of a Rayleigh distributed fading channéi wit The detection probability shown in equation (1) is obtained

J's interference.
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is simply Pyy = exp < — ﬁpﬁ

by noticing that in the case of Rayleigh fading equation (2)
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. The final expression

can be then obtained by multiplying; = Py - P,
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[3]
APPENDIX

[4]
PROOF OFTHEOREM 1

Proof: Let us assume that one channel occupied by L
is interfered by J. The power gain coefficient of the chann
in question is simply denoted as|?. Then,

b

(6]

1 2 _«
my Prlhol® rg [7]

mLPJ|h|2 r¢
2
m1PJ|h‘2T’°‘

moPrrg @

SIR = @)

(8]
El

[10]

Py=Pr||hof*>2
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