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Abstract— Named Data Networking (NDN) presents one of the
first and most emergent Information Centric Networking (ICN)
project. It offers an excellent substrate to solvéoday's Internet
problems. To ensure security challenge, it adopts data-centric
model. The access control represents a fundamentakecurity
aspect. It prevents the data publication under anysensitive
namespace and the access to any confidential cornten
In this paper, we use the generic and conceptual eess control
scheme called UCONABC to propose an optimum and seed
data centric access control model. In our proposaldata is
protected by encryption and lock passwordlts access is managed
by a centralized access list (ACL).

Keywords—Access control, Content
Named Data Networking, UconABC.
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. INTRODUCTION

Information Centric Networking (ICN)[1] constitutea
promising direction for the Internet of the Futuesearch.
Content Centric Networking (CCN)[2] presents onehef first
and most emergent ICN projects. It was proposedvag
Jacobson in 2006 in the Palo Alto Research CeRt#&R(C). In
September 2010, it was chosen as one of the NaBmence
Foundation's Future Internet Architecture (FIA) jpots. It is
called in this new context Named Data Networkin@®{[3].

Interest Packet Data Packet
Content Name Content Name
Selector Signature
Nonce Signed Info
Data

Figure 1. NDN packet Types

In this project, named data represents the ceatesthent;
all network operations are determined by contemeraather
than IP address. They are based on two types defmc
Interest and Data (see Fig. 1). Interest packeteig to the
network by consumer to request content. It carriges
hierarchical and human-readable name identifyirgdésired
content. Data packet represents the response totdrest. It
is characterized by the same name in the Intersheab the
name in the Interest packet may also represenprisfex of the

on the entire packet (name and data) using the mtatducer
private key. This signature securely binds the ntmtbe data.
To verify it, the requester recovers the produceablip key
based on information provided in the field signatbi(data
producer public key digest...).

Through in-network caching, Data packets can e bg
any node receiving the Interest and having theesiga data.
Same named content can reside in various netwadtitms
and a request can be satisfied by the closest obpthe
content. However with this content dispersion, siéggigan no
longer be tied to a particular host. Therefore atagriented
security model must be adopted. NDN offers an dswtl
substrate for achieving the requirements of sucturity
model. To deal with integrity protection and dategio
authenticity, it makes mandatory the digital sigmatof each
data and its corresponding name, securely bindiegt To
achieve other security goal, NDN can be extendésgusew
or traditional mechanisms.

The access control represents a fundamental seaspiect
since publishers need to control access to theiteots. In
this paper we use the UCONABCI[4] model to defineeas
rights management in NDN networks. As mentioned4in

the UCONABC model defines six generic components:

subject(S) which is an entity associated with laitties or
ATT(S) such as (user id or user name, etc...). @@) is a
set of entities on which subjects have rights attarazed by
its attributes ATT(O). Rights are privileges tlaasubject can
hold over an object such as (read and write). Atghtions
are functional predicates that must be evaluatedetermine
the possibility of use of an object by a subjedtligations are
checked functional predicates that have to meetdatany
requirements. Conditions are decision factors.

In this paper, we propose a data-based accesstomdel.
In this model, protected content are encrypted @mdected
using a password. In addition, access rights aganized
around the concept of namespaces [5] and theyemerided
in an access control list (ACL).

The map of this paper is as follow: in the secceatisn we
describe our scheme, we detail our access rightegesnent

name in the Data pacRelt contains also a signature calculatedmOOIeI and we represent readers operations and rwrite
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operations. In the third section we give the relamork and
finally we conclude in the fourth part.

Il. OURSCHEME

Access control is an important aspect of security
information centric networking approach. If no axeontrol
is applied, there will be no distinction betweegitienate and
malicious entities. Publishers will be able to psibl data
under any namespace and requester can accessdordagt.

The importance of this security aspect led us tppse an
access control model. Our proposal is based on Ideking
allowing protected content to freely reside anywher the
network. Only legitimate readers can unlock pradctiata
and only legitimate writers can recover the paranset
necessary to the publication of a locked data.

The proposed solution is organized around the quinck
namespaces. Indeed, data are characterized bydhiea and
tree-like structure, so in order to manage largéections of
data, a sub-tree of names can inherit the sameypaticess
control as that of the root node. On the other hémgrovide
more flexibility, an arbitrary assignment of acceggts to a
child node is possible.

To control the access to a namespace, an acceseldist
(ACL), an asymmetric root node key pair (RMKpton

group with a read and write privileges. It publishthese
encrypted keys in Data packets (carrying a sigeatur
calculated using its private key). On the othendhathe
trusted server Snorization Provides passwords encrypted with
the public keys of authorized entities which arquieed to
perform read and write operations.

To handle inheritance of access rights on nodes ehild
node inherits the same key pair (RNKption RNKencryption
and the password from the root node.

To affect new rights to a child node N, a new ACL
indicating new access rights, a new key pair (RMstion
RNKencrypion @nd @ new password are assigned to it. Also, a
new SumorizationSErVEr, managing the password attribution and
the reading/writing authorizations, is attachedthes child
node. Changes of rights apply to all the childréN.o

To revoke a reading and/or the writing privilegeao§roup
for a particular namespace, the password mustviskesl. A
new random one is created and encrypted with tiigkeeys
of non revoked entities. The ACL is also be updaad the
Sauthorization server saves the revocation dathenfaccess
right and the old password. The same key pair (BMgion
RNKgecrypiion @nd the new password will then be used by the
unrevoked entities to read or write a new contEot. an old
content, authorized readers still use the sameR¥ ecryption

RNKqecrypiion @nd @ password are created. The ACL specifiegng recover the old password used during the cboteation

access rights (read or write) of the authorizedtiestfor this
namespace. It is composed by a list of legitimateigs, their
rights and links that point to their public keys.

The RNKenerypionk€Y encrypts the symmetric data key,K
used to encrypt the protected data associatednesyace and
the RNKgecrypiionkey is used for its decryption.

A trusted server SiorizationiS directly attached to the root
node of a namespace. It communicates and exchataas
about the ACL securely with this nodey&izaiodMaintains a
list composed of legitimate and revoked groupsir thghts,
dates of the attribution or revocation of thesehtsgand
passwords associated with these dates. In addittons
responsible of the mapping between the group iflergtiin
the ACL and the public keys digests of the memioérhese
groups. It manages also the reading and writingaigations
based on information retrieved from the ACL (seg B).

from the authorization server. The use of passwisdben
useful to avoid the revocation of all encrypted kennd the
generation of new ones encrypted with the publigskef
authorized groups.

To add a read (and write) right to a group, the
RNKdecryption key (and RN&cypion KEY) is encrypted using
its public key. Also, the ACL is updated and thgumsization
server saves the attribution date of the accebs rig

Using UCONABC, the Siorization@ccess list is given by the
model bellow:

S:is auser
R: is a right = {read, write}
O: is data

G is a set of groups of subject S

At least one ACL and one authorization server arggroupld:S — 2¢ many to many mapping

associated with a protected namespace. They pt&rrodgntrol
the access to only resources published in this spate.

A. Access rights management

To assign the different access rights of a subtheeentity E
holding the private key associated with the roadlencreates
an ACL containing the various rights of entities.addition, E
encrypts the RNIcrypion K€y using the public key of every
group with only a read access and encrypts the pay
(RNKencryption RNKgecryption USing the public keys of every

ACL:0 - 2SR, g is authorized todor to o

ATT(S): {groupld}

ATT(0) = {ACL}

allowed (S,0,R) => {(g,7)|g in groupld(s) n ACL(0)}



Authorization server, S

Public Key digest user 1
Public Key digest user 2

Group ID

Public Key digest user 3
Public Key digest user 4

Mapping file of user public key to a group ID

ecure channel——» Root Node

Group ID Right Publickey
1 (r.0)
2 (rw)

ACL root node

Password

sokokokk

sokkk ok

Group ID Right
1 (r,revoked)  03/04/2012
2 (rw) 09/09/2011
|
14 )

Name: telecom-paristech.fr/<creation time>/
<digest of requester Kpub >/<digest of producer
Kpub > C1.AUTHORIZATION

Data: password encrypted using the Kyup-requester

Kpub > C1.AUTHORIZATIO|

Name: telecom-paristech.fr/<creation time>/<
digest of requester Kpub >/<digest of producer

N

\1

(6)

Name :telecom-paristech.fr/%C1.M.ACCESS/digest of requester Kpub/root-node-key
Data: RNKgecryption €ncrypted using the requester public key

-+

(5)
‘ Name :telecom-paristech.fr/%C1.M.ACCESS / digest-publickeyrequester/root-node-key ‘
——_—————
‘ Name : telecom-paristech.fr/paper/trustcol-2013.pdf/ /<creation time> /C1.META.M ‘
Data: Access control policy

& L

%C1.M.ACCESS : access control marker

—_——_—— e == = = = e e = = = = = =
Entity/User ‘ Name : telecom-paristech.fr/paper/trustcol-2013.pdf /<creation time> /C1.META.M ‘
—_—— — — — — — — — — — = — — — — — — —
(2)
Name: telecom-paristech.fr/paper/trustcol 2013.pdf /<creation time>
Signed info:
- producer public key digest
- type =ENCR
Data: Protected data + {Kuaw }_ RNKeneryption
-« - — - — — — — — — ) — — — — — — —
Name: telecom-paristech.fr/paper/trustcol-2013.pdf
e

%C1.AUTHORIZATION : authorization command

Figure 2. Reader operations

In order to authorize access to a hamespace, tomditions
must be checked: use of a valid password to unhbsta,
unrevoked root node and unrevoked
UCONABC, access control conditions are modeled by:

S:is an entity

O: is data

R: is the right
ATT(R) = {read, write}
Condition = {(valid password). (non revoked root).
(non revoked entity)}

getCON =

(password, valid) if password = OK

(root node, non revoked) root revoked date = valid

(entity node,non revoked) root revoked date = valid
allowed(S, 0,R) => Concheked(getCON(S, O, R))

entity.  Usin

B. Reader operations

When a user tries to read a protected contentedueests it
gDy sending an Interest packet (packet (1) in Figd2) receives
the corresponding Data packet (packet (2) in Ficay
discovers that it is encrypted and protected byaasword
(marked as type ENCR). The content name contaies th
creation time of this packet and the Data fieldasnposed of
desired protected content and a symmetric data Kew
encrypted with the RNKcypion k€Y. The consumer asks then
for metadata of this namespace ((packet (3) in2FkigHe
retrieves the access control marker indicatingrtioe node of
the protected subtree and referring to the usedingam
conventions (packet (4) in Fig.2). Based on thes®eentions,
he derives the name of the root node key encrypiéd the
public key of the group to which he belongs. Heuesgs it
(packet (5) in Fig.2). If he has only a read acchssreceives
RNK gecryptionencrypted with his public key (packet (6) in Fig.2)



Frpducer INebwork

1. Interest
Mama: telecom-paristoch. fr/%C 1L M ACCESS /<public key requaester digest>/<root node key> |—)‘
2. Data
Name: telecom-paristeck Tr/9eC L MLACGESS /<pulHlic key requester digest>/<root node key>
Data: <(RNKgyervnrion: BMKaecrypmon | enerypted with Moy requester
3. Interest
MName: telecom-paristech.fr/<producerpublickey-digest>/ |—3'

4 Data

Mame: telecom-paristech fr/ < producer-publickey-digest >/
=
Data: <password encryptad using the requester public key>

5. Interest
. MNamé: telecom-paristech. fr/paper/trustcol-201.3 pdf,/04-06-2012:03,/ W01 Moaw —
6. Data
Mame: telcoom paristeoh fr/papor/trustool 2013 pdi/04 06 2012:023/%:C1 Row

- —

Data: <Repository Info>

T Interest
- Name: telecom-paristech fr/papertrusteol-2013 pdf/<creation timsa>
A Nata
Name: telecom-paristech.Trypapery/trustcol-201.3 pdf/<creation ime>
' Signed info: ;
- producer public key digest
- tvpe =ENC
Data: <protected data + K, enerypted with K, o o>

Figure 3. Writer operations

If he has also the write privilege, he retrieves #tey pair rights, or if one of the mapping between the puldays
(RNKencryption  RNKgecryptiod €ncrypted. He uses his group digests of the requester and the producer and their
private key to derive root node key and employsfier to  corresponding group identifiers is not found, aadpacket
decrypt the data key J&. After that, the requester deducts thesignaling an access denied error is sent .

name of the root node, the data creation time fiiencontent Fig. 2illustrates the operations performed by user hasing
name and the data producer public key dlgest fivensigned non revoked read right for the protected namesfitatecom-

info field. He sends an Interest packet with a enhtname paristech.fr’

composed by the root node name concatenated tputhiec T
key digests of the producer and the requestercréion time  C. Writer operations

of the protected data and an authorization comnfpacket (7) To write a piece of content with a restricted asc@suser
in Fig.2). When this packet arrives to the trustestver requests the key of the root node encrypted with droup

s aests of the requester and e producer tha | PUDIC Key. He can rerieve the Ryponkey only if he has
corresponding group identifiers. Once these gralgmtifiers (e write privilege for the namespace. He uses dn&up
are found, the list containing statutes of varimmities is Private key to decrypt it. After that, he senddraterest packet
examined for the first time to check the curremidréight of the  to request the password. This packet contains tecbname
requester. If this right is verified, this listisviewed a second composed of the root node name, his public keysdigad an
time to check the write permission of the produeerthe authorization command (“%C1.AUTHORIZATION”). It is
creation time of the protected content and toeegrithe used routed towards the corresponding servgf,Sizaion(it contains
password. After this checking, the password neédeead the  the authorization command). When this server reseithis
content is sent encrypted using the public keyhefrequester o a5t it checks its list and verifies the wiitivilege of the
group (packet (8) in Fig.2). The user has nowtaltarameters producer. If this producer has the required ri¢e, password

necessary to read the protected data. He usesatissvprd to . . .
obtain thg data encryptped with the data keyKThis I?ey is needed to protect the content is sent encryptel lnist public
then decrypted by the RNKnypionkey and used to decrypt the key. By receiving this password, the user firstdquzes a
desired data. symmetric key Kq, and utilizes it to encrypt the content. He

then encrypts the . key with the RN ionkey and he
If the requester or the producer does not havedhaired P dhakey KneryprionkeY



protects the encrypted data with the received pagsw

After that, he requests to save the protected loatending
an Interest packet with the start write command 19%6Csw”
in the content name. He receives information onkhekup
directory and finally he publishes the Data packetrked as
type ENCR. The content name of this packet cont@is
creation time, and the data field is composed efptotected
data and the encryptedil,, All write operations are shown in
Fig. 3 where the root node of the controlled subirenamed
“telecom-paristech.fr”.

I1l.  RELATED WORK

NDN offers an excellent flexible platform to enssexurity
challenges. Several proposals were made to impthis
aspect [6, 7]. However, the only access control ehad
proposed in [5]. This solution is developed in thierent NDN
prototype CCNXx [8]. It is based on data encryptemd is
organized around the concept of namespaces.

To restrict the access to a namespace, an ACL and

symmetric node key (NK) are created and associatttdthe
root node. The NK key is employed to derive the s\atric
data keys (DK) used to encrypt data and it is grted with
the public key of every entity in the associated AC

To handle inheritance, the access control solytimposed
in CCNx adopts the same modified hierarchical axcestrol
model. However, the node key of children node isved
from the NK key of their parents using a key detitva
function.

For rights revocation, the update of the ACL isfisiént to
apply a write or management access changes. THeaoeass
revocation needs also the generation of a new kegleNK'
for the root. NK’ is encrypted with the public kegf
authorized entities and the associated childrered@ys can
be directly derived from NK'.

To add an access right to an entity, the correspgnalCL
is updated and the associated node key is encrypider the
key of the added entity.

To read a protected content, a consumer receivBsta
packet and discovers that it is encrypted (type=CRN He
then requests the data key DK encrypted with thdenkey
NK. After that, he retrieves the node key and usesdecrypt
the DK. He finally uses the later key to decryp¢ tthesired
content.

Read operation seems simple. However, if the usettsmto
ensure the write privilege of the content produberneeds to
perform many operations.
management right of the ACL’s signatory by requestihe
ACL associated with the node (or its parent nodejvall as
all its previous versions and checks them. Afterchecks the
latest version of the ACL for the validation of tlkeentent
producer right. If the producer of the content érthee ACL

He should first ensure th

belongs to a group, additional work must be dongéni and
validate their group membership.

To write a piece of content with a restricted asces
producer requests NK key encrypted with his pukéyg and
decrypts it. After, he generates a random data xKyand
uses it to encrypt the content. He uses NK keyntrypt the
generated key. Finally, he publishes the DK eneypuwith
the key node NK and the protected content. The ritest
solution is characterized by certain limits. Indeadiser with
only a read right for a node can recover the aasedi NK
key. He can use it to encrypt a data key DK andectly
encrypt a content with a DK key. The discoveryho$ attack
requires firstly performing all necessary operadiom recover
and decrypt the content (the retrieval and theygeion of the
DK and NK keys and the content). The user must idgteve
all the versions of the ACL associated with the enddr its
parent node). He should examine them to find thesrthat
relate to the producer. Finally, he must verify tA€L
aac,sociated with the content to verify the producegite
privilege.

Another problem resides in the vulnerability to tivete
rollback attack; an entity with a revoked write @sg can write
new content and can claim to have been written @egious
time. Finally, in this solution the ACL can be dga
exchanged revealing personal information on thesgcights
of the various entities.

Our solution keeps some characteristics from tHatisa
described in [5]. Indeed, both solutions are orgediiaround
the concept of namespaces since all network opesatare
based on content names. They use a symmetricayptioer
considering its speed of execution. They also adapbdified
hierarchical access control model which is at thmes time
flexible and useful to manage large collectionsatf.

However, our proposal eliminates the disadvantajdbe
solution described above. It prevents an entithwitly a read
access to write since this operation requires tN&&Rcryption
key (known only by the authorized entity). To bypabke
rollback attack, the data creation time is addeth&ocontent
name of the data packet containing the protectateod. The
authorization server compares before any authdsizathe
date of creation and of the right revocation. RHinaghe ACL
is kept secret which prevents the disclosure ofsqral
information about entities.

V. CONCLUSION

NDN project represents a major Information Centric

Networking candidate for Future Internet architeetult

Gf'ocuses on solving today's Internet limits relatednobility,

routing, and security. To ensure access controadibpts a
data-based model since same named content care risid
various network locations.

In this paper, we provide a new optimum accessrobnt



model in NDN. We use a conceptual paradigm callesl t

UCONABC to define access rights management over NDN
our model, content is encrypted and locked usipgssword.

In addition, access rights are based on the conoépt

namespaces and described in an access contr@Gs)).

Our access control solution fits in perfectly witte NDN

project and it does not require any change in NENctures
which makes its validation implicit. Our currentdafuture
work focus on the validation of this proposal thgbuits
implementation in CCNXx.
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