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ABSTRACT

The importance of wireless technology in modern medicine has
increased in the last years. It is anticipated that a large number of
wireless communication devices for e-health will operate in
unlicensed frequency bands in indoor environments. This
represents a coexistence problem, which will be particularly
challenging in confined areas of hospitals. Electromagnetic
interference (EMI) from wireless devices can disrupt the
performance  of non-communication electronic  medical
equipment. Cognitive radio is a technology that can ease the
coexistence by protecting non-communication electronic medical
equipment. In this work we improved a cognitive radio EMI-
aware protocol for e-health applications. The original protocol
protects medical equipment from harmful interference by
preventing wireless transmissions when interference immunity
levels are exceeded. However, this leads to high outage
probability in areas where protected medical apparatuses are
located. In order to maintain a low outage probability under this
scheme, we propose the use of an additional channel in a different
frequency band for control/data transmission from potential
interference sources. We considered the recently allocated
2360-2400 MHz for medical body area networks and the
902-928 MHz band for allocation of the additional control/data
channel. Simulation results demonstrated that the use of the
proposed dual-band EMI-aware protocol using the 902-928 MHz
band significantly reduces the outage probability.
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1. INTRODUCTION

The role of wireless communication technology in healthcare and
medicine has gained significant importance in recent years [1].
Monitoring of physiological signals through the use of biomedical
sensors equipped with wireless transceivers has become possible.
For instance, small IEEE 802.15.4-compliant transceivers
operating in the 2.4 GHz industrial, scientific, and medical (ISM)
band are suitable for medical sensing and are commercially
available. Moreover, the IEEE 802.15.6 standard for wireless
body area networks (WBANSs) has also identified the 2.4 GHz
ISM band for the operation of wearable medical wireless sensors.
In addition, a large number of ubiquitous IEEE 802.11 networks
operate in 2.4 GHz. Therefore, it is anticipated that a large
number of wireless communication devices operating in the 2.4
GHz ISM will coexist in hospital premises. Techniques to avoid
mutual interference must be applied. The coexistence problem
will be even more challenging in confined areas like intensive
care units (ICUs) and operating rooms (ORs), because
electromagnetic interference (EMI) from wireless devices can
disrupt the performance of non-communication electronic medical
equipment that is routinely present in these areas. Cognitive radio
(CR) is a promising technology that can ease the coexistence of
wireless devices while protecting medical equipment in hospitals
[2], [3]- More specifically, in [4] a CR request-to-send/clear-to-
send (RTS/CTS) protocol for e-health applications in hospitals
was proposed. This protocol adapts the transmit power of wireless
devices operating in 2.4 GHz according to standardized EMI
susceptibility constraints. In addition, the protocol differentiates
between two types of medical applications with different
priorities. Through computer simulations it was demonstrated that
this EMI-aware RTS/CTS protocol can reduce significantly the
interference to protected medical devices in comparison to a
traditional RTS/CTS protocol; however, this comes at the expense
of high outage probability for the wireless devices in areas where
protected medical equipment is located. Hence, we set out to
improve the EMI-aware RTS/CTS protocol in [4] by including
dual-band operation. We considered a system operating in the 2.4
GHz ISM band with two channels, i.e., a control channel and a
data channel. We propose the use of an additional “emergency”
channel in a different frequency band that can serve as a
control/data channel for potential interferers in order to reduce the
outage probability. For this sake, we considered the 2360-2400
MHz frequency band and the 902—-928 MHz ISM band. Through
computer simulations we evaluated the performance of this
multiband medium access control (MAC) scheme in terms of the
outage probability and compared it to the original EMI-aware
RTS/CTS protocol in [4]. Clearly, the use of an additional
channel reduced the outage probability. However, the obtained
level of improvement was determined by the operation frequency



of the additional channel. Marginal improvement was obtained
with an additional channel in the 2360-2400 MHz frequency
band, whereas significant improvement was obtained by using a
channel in the 902-928 MHz ISM band.

The rest of the paper is organized as follows: In Section 2 we
describe the CR system for hospital environments that we used as
a basis for further development and improvement. Section 3
presents our proposed dual-band EMI-aware RTS/CTS protocol
and its evaluation through computer simulations. In Section 4 we
discuss our results and summarize our conclusions.

2. EMI-AWARE RTS/CTS CHANNEL
ACCESS MECHANISM

2.1 Architecture of the Cognitive Radio
System

Two different types of e-heath applications were considered in
[4], namely real-time non-critical telemedicine and a hospital
information system. The telemedicine system is used to transmit
data that are not delay/loss-sensitive, e.g., remote consultation,
patient record transfers, and remote diagnosis. The hospital
information system applications collect patient, technical, and
facility data, which are intended for better clinical decisions and
to prevent patient complications. In the CR context, the
telemedicine system was treated as primary user (PU) and the
hospital information system as secondary user (SU).

The CR system consists of three components, namely an inventory
system, a CR controller, and CR clients. The inventory system is
basically a database containing information about the medical
devices in the hospital premises. Information like location,
activity status, and EMI immunity levels are stored. Although in
[4] it was proposed to use radio frequency identification (RFID)
technology for tracking of the medical devices, it is important to
consider that it has been reported that harmful interference from
passive RFID disrupted critical care medical equipment in
controlled experiments [5]. Therefore, alternative tracking
technologies [6] should be considered for this scenario. The CR
controller (CRC) controls the transmission parameters of the CR
clients, i.e., PUs and SUs. For this sake, the CRC uses the
information in the inventory system to compute the appropriate
transmit power for each CR client in order to avoid exceeding the
EMI immunity levels of non-communication medical devices
located in the vicinity.

2.2 Channel Access

The CR system operates using a dedicated control channel (DCC)
and a data channel. Both channels are in unlicensed spectrum, in
this case the 2.4 GHz ISM band. Every CR client transmits its
data through the CRC. It was assumed that the CRC can
transmit/receive data from both channels simultaneously, whereas
the CR clients can transmit in one of the two channels at a time.

In order to access the channel, a time slotted RTS/CTS-based
channel access mechanism is used by PUs and SUs. This consists
of two steps: common control broadcasting and EMI-aware
RTS/CTS protocol. The flowchart of this mechanism can be found
in [4].

The DCC is used to broadcast information about the maximum
power, P, for transmitting the RTS message by each of the CR
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clients. Each CR client has a different P

>« depending on its

location, and it is calculated as

P = mi“{mi“n (PNLS (”)), min,, (PLS (m))} )
where Py () and P ¢(m) are the upper bounds on transmit
power for non-life-supporting (NLS) medical device n and
life-supporting (LS) medical device m, respectively. For a
frequency range of 800-2500 MHz, these transmit powers
can be computed as

AN TS
and
PLs(m)—(—D“("’z)f“(’")]z @)

where Dy g (n) and D¢ (m) are the distances from the CR client
to the NLS device # and LS device m, respectively. Eyq(n) and
E,(m) are the EMI immunity levels for the NLS and LS medical

devices n and m, respectively, the values of which are stored in
the inventory system. Since the protected non-communication
medical devices can be turned ON or OFF, and the locations of
the CR clients change dynamically, P, is computed and

cf

broadcast every ¢, slots on the DCC. All the transmissions from

CR clients are paused during broadcasting of P, to synchronize
with the CRC.

In order to access the channel, a CR client transmits a RTS
message to the CRC on the DCC. If a collision occurs, the
colliding CR clients wait for a random time based on a constant
backoff window for PUs and exponential backoff window for
SUs. The CR clients can retransmit the RTS message with
probability ¢, for PUs and «, for SUs. The number of SUs that

can be in a queue (referred to as imaginary orbit) waiting for
retransmission are limited, whereas it is infinite for PUs. When a
RTS is successfully received by the CRC, the maximum transmit
power on the data channel, P, , is computed in the same way as

P, . If the CRC cannot find a suitable transmit power that

satisfies the minimum quality of service (QoS) of the CR client
without violating the EMI constraints given by (2) or (3), the
request for data transmission is dropped. In addition, the CRC
randomly drops RTS messages with probability P, for PUs and

P,, for SUs in order to avoid congestion. If the CR client’s RTS

is dropped, a negative-CTS message is sent by the CRC; after a
random number of time slots the CR client can attempt to transmit
again. If the RC client is not dropped, then a CTS message is sent.
After the CTS message is successfully received by the CR client,
this will wait in the transmission queue. PUs and SUs wait in
separated queues of finite size, which means a CR client’s request
will be dropped if the queue is full. PUs always have priority to
transmit on the data channel. The number of time slots for data
transmission was assumed to be geometrically distributed with
parameters S, and £, for PUs and SUs, respectively.

2.3 Performance Evaluation
The EMI-aware protocol described above was evaluated through
numerical simulations in [4] in terms of interference probability



and outage probability. We reproduced the results reported therein
in order to have a basis for fair comparison and assessment of our
subsequent proposed improvements. The simulation scenario
consisted of hospital premises over 27 m® arranged in nine areas
of equal size comprising a hall way, an administration room, and
five ICUs as illustrated in Figure 1. The CRC was located at the
center of area 5. Ten NLS and LS non-communication medical
devices were located in the ICUs, and their corresponding EMI
immunity levels are given in Figure 1. The locations of the NLS
and LS medical devices and the CRC were fixed, whereas the CR
clients were uniformly distributed over the area. We included a
random mobility model for the CR clients to mimic wandering of
the CR clients over the nine areas. In order to compute (2) and
(3), the following indoor path loss (PL) formula as a function of
the distance, d (d > 1), was applied

PL o =37.7+3.3log,,(d)+16.2n )

where 7 is the number of floors (or walls) the radio signal has to
traverse. The interference probability was defined as the chance
that a wireless CR client causes interference to the non-
communication medical devices by violating (2) or (3). In the
EMI-aware RTS/CTS protocol, interference occurs when the ON
status of the medical devices is reported wrongly to the CRC. This
probability of misdetection was assumed equal to 0.01.

First, we ran simulations similar to those in [4] and obtained the
interference probability of each area in Fig. 1. The results were
compared to the traditional carrier sense multiple access with
collision avoidance (CSMA/CA) RTS/CTS protocol. Figure 2
shows the simulation results. As seen, the EMI-aware RTS/CTS
protocol successfully protected NLS and LS medical devices.
These results are in agreement with what is reported in [4].

We also reproduced and compared the outage probability for both
traditional CSMA/CA and EMI-aware RTS/CTS protocols. For
this sake, the probability that the received signal strength at the
CRC is less than —65 dBm was computed. Figure 3 shows the
simulation results, which are also consistent with [4]. The
parameters used in the aforementioned simulations are
summarized in Table 1.

Inventory Ens=3 Ens=4
System Ens=2 Es=8
Area 7 Area 8 Area 9
Admin. Room ICU 5 ICU 4
Enis=5
CRC Eis=10
Area 4 Area 5 Area 6
Hall way Hall way ICU 3
Ens=5 Ens=3
Ens=4 Eis=12
Area 1 Area 2 Area 3
Hall way ICU 1 ICU 2

Figure 1. Hospital scenario used for simulations (see [4] for
more details).
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Figure 2. Interference probability over the nine areas.
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Figure 3. Outage probability over the nine areas.

Table 1. Parameters used for the computer simulations

Simulation Parameter Value
Bit rate 250 Kbps
Traffic (max. waiting time) 04s
Synchronization time with CRC 0.1s
Slot Time 20 ps
SIFS 10 ps
DIFS 50 ps
ACK message length 14 bytes
RTS message length 20 bytes
CTS message length 14 bytes
Data packet size Max. 133 bytes
Contention window (min. size) 16
Contention window (max. size) 256
Number of CR clients 100
Motion speed of the CR clients 0.5 m/s
Random drop probabilities P;=03,Ppr=04
Size of the orbit 3
Total simulation time 120 s




3. DUAL-BAND EMI-AWARE PROTOCOL

We can see in Figure 3 that the outage probability in most areas
for the EMI-aware RTS/CTS protocol is larger than it is for
traditional CSMA/CA. Since the EMI-aware RTS/CTS protocol
limits the transmit power of CR clients in order to protect medical
devices in areas in which the EMI immunity values of (mainly
LS) medical devices are high, e.g., areas 3 and 9, the transmission
from some CR clients cannot reach the CRC with the minimum
required signal strength. In other areas, however, the outage
probability is practically the same for both protocols.

Therefore, to alleviate the outage probability problem we
investigated the use of an additional channel to handle the CR
clients’ transmission requests that are dropped by the CRC
because of violations of (2) or (3). Clearly, the selected channel
must allow transmission with lower power while ensuring the
received signal strength at the CRC is above —65 dBm.

In indoor propagation scenarios the path loss is frequency-
dependent; let us, for instance, look at the ITU indoor path loss
model [7], which is expressed as

PLyyy = 20l0gio(/)+ Nlog,o(d)+ L (n)-28dB  (5)

where N is an empirical path loss exponent, f is the signal
frequency in MHz, and LF(n) is the floor (or wall) penetration

loss factor. Notice that (4) is a particular case of (5) for
f =2400 MHz. This model covers a wide range of frequencies,

from 900 MHz to 5.2 GHz. The values of N and L, (n) for

different frequencies can be found in [7]. It is evident that
frequencies below 2.4 GHz for the additional emergency channel
result in lower path loss, which means that less transmit power is
necessary to reach the CRC with the required signal strength.

We assumed that the DCC and data channel were in the 2.4 GHz
ISM band. Since IEEE 802.11 networks also operate in this band,
we assumed that the DCC was centered at 2480 MHz whereas the
data channel was centered at 2475 MHz. We chose these
frequencies because they do not overlap with the three most used
non-overlapping IEEE 802.11 channels in the United States,
namely channel 1 ( f, =2412 MHz), channel 6 ( f, = 2437 MHz),

and channel 11 ( f, =2462MHz). Then, we considered two

frequency bands for the implementation of the dual-band EMI-
aware mechanism. We first considered the 2360-2400 MHz
frequency band, which was recently approved by the Federal
Communications Commission (FCC) for medical body area
network (MBAN) use on a secondary basis. In this case, we
assumed that the additional channel was centered at 2365 MHz.
We also considered the 902-928 MHz ISM band, where the
additional channel was assumed to be centered at 906 MHz.

In this dual-band EMI-aware RTS/CTS protocol, if a CR client
wants to transmit data, first it sends a RTS message on the DCC to
the CRC. If the CRC estimates that the CR client will not cause
interference to the protected medical equipment, then the CR
client is allowed to transmit its RTS message on the DCC.
Otherwise, the CR client tries to switch to the additional channel
(centered at 2365 MHz or 906 MHz) for RTS transmission. The
maximum transmit power on the additional channel is then
calculated. If the maximum transmit power on the additional
channel meets the minimum signal strength requirement without
causing interference, the CR client is allowed to transmit data on
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this same additional channel. In this case, however, there is no
transmission queue. Hence, before sending the RTS message on
the additional channel the CR client has to ensure that said
channel is free. If the additional channel is not free or a collision
occurs, then the CR client’s transmission request is dropped
immediately. In the next section we will discuss the reason for this
assumption. Both PUs and SUs can equally access the additional
control/data channel. If only SUs were allowed, then there would
be situations in which SUs have more probability of successfully
transmitting their data than PUs.

We performed simulations of the proposed dual-band MAC
scheme under similar traffic conditions for all the cases and the
results are shown in Figure 4. As seen, little reduction of outage
probability resulting from the use of an additional channel
centered at 2365 MHz can be observed in areas 3, 7, and 9,
whereas in the other areas there is practically no improvement.
This is expected since the spectral separation between the DCC
(2480 MHz) and the additional control/data channel (2365 MHz)
is relatively small. The improvement, however, is much more
significant when the additional channel is centered at 906 MHz.
In this case, a maximal outage probability reduction of 84.7%
with respect to the scheme in [4] was obtained. Similar high
improvement can be observed in area 3. In area 7, the achieved
outage probability reduction was just 19.9%. For the rest of the
areas there was no significant improvement or no improvement at
all. Finally, we investigated the performance of a multi-band
MAC scheme in which two additional channels, one centered at
2365 MHz and the other at 906 MHz, were used. In this scheme,
if a CR client cannot transmit on the DCC, then it will attempt
first to use the channel centered at 2365 MHz. If allowed, the CR
client will transmit its data on this channel; otherwise, instead of
being immediately dropped the CR client will be allowed to
attempt transmission on the additional channel centered at 906
MHz. Only if the CR client cannot transmit in the lowest
frequency channel then its transmission request is dropped. As
seen in Figure 4, this multi-band MAC scheme did not provide
any significant improvement with respect to the dual-band scheme
with an extra channel centered at 906 MHz. Therefore, the use of
only one additional channel is recommended.

In all the above cases, the CR clients and the CRC must be
implemented preferably on software-defined radio (SDR)
platforms [8], [9] which allow easy reconfiguration of the
communication interface parameters as required by the proposed
dual-band EMI-aware MAC protocol.

4. DISCUSSION AND CONCLUSIONS

Multichannel MAC mechanisms have been previously studied in
the literature [10]—[12], but in most of those cases the multiple
channels are contiguous in frequency, i.e., in the same frequency
band. Our study was aimed at obtaining insight into the behavior
of dual-band RTS/CTS-based MAC schemes. As it was
demonstrated by our simulations, using different frequency bands
for the multiple channels of a cognitive MAC scheme can greatly
help to alleviate the outage probability of an already existing
EMlI-aware RTS/CTS protocol for indoor cognitive networks.
Although our work focused on the case study of a hospital with e-
health applications, the same concept of a dual-band EMI-aware
RTS/CTS protocol can be extended to other indoor cognitive
network scenarios.
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Figure 4. Outage probability over the nine areas for different multiband EMI-aware RTS/CTS protocols.

However, it is important to keep in mind that in a real cognitive
network the additional control/data channel will not be reserved
as in our simulations. In fact, this additional channel will be a
spectrum hole detected dynamically by the CRC. This is why it is
not possible to have a transmission queue for accessing this
channel, since any transmission on it will be done
opportunistically. To identify available spectrum holes in real
time, the indoor area can be equipped with a sensor network for
spectrum sensing as proposed in [13] in order to assist the CRC.

Our future simulations will consider a dynamic allocation of the
emergency channel depending on real spectrum occupancy
conditions. For this sake, a radio environment map (REM) will be
constructed based on statistics obtained through spectrum
measurement campaigns in hospital premises. Hence, the
availability and operation frequency of the additional channel will
vary over time. In this way, a more realistic performance of the
proposed dual-band EMI-aware RTS/CTS protocol will be
simulated. Moreover, other parameters of interest like throughput
and delay will be assessed. Clearly, much remains to be done.
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