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ABSTRACT 
Wireless communication services, including Wireless Sensor 
Networks (WSNs), emerge in healthcare environments with a 
variety of e-health applications collecting medical data and patient 
information. Possible WSN ambient surveillance in hospitals 
(which is of secondary importance) must consider the coexistence 
challenges with the wireless technologies that collect the medical 
data and minimize the impact towards the medical devices that 
operate in the same frequency band. To mitigate the interference 
problems WSNs may efficiently utilize the dynamic spectrum 
access techniques introduced by the cognitive radio (CR). This 
paper presents a proof-of-concept for CR enabled wireless sensor 
network deployed in medical surroundings. The proof-of-concept 
is performed on a Sun SPOT testbed platform. It demonstrates the 
WSNs ability to dynamically adjust the transmission parameters 
(i.e. frequency) thus minimizing the interference to the wireless 
systems of primary importance in the hospital environments.    

Categories and Subject Descriptors 
C.2.1 [Computer-Communication Networks]: Network 
Architecture and Design; Network Protocols 

General Terms 
Design, Performance 

Keywords 
Wireless sensor networks, healthcare, dynamic spectrum access, 
cognitive radio 

 

1. INTRODUCTION 
Among the possible enablers of various e-health solutions, the 
Wireless Sensor Networks (WSN) are one of the most promising 
technologies [1]. The WSNs facilitate low-cost and low-power 
wireless interconnection between different sensors providing 
diversity of applications, starting from patients monitoring up to 

disaster and failure recovery [2]. Introducing WSN applications in 
healthcare environments must take into account the coexistence 
with the wireless devices, which together with the telemedicine 
systems operate, in the unlicensed Industrial, Scientific and 
Medical (ISM) radio bands. Depending on the application 
requirements, the primary WSN objectives are either to transmit 
the data timely and simultaneously in time-critical applications 
(e.g. wireless ECG transfer representing application of primary 
importance), or to reliably send a small amount of data in various 
surveillance applications (e.g. ambient monitoring representing 
application of secondary importance) [3]. It is inevitably 
important to provide solutions that will allow critical data to be 
delivered timely and correctly. The Dynamic Spectrum Access 
(DSA) strategy enabled by the CR can be efficiently utilized to 
accomplish the different application requirements, as well as to 
mitigate the interference with the existing wireless technologies. 

CR, as defined by J. Mitola [3], is a context-aware intelligent 
radio that solves the spectrum scarcity problem through its 
capability of autonomous reconfiguration, learning from and 
adapting to the communication environment. CR exploits the 
underutilized spectrum resources in time or frequency and 
provides efficient dynamic spectrum access through the detection 
of spectrum opportunity and adaptation of the transmission 
parameters [4]. DSA can become very vital to accomplish the 
different network requirements in terms of capacity utilization, 
communication constraints and networks coexistence in the 
crowded wireless bands. For example, in the areas of healthcare 
and telemedicine, a high number of sensors that are used to 
monitor the vital signs of the patients should transmit their 
monitored results concurrently and timely. On the other hand the 
sensors used for environmental monitoring can allow data transfer 
delays. Moreover, hospitals are replete with sources of 
interference and many applications that require ultimate reliability 
to assure patient safety. DSA may be an efficient solution to 
minimize the interference between the wireless technologies and 
to offer optimized spectrum usage in the healthcare environments. 

This paper presents solution for WSN based surveillance in 
hospital environment. The WSN is composed of sensor nodes that 
provide monitoring of the environmental parameters important in 
hospitals (i.e. ambient temperature, humidity, or level of CO2). 
These sensor nodes are IEEE 802.15.4 empowered and operate in 
the unlicensed 2.4 GHz band. In such medical surroundings the 
telemetry systems that collect the health critical data are of 
primary importance. They consist of wireless devices operating in 
the same band, usually using IEEE 802.11 or IEEE 802.15.4 
technology. The idea of the proposed concept is to enable the 
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surveillance WSN network with DSA capabilities in order to 
minimize the interference it induces to the existing wireless 
systems of primary importance, including the telemetry systems. 
The cognition is performed through centralized dynamic spectrum 
access approach and dynamic adjustment of the sensor nodes 
transmitting frequency. A proof-of-concept is demonstrated on a 
Sun SPOT based WSN platform, where dynamic reconfigurability 
is verified and tested.  

The rest of the paper is organized as follows. Section 2 presents 
the profile of the wireless hospital environments and Section 3 
presents the main advantages and challenges of the CR 
implementation in WSNs. Section 4 depicts the WSN testbed 
setup and the measurements performed to evaluate the cognition 
capability, while Section 5 concludes the paper.  

2. WIRELESS SENSOR TECHNOLOGIES 
IN HOSPITAL ENVIRONMENTS  
Wireless Medical Telemetry Service (WMTS) is a wireless service 
defined in the United States by the Federal Communications 
Commission (FCC) for data transmission related to patient's 
health [5]. FCC defines communication in three specific bands, 
but these bands have not been internationally agreed and the 
proprietary devices cannot be marketed or used freely in countries 
other than the United States. To overcome this problem, many 
manufacturers provide devices that transmit data in the ISM 
bands such as 902-928 MHz and, more typically, in 2.4 GHz 
band. The telemetry equipments are of primary importance and 
usually operate in the 2.4 GHz band using IEEE 802.11 [6, 7] or 
IEEE 802.15.4 radios [8, 9]. The hospital implemented non-
medical WSN applications are of secondary importance and 
should particularly take into account the coexistence problems 
with the related medical data collecting technologies [10, 11].   

Typical WSNs are built upon the PHY and MAC layer 
implementations defined by the IEEE 802.15.4 standard [12]. The 
standard is the basis for the ZigBee specification, which offers a 
complete networking solution by developing the 
upper layers above the IEEE 802.15.4 MAC [13]. Four of the 
IEEE 802.15.4 channels (15, 20, 25 and 26) fall between the 
often-used and non-overlapping 802.11 channels (1, 6 and 11) as 
shown in Figure 1. The remaining 12 of the overall 16 channels 
will be exposed to interference when IEEE 802.11 networks 
operate in the same surrounding. Additionally, various ZigBee 
networks may coexist in the same hospital environment, e.g. 
networks that provide telemedicine services as well as networks 
that offer monitoring and/or automation. The wireless networks 
can experience significant challenges in achieving reliable 
communication and appropriate techniques such as DSA can help 
mitigate the coexisting issues.  

3. COGNITIVE RADIO 
IMPLEMENTATION IN WIRELESS 
SENSOR NETWORKS 
WSNs may gain many competitive benefits from the opportunity 
to perform DSA. Typical WSNs have event-driven data 
communication activity, characterized by bursts of data traffic 
depending on the application characteristics. The common WSN 
architecture with dense deployment of the sensor nodes usually 
evokes data collisions and contention delay. In both cases, the CR 
enabled sensor nodes may opportunistically access multiple 
channels and alleviate these potential challenges. CR capable 
sensor nodes can change their operating parameters such as 

transmission power and, hence, reduce the power consumption 
used for data transmission and reception. Dynamic spectrum 
management may also significantly contribute to the efficient co-
existence of spatially overlapping sensor networks in terms of 
communication and resources utilization [14]. 

CR implementation in WSN requires dynamic spectrum access 
framework to perform the main CR functionalities, i.e. spectrum 
sensing, spectrum decision and spectrum handoff. Spectrum 
sensing is fundamental CR feature that needs to be implemented 
in the WSN nodes since they must gather spectrum occupancy 
information and make appropriate decisions about the available 
spectrum. Among the various spectrum sensing techniques (e.g. 
match filter, energy detection or feature detection), energy 
detection is preferred in WSNs due to the nodes’ processing and 
power constraints. The sensor nodes measure the receiver energy 
on a specific spectrum band (channel) for a certain period of time 
and decide upon the channel availability comparing the received 
energy with a predefined threshold. 

When the spectrum sensing is performed, the sensor nodes 
analyze the sensing data and make a decision about transmission 
parameters (channel, transmission power and/or modulation). 
Decision making algorithms for WSNs must consider the 
limitations of the sensor nodes hardware as well as the ad-hoc 
nodes organization, coordinating the spectrum decisions in 
centralized or distributed approaches. With the centralized 
coordination methods, the decision making is performed by the 
sink node after receiving the spectrum occupancy measurements 
from the distributed sensors. The distributed approaches are also 
suitable for ad-hoc WSNs, where the nodes share the spectrum 
sensing information with their neighbor nodes and locally decide 
about the spectrum occupancy. The centralized methods usually 
lead towards optimal spectrum utilization since the sink node has 
global network information, but additional control messages may 
influence the power consumption as well as the overall data 
communication. Upon deciding on the available channels, the 
nodes perform spectrum handoff or spectrum mobility. Depending 
on the hardware performances, the handoff may cause long delays 
or buffer overflows reflecting on the application performances.     

This paper aims to demonstrate that WSNs can provide reliable 
and non-intrusive surveillance in medical premises when enabled 
with CR capability.  

4. SCENARIO & TESTBED SETUP 
This section presents the testbed setup based on Sun SPOT 
platform that demonstrates the DSA capability and flexibility of 
the surveillance equipment. The aim is to demonstrate the WSN 
ability to change the RF transmission properties (i.e. transmission 
frequency), depending on the spectrum occupancy, in order to 

 
Figure 1. Coexistence between IEEE 802.15.4 and IEEE 

802.11 technologies 
 



avoid the channels/frequencies used by the other wireless 
technologies that operate in the same unlicensed band. Sun SPOT 
surveillance data is treated as secondary user (SU) ZigBee 
transmission in the scenario where transmissions from medical 
applications (ether using IEEE 802.11 or IEEE 802.15.4 
technology) are of primary importance. 

Sun SPOTs perform several enabling DSA capabilities: 

- Spectrum sensing  
- Spectrum decision  
- Spectrum handoff 

These features are implemented in Sun SPOT and host 
applications. The Sun SPOTs perform spectrum sensing and 
handoff, while the decision making is performed with a 
centralized approach by the host application.  
 
4.1 Scenario description 
The aim of the WSN network implementation in hospitals is to 
provide surveillance and real-time monitoring of the 
environmental parameters important for the medical surroundings. 
The scenario architecture is depicted in Figure 2a. The WSN 
nodes, i.e. Sun SPOTs [15, 16], are equipped with sensors that 
perform the sensing of the physical phenomena (such as 
temperature, humidity, CO2), processors that perform the in-node 
data processing and transceivers that send the data wirelessly to 
the sink node (Figure 2b). The sink, also called Base Station (BS), 
is connected to a PC and is driven by the host application.   

  

a. Testbed architecture b. Sun SPOT  

Figure 2. Sun SPOT testbed architecture 

The telemedicine applications are of primary importance in 
hospitals since they have firm and critical demands regarding the 
data communication. The WSN application used for surveillance 
is treated as a second-degree network, as it may allow certain 
amount of data delay and packet losses without degrading the 
overall services quality. In order to avoid the interference that the 
surveillance WSN network causes to existing wireless systems, 
regardless the technology they use, the sensor nodes are enabled 
with DSA capability and may choose a transmission channel, 
which is not used by the other technologies.  

The DSA is performed using energy detection for spectrum 

sensing, centralized decision making and spectrum handoff driven 
by the exchange of control messages between the WSN nodes 
(Figure 3). Two types of applications perform the cognitive 
channel selection, i.e. on-spot and host applications. Sun SPOTs 
(through the on-spot application) send data and control messages 
– Data and RSSI, and the BS (through the host application) 
broadcasts three types of control messages – Send data, Send RSSI 
and Update channel.  

4.2 Testbed setup  
The laboratory tesbed (Figure 4) is set up according the testbed 
architecture presented in Figure 2a. The Sun SPOTs measure the 
spectrum occupancy and the centralized decision making device 
(BS) drives the spectrum handoff aiming to switch to unoccupied 
channel for surveillance data transmission (SU data). 

 

Figure 4. Scenario setup 

The Sun SPOTs send Data messages with the environmental 
parameters when receiving the initial Send data message from the 
BS. After receiving Send RSSI message, they measure the RSSI 
level on each of the 16 channels with adjusted spectrum 
measurement approach presented in [16, 17]. These RSSI 
measurements are used by the decision making device (BS) to 
decide upon available frequencies for further transmissions. Table 
1 presents the testbed parameters 

TABLE 1. Testbed parameters 

Number of Sun SPOTs 5 

Data messages interval 10 s 

Send RSSI message interval 5 s 

Operating bandwidth 2405MHz to 2480MHz 

Number of channels 16 

Channel width 2 MHz 

Dwell time 10 ms 

Transmission power -3 dBm 

 

Initially, the surveillance information is send via unoccupied 
channel, i.e. the channel with minimum activity. If medical data 
transmission occurs in that particular channel, the transmission of 
the surveillance data is switched to the next free channel (channel 
with minimum averaged RSSI level). BS sends Update channel 
message to announce the channel update. After receiving the 
Update channel message, the nodes perform the spectrum handoff 
and proceed to communicate on the new data channel thus 
avoiding interference to other technologies, and to any other 

 
Figure 3. Message sequence chart 



transmissions (including based on the same technology) that 
might transmit any medical data. 

4.3 Performance analyses  
Spectrum measurements are performed with Spectrum analyzer in 
the Sun SPOTs vicinity. The measurement setup demonstrates 
surveillance data spectrum handoff initiated by medical ZigBee 
data transmissions from collocated equipment. Figures 5-7 
demonstrate the testbed behavior.  

The initial spectrum measurements demonstrate the permanent 
IEEE 802.11 activity in the 2400-2485MHz ISM band (Figure 
5a). The Sun SPOTs ZigBee surveillance activity on Channel 26, 
before the spectrum handoff, is presented in Figure 5b. Figure 5c 
depicts the ZigBee medical transmission on Channel 26 that 
causes the spectrum mobility, and the surveillance data 
transmission on Channel 12 after the spectrum handoff. 

Figure 6 presents the waterfall plot of the spectrum activity 
(frequency vs. time) and depicts the Sun SPOTs channel 
switching and the continuum of data transmission (at t=30s). 
Analog to Figure 5, the waterfall demonstrates the Sun SPOTs 
ZigBee activity during the spectrum mobility, i.e. before and after 
the change of the ZigBee transmission frequency. Figure 7 
presents the received signal strength on the two data channels (26 
and 12), without the Sun SPOT data transmissions. The figure 
depicts the moment when the activity on Channel 26 that has 

resulted in higher RSSI level (at t=30s) initiates the Sun SPOTs 
switch to Channel 12. 

 

The presented approach demonstrates centralized cognitive 
decision making procedure, which drives the WSN surveillance 
network to minimize the interference to the coexistent wireless 
systems in hospital environments. The presented proof-of-concept 
efficiently performs the cognitive dynamic spectrum access 
strategy by dynamically choosing minimally utilized spectrum 
bands. The measurements verify the WSN capability and the Sun 
SPOTs performances towards cognitive sensor networks 
implementation in medical environmental surveillance. 

5. CONCLUSION 
This paper presents the DSA capability of WSNs deployed in 
medical surroundings, which are demonstrated on a Sun SPOT 
based testbed. Sun SPOT nodes perform spectrum sensing, 
spectrum decision and channels handoff with centralized DSA 
approach. The dynamic adjustment of the sensor nodes 
transmitting frequency minimizes the interference that the WSN 
network imposes on the other wireless coexistent systems. Using 
the proposed DSA approach, the surveillance network minimizes 
the impact towards any wireless network that operates in the same 
surrounding; also enabling reliable data transfer for the 
applications of primary importance in hospitals (e.g., patients’ 
telemetry services).  
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Figure 6. Waterfall plot of the 2.4GHz spectrum activity 
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Figure 7. RSSI level on Channels 12 and 26 without Sun 

SPOTs activity 
 

   
a. Initial spectrum occupancy  b. Spectrum occupancy before 

spectrum handoff  
c. Spectrum occupancy after spectrum 
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Figure 5. 2.4GHz spectrum occupancy measurements 

 



The expansion of the presented concept into real hospital 
surroundings, where the WSN nodes will be spatially distributed 
in larger area, may require certain adaptations. The decision 
making algorithms regarding the spectrum occupancy should take 
into account the network spatial distribution and utilize different 

model-based or learning techniques. Also, transmit power 
adaptation may be performed, thus increasing the overall 
utilization and maximizing the power efficiency. 
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