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Abstract- Security and privacy are the main concern for 
patients to seek wireless body sensor network monitoring their 
health. Considering the limitations of power, computation 
capability and storage resources, it is a big challenge to find out 
suitable secure scheme for patients when relying on wireless body 
sensor networks to monitor their healthy information. Many 
schemes based on asymmetric and symmetric have been 
investigated for such kind problems. In this paper, we present an 
authenticated identity-based key encryption scheme for patients to 
secure their healthy privacy based on wireless body sensor 
networks monitoring their health. We review briefly about 
identity-based encryption and decryption first, and then describe 
an authenticated key establishment and encryption scheme based 
on the basic Boneh-Franklin algorithm for wireless body sensor 
networks. Finally we compare the proposed scheme with other 
technique with analysis and simulations. The results show that the 
proposed scheme is efficient and secure. 

Key Words—identity-based cryptography, network security, 
wireless body sensor network. 

1. INTRODUCTION 

Wireless sensor network (WSN) has received considerable 

attention during last decade [1], and advances in wireless sensor 

networking have created new opportunities in health care and 

monitoring systems. We call such network as Wireless body 

sensor networks [2] (also known as bodynets or Body Area 

Networks), when working, data will be collected and reported 

automatically, reducing the cost and inconvenience of regular 

visits to the physician. Therefore, many more study participants 

may be enrolled, benefiting biological, pharmaceutical, and 

medical-applications research. Wireless body sensor networks 

have the potential to revolutionize healthcare, and are comprised 

of wearable devices with attached sensors that can measure 

various physiological and environmental signals. The integration 

of the abundance of existing specialized medical technology with 

wireless body networks will be popular in the future, and these  

systems will depend on and co-exist with the installed 

infrastructure, augmenting data collection and real-time response  

 

from the interest. Examples of areas in which future medical 

systems can benefit the most from wireless body sensor networks 

are in-home assistance, smart nursing homes, and clinical trial and 

research augmentation. These will be the great benefit for the 

elderly persons because the world has more and more aged 

population. In general, sensor body networks usually consist of a 

large number of ultra-small autonomous devices. Each device, 

called a node, is battery powered and equipped with integrated 

sensors, digital signal processors (DSPs) and radio frequency (RF) 

circuits. Wireless body sensor networks are facing several 

important security challenges because of special characteristics 

and limitations, including key establishment, authentication, 

privacy, secure routing, robustness to denial of service attacks and 

node capture. Particularly for the applications where wireless 

body sensor networks are developed in a hostile environment or 

used for some confidential purposes, security and privacy 

becomes an important topic. In order to establish a reliable body 

network, we have to design secure protocols to deal with problems 

in key establishing and cryptography during setting up a wireless 

body sensor network.  

As we known, most wireless body sensor network is 

deployed in a random mode. Nodes do not have any information 

about neighbors and topology of the network ahead. Therefore, a 

simple approach for key establishing is to let all nodes store an 

identical secret master key. Any pair of nodes can use this master 

secret key to securely establish a new pair wise key. Anyway, this 

mechanism does not show desirable network resilience: if any 

single node is compromised, the security of the entire wireless 

body sensor network is compromised. Even though, it is possible 

to store the master key in some tamper-resistant hardware to avoid 

such risk, but it will increase the cost and energy consumption of 

each node. Furthermore, tamper-resistant hardware sometimes is 

not so reliable. One variant on this idea is to use a single shared 

key to establish a set of link keys for per pair of communicating 

nodes and then erase the networkwide key after establishing the 

session keys. However, this variant of the key establishment 

process does not support addition of new nodes after initial 

deployment.  

There is another extreme scheme were proposed [3, 4], 

which considered a key predistribution scheme in which each 

sensor node stores S-1 keys (S is the number of nodes in the 
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sensor network). This scheme guarantees perfect resilience 

because compromised nodes do not leak information about keys 

shared between two normal nodes. Unfortunately, this scheme is 

impractical for sensors with an extremely limited amount of 

memory because S can be very large. 

Though computing cost is still a crucial problem for public-

key cryptography system compared with symmetric cryptography 

system, research results [5,6] indicate that Elliptic Curve 

Cryptography (ECC) has some advantages in memory 

requirement and computing cost, maybe it will be suitable for 

wireless body sensor networks. 

On the other hand, Shamir proposed the idea of Identity-

Based Encryption (IBE) in 1984[7]. The idea of an identity-based 

encryption is that the public key can be an arbitrary string, for 

example, an email address, a name or a role. A fully-functional 

identity-based encryption scheme was not found until recently by 

Boneh and Franklin [8]. Since then the ideas of IBE have been 

used to design several other identity-based schemes for different 

purposes. It is well known that IBE-based algorithms based on 

ECC. Therefore, it is interesting to investigate the possibility to 

apply IBE in key establishment in Wireless body sensor networks. 

This is the objective of our paper. 
The rest of the paper is organized as follows. Section 2 

describes the basic Boneh-Franklin IBE scheme. Section 3 
proposes an authenticated key establishment and encryption 
scheme for Wireless body sensor networks based on IBE. Section 
4 gives detail comparison of the scheme in terms of efficiency and 
security through analysis and simulation. Conclusion is drawn in 
Section 5.  

2. BASIC BONEH-FRANKLIN IBE SCHEME 

In 1984, Adi Shamir proposed the concept of identity-based 

cryptography firstly. In his paper, Shamir presented a new model 

of asymmetric cryptography in which the public key of any user is 

a characteristic that uniquely identifies himself/herself, like an e-

mail address.  

In 2001, Boneh and Franklin proposed a practical algorithm 

based on IBE technique. To describe the basic Boneh and Franklin 

IBE algorithm, we use Zq to denote the group {0, …, q-1} under 

addition modulo q. For a group G of prime order we use G* to 

denote the set G* = G\O where O is the identity element in the 

group G. We use Z+ to denote the set of positive integers. Firstly, 

we give some definitions and then the Boneh-Franklin IBE 

scheme. 

Definition 2.1 A map ê: G1G1G2 is called a bilinear pairing if, 

for all x, yG1 and all a, b∈Z, we have ê(xa,  yb)= ê(x, y)ab. 

Definition 2.2 The Bilinear-Diffie-Hellman problem (BDH) for a 

bilinear map ê: G1G1G2 such that |G1|=|G2|=q is prime is 

defined as follows: given g, ga, gb, gcG1, compute ê(g, g)abc, 

where g is a generator and a, b, cZ. An algorithm A is said to 

solve the BDH problem with advantage  if  

Pr[A (g, ga, gb, gc)= ê(g, g)abc]  ,  
Where the probability is over the random choice of a, b, c, g, 

and the random bits of A. 

Definition 2.3 A randomized algorithm G that takes as input a 

security parameter kZ+ is a BDH parameter generator if it turns 

in time polynomial in k and outputs the description of two groups 

G1, G2 and a bilinear function ê: G1G1G2, with |G1|=|G2|=q for 

some prime q. Denote the output of the algorithm by G(1k)=< G1, 

G2, ê, q>. 

Definition 2.4 We say that G satisfies the BDH assumption if no 

probabilistic polynomial algorithm A can solve BDH with non-

negligible advantage.  

We now give the basic Boneh-Franklin IBE algorithm for 

identity-based encryption based on bilinear pairings on elliptic 

curves. 

Algorithm1. The Basic Boneh-Franklin (BBF) scheme 

Step 1: Run G on input k to generate a prime q, two groups G1, G2 

of order q, and an admissible bilinear map ê: G1G1G2. Choose 

a random G1. 

Step 2: Pick a random s *
qZ  and set =s. 

Step 3: Choose cryptographic hash functions for some n, H1: {0, 

1}* *
1G , H2: G2{0, 1}n . For the security proof, we view the 

all hash functions as random oracles. The message space is M= {0, 

1}n.  

The ciphertext space is C = 
*
1G {0, 1}n. The output system 

parameters are  = {q, G1, G2, ê, n, , ,  H1, H2}. The master key 

is s *
qZ . 

Step 4: Computes QId = H1(Id)  *
1G . 

Step 5: Sets the private key KId to be KId = (QId)
s where s is the 

master key.  

Step 6: Choose a random r *
qZ . 

Step 7: Set the ciphertext to be  

2Id

2

),(ˆg    where
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Step 8: Compute and output plaintext  

m=VH2(ê(KId, U)). 

Algorithm1 is the description of the basic version of Boneh-

Franklin IBE algorithm. The basic version consists of two hash 

functions.  

3. AN AUTHENTICATED SCHEME FOR WBSN 

Based on the Boneh-Franklin IBE algorithm presented above, 

this section focuses on designing an efficient authenticated 

encryption scheme for wireless body sensor networks.  

Note that, in Wireless body sensor networks, the nodes’ 

initialization phase should be down prior to deploying the nodes. 

It could be realized in two modes. One is to use a base station to 

run the initialization phase and distribute all the parameters to 

nodes. The other is to distribute all the parameters to all sensors in 
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manufactory phase. In the first mode, the base station is only 

needed to generate parameters and send them to all nodes. After 

that, it exists no longer in a wireless body sensor network. The 

second mode is mostly like the MAC address in a network adapter. 

We can store a unique sensor Id in each sensor according to a 

worldwide identity or a customized identity. Therefore, the first 

mode can be considered as a special case of the second mode. In 

our scheme we use the Boneh-Franklin IBE algorithm to 

accomplish node’s key establishment and encryption/decryption. 

Furthermore, from the administration point of view, the 

initialization phase could be performed within a scope of patients 

of the body wireless body sensor networks, for example, a 

military unit, a fire department, a company, etc al. The master key 

is only stored in the base station of an organization. When a new 

sensor is needed to add or to replace one node in a network, an 

administration system completes the initialization process and 

puts it into the networks. This enhances effectively the security of 

the wireless body sensor networks. It will be discussed in detail in 

the analysis in the following section. 

Now we define in detail our scheme in algorithms 2.  

Algorithm2. An Authenticated Key Establishment and 

Encryption Scheme for WBSN 

Based-on Boneh-Franklin IBE algorithm, we design an 

authenticated encryption/decryption scheme for wireless sensors 

networks as follows. 

1) Setup: Before communications in Wireless body sensor 

networks. Given a security parameter kZ+, the algorithm works 

as follows. 

Run G on input k to generate a prime q, two groups G1, G2 of 

order q, and an admissible bilinear map ê: G1G1G2. Choose a 

random G1.Pick a random s *
qZ  and set =s. Choose 

cryptographic hash functions for some n, H1: {0, 1}*G2
*
1G , 

H2: G2{0, 1}n , H3: {0, 1}n{0, 1}n *
qZ , H4: {0, 1}n{0, 

1}n .For the security proof, we view the all hash functions as 

random oracles. The message space is M= {0, 1}n.  

The ciphertext space is C = 
*
1G {0, 1}n. The output system 

parameters are  = {q, G1, G2, ê, n, , ,  H1, H2, H3, H4}. The 

master key is s *
qZ . 

Where q is a prime number, G1 and G2 are two groups of 

order q, ê: G1G1G2   is a bilinear map, n is the length of 

plaintext,  G1, =s, s Zq
* is the master key, H1, H2, H3, and 

H4 are four hash functions with random oracles respectively. The 

master key should be kept in a secret place and the parameters can 

be distributed to all nodes. 

2) Extract: For a given string Id{0, 1}* (Id is node’s public key. 

It could be a random string) the algorithm does: Computes QId = 

H1(Id)  *
1G .Sets the private key KId to be KId = (QId)

s where s is 

the master key.  

Extract generates private keys corresponding to given primitive 

ID of every node in Wireless body sensor networks. 

We require the hash functions in algorithm 1 to satisfy the 

standard consistency constraint, takes as input tg, cC, and a 

private key K. It return mM. namely when K is the private key 

generated by algorithm Extract when it is given ID as the public 

key, then  

mM: Decrypt(tg, c, K) = m where c = Encrypt(tg, ID, m) 

We add the followings algorithms to the system. Suppose we 

have a semantically secure symmetric cryptosystem. We represent 

its encryption and decryption functions with a key K by EK , DK,, 

and assume the key is K{0, 1}* . 

We define authenticated encryption and decryption 

algorithms for our scheme: 

3) Authenticated-Encrypt: input: a health message (which is sent 

from a node to another node (nodes) in wireless body sensor 

networks), a private key (the nodes which are senders), and an 

ID(the nodes which are receivers),output: a ciphertext. The 

detailed operation is as follows. 

Input: a health message m{0, 1}* .  a private key dA, an ID B, 

and the system parameters. Choose a random μ R
{0, 

1}n ,compute  r= H3 (μ, m)and s:=e(dA , H2 (B))  Then output the 

ciphertext c:=〈r,μ H1 (r,s), EH4(μ) (m)> 

4) Authenticated-Decrypt: input: a ciphertext (which is generated 

in Authenticated-Encrypt), an ID (the nodes which are senders), a 

private key (the nodes which are receivers), and output: the 

corresponding plaintext. The detailed operation is as follows. 

input: a ciphertext < U,V,W>.an ID A, a private key dB, Compute 

s:=e(H2 (A), dB), μ:=V  H1 (U,s), m:= DH4(μ) (m)    

Check that U=H3(μ,m). If not, reject the ciphertext, otherwise 

output the plaintext m.    

Consistency is clear since e(dA , H2 (B))  = e(H2(A) , H2 (B))a  = 

e(H2(A)  , dB)  by bilinearity. 

Now we require these two authenticated algorithms to satisfy 

the standard consistency constraint. Additionally, for all health 

monitoring messages m, and for any two nodes A and B, their ID 

is arbitrary string with corresponding private keys dA, dB, we 

require  

Authenticated-Encrypt (M, dA, B)= Authenticated-Encrypt (M, A, 

dB) 

Note that Authenticated-Encrypt is faster than plain Encrypt 

because there is one less exponentiation and no point 

multiplication. 

Note also that now both algorithms benefit greatly from 

caching: if nodes in wireless body sensors networks want to send 

many messages to each other, they can both compute s once and 

cache the result, obviating the need for an expensive Weil pairing 

computation during encryption and decryption which makes their 

communication as fast as asymmetric cipher and MAC.  

More details about the efficiency and security of our scheme 

can be found in our earlier research work in reference [9]. 

4. ANALYSIS AND SIMULATION  
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We will analyse  and simulate the proposed scheme in this 
section. For a node in WBSN, an ideal memory requirement is 
only to store all private keys shared with neighbors. In the 
proposed scheme, the total memory requirement consists of 
storage of parameters  and private keys used in asymmetric key 
system. Compared with the ideal case, the overhead of our scheme 
is the part for key establishment. It is relatively small. Moreover, 
once the communication phase is finished, the parameters can be 
deleted. Therefore, memory requirement of our scheme is optimal. 

Public keys in the proposed scheme are arbitrary strings. 
They can be names, roles, email addresses, etc. This makes it 
possible for a sender to send a message whenever he wants; while 
in public-key infrastructure scheme, public keys should be 
generated and distributed to senders before sending a message. 
Our key predistribution scheme for WBSNs benefits from this 
property. Private keys in the proposed scheme are derived from 
the identities by a trusted Private Key Generator (PKG) using a 
master key, both public and private keys are created by users 
themselves. This gives the reason that why public-key 
infrastructure scheme is not considered as a good choice for key 
agreement and encryption in WBSNs. In a system with RSA 
algorithm, an authentication process is executed before the 
establishment of a secure communication; whereas in our scheme, 
this process is added in encryption and decryption procedures.  

It is evident that our scheme based on ECC. Research results 
show that the traditional RSA algorithm with 1024-bit key (RSA –
1024) provides the currently accepted security level, and is 
equivalent in strength to ECC with 160 bit keys (ECC-160) and to 
symmetric key with 80 bits[10]. Therefore, the length of the keys is 
shorter than that of the traditional RSA algorithms. As a result, it 
economizes the storage resources and computational cost. 

Compared to the proposed scheme, in key predistribution 

scheme, an extra key distribution must be performed prior to the 

deployment of a body sensor network. Secret keys are stored in 

nodes after distributing operation. There are two extreme cases in 

storing secret keys. One is to let each sensor keep in memory only 

one secret key (a global master secret key) shared by all nodes in a 

body sensor network. The other is to let each node carry all S-1 

secret pairwise keys, where S is the total number of nodes in a 

body sensor network. Evidently, these two mechanisms are 

impractical. A random key pre-distribution scheme and its 

variants are proposed in Refs. [11,12], where at least q keys 

selected from a key pool are stored in each node. When a node 

wants to communicate with another node, a key discovery 

operation should be performed. However, in our scheme, each 

node stores only the public parameters and owner private key, 

neither key predistribution nor key discovery is needed. Our 

scheme with 160 bit keys can provide currently a sufficient 

security level. Therefore, in terms of memory requirement and key 

discovery in WBSNs, our scheme has a better performance than 

key predistribution scheme. But in encrypting and decrypting 

operations it seems that symmetric key algorithms offer a better 

performance in computing cost. A detailed comparison could be 

an interesting future work.  A glance at the computation cost gives 

that our scheme in encryption mainly requires four hash-function 

evaluations, two XOR operations, and one map computation. 

Now, we will design some simulations to test the proposed 

scheme, we will consider three schemes in simulations, that are 

The proposed scheme, Public-key infrastructure scheme and 

Random key predistribution scheme. We will compare our scheme 

with others from three aspects in simulations, the two aspects are i) 

energy consumption of node, and ii) probability of node be 

captured. Note that in simulations, encryption algorithm’s key size 

in our scheme is set to 160-bit, RSA algorithm’s key size in 

public-key infrastructure scheme is set to 1024-bit and AES 

algorithm’s key size in random key predistribution scheme is set 

to 128-bit. 

We set simulation environment as follows: a personal 

computer has Dualcore CPU 2.0GHz, 2.0GHz and 2G DDR 

memory and operating system on it is Fedora 10, the simulation 

software is Ns-2, which is used extensively in the research area of 

Wireless body sensor networks. We use visual C++6.0 and TCL 

programming language to realize above three schemes. In 

simulations, we set 100-1000 nodes in a square of 400×400m2 

evenly and randomly, the transmission radius of each node is 80 

meter, and  the station is set at the left of the square, the 

destination nodes in the area of 60×60m2, we adopt the model of 

energy consumption for nodes in[13],the model shows that, node 

will cost 400µJ energy when receives a bit of data and will cost 

720µJ when sends a bit of data, in order to get the simulations 

results quickly, and ensure the simulation results is impartial at the 

same time, we set the initialization energy value of nodes is 

10J.we choose a directed diffusion protocol in[14]as the network 

layer protocol in our simulations. 
Figure 1 shows the simulation average results of energy 

consumption ratio about the same selected destination node under 
running three schemes 800 seconds respectively, in simulation, we 
repeated each scheme 20 times and observed the destination 
node’s energy value every 100 seconds, from the results of energy 
consumption ratio we can conclude that our scheme consumed the 
least energy among all schemes. 

 
Figure 1 remaining energy of node in simulation 

Figure 2 shows the mean probability of nodes be captured in 

different networks scale when w three schemes were run 
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respectively, in simulations we choose a mechanism called off-

the-shelf in [15], which can modify the parameters set in 

destination nodes when feed it into networks’ information stream. 

After running each scheme, we can judge whether the checked 

node has been captured from the parameters saved in the node. 

We adopt a strategy in [16], which described as follows: Setup an 

examination procedure called verifier; it can check whether the 

parameters in the test node had been changed, if the checked 

parameters in the node are different to the predetermined 

parameters, we can take the node as been captured. According to 

above strategy, we run three schemes 20 times under different 

number of node. The simulation results reveal that the proposed 

scheme is the most reliable.  

 
Figure 2   probability of nodes be captured under 

different number of nodes 

5. CONCLUSIONS 

In order to make health monitoring data secure for patients, in 

the paper, we propose an authenticated key establishment and 

encryption scheme for Wireless body sensor networks. The 

scheme includes key establishment, distribution and authenticated 

encryption/decryption phases, Analysis in efficiency and security 

shows that our scheme has some advantages in terms of key 

management, storage requirement and security. We compare the 

proposed scheme with the asymmetric and symmetric key 

techniques with detailed simulations. Results show that the 

proposed scheme has some advantages in the applications of 

wireless body sensor networks. 
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