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Abstract

In this paper we present UAuth, a two-layer authentication framework that provides more security assurances
than two-factor authentication while offering a simpler authentication experience. When authenticating, users
first verified their static credentials (such as password, fingerprint, etc.) on their devices to achieve the
local-layer authentication, then submit the OTP-signed response generated by their device to the server to

complete the server-layer authentication. We also propose the three-level account association mechanism,
which establishes the association among devices, users and services, and then creates a mapping from user’s
devices to user’s accounts. Users can gain access to different service via any device in the association easily.
Our goal is to provide a quick and convenient SSO-like login process on the basis of security authentication.
To meet the goal, we implement our UAuth, and evaluate our designs.
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1. INTRODUCTION

With the development and popularity of the Internet,
many people today have multiple accounts . Since more
services move to the Internet, the number of accounts
a user needs to remember is expected only to grow. If
one uses different and unrelated passwords for each
account, the coming up with secured passwords to
remember is a very challenging task for him.

Single Sign-On (SSO) allows wusers to sign in
numerous relying party (RP) websites using one single
identity provider (IdP) account. Therefore, users are
relieved from the huge burden of registering many
online accounts and remembering multiple sets of
password. However, it just reduces the problem of
securely authenticating to relying parties to the one of
securely authenticating to an identity provider. It does
not, in fact, address the issue of securely authenticating.
Now some popular SSO services (e.g., OpenID [16])
still use the traditional password authentication. An
adversary who manages to steal the password in IdP
from a legitimate user can impersonate that user
to the trusted RPs, which leads to a chain reaction
of resource misuse. Recently, some password leaks
[12, 13] highlight the current traditional password
authentication vulnerability. Though some additional
encryption measures have been taken, users transmit
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the hash of password instead of plain text or transmit
above SSL. The emergence of powerful password-
cracking platforms [2, 18] or the use of vulnerabilities
[3] has enabled attackers to recover the original
passwords in an efficient manner, and then an attacker
can still impersonate a legitimate user login into the
website using the recovered password. We can find
that all these vulnerabilities arise primarily due to
the sensitive authentication credentials (e.g., password)
are verified in the server layer, the credentials are
not dynamic and are transmitted over the insecure
Internet. Every time when user login into a website,
they use the same credentials, so if an attacker steals
the credentials, he can impersonate the user at any time
without worrying about the password failure.

We propose Uniform Authentication (UAuth), a two-
layer authentication framework. In addition to the
server layer verification, a local layer verification is
provided. The sensitive static authentication credentials
are verified in local layer while the dynamic credential
is verified after submitting to the server layer. The
unpredictability of the credentials and multi-layer
authentication makes the attacker have no approach
to access the sensitive data, significantly improving
the security of the authentication. The UAuth also
provides a three-level account association about the
mobile terminal, the account in UAuth and the
account in SP(Server Provider. eg., Twitter, Facebook),
which apparently reduces identity management and
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authentication infrastructure complexity. For example,
a user who has an iPhone 5s may choose fingerprint
verification as the local authentication method, then use
the phone to login into Twitter since they are associated.
He can also visit Facebook in the same way. When
the phone is not available, he is able to visit these
two websites by other device such as a pre-associated
USB token which employs the password verification as
the local authentication method. FIDO (Fast IDentity
Online) Alliance [11] has proposed similar ideas. From
its newly published specifications we can find that
it concentrates little on Federated Login, and the
discussion is only based on the high-level description
. We make some improvements from it and develop a
system that runs correctly. We also give the detailed
implementation.

Multi-screen interaction is a hot topic in the industry
nowadays. According to a recent Google study [1],
“90% of people move between devices to accomplish
a goal, whether that’s on smartphones, PCs, tablets or
TV", and smartphones are the backbone of our daily
media interactions. The interaction and authentication
between multiple screens are worth studying. Our
UAuth is a proper solution to the interaction and
authentication in this scenario.

Our Contributions. We present a two-layer authen-
tication framework: UAuth. In the framework users
can utilize a two-layer authentication method - the
password authenticates in local layer and the OTP(One
Time Password [5])-signed response authenticates in
server layer - to login into UAuth and gain access to the
SP account securely. In particular, our contribution is as
follows:

* Two-layer authentication. We provide a two-
layer authentication method. It verifies the
credentials in the local layer as well as in the
server layer, to avoid the problem in traditional
authentication aroused by the method that only
verifies the credentials in the server layer. Our
framework considers the functional and security
requirements and designs the system architecture
of mobile phone based solution under realistic
adversary models.

* Three-level account association. We present a three-
level account association architecture, which
establishes an association between devices, users
and Internet services. Users act as the key inter-
mediate connecting level.This method not only
maintaining the devices, users and services asso-
ciated, but also keeping their own independence.
By hierarchical of the account association ensure
both the integrity of the secure authentication
process and the privacy of user data in each level.
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* Implementation. We present an implementation of
UAuth. We use an Android phone as the mobile
terminal. After scanning a QR code in the UAuth
login page and getting the Wi-Fi information, the
phone will establish a Wi-Fi connection with the
fixed terminal. Then the user will login into the
UAuth after a two-layer authentication, and gain
access to the SP account from UAuth at last.

* Evaluation. We rate our framework using Bonneau
et al’s framework of 25 different “benefits" that
authentication mechanisms should provide [19].
We also compare our work with some other
popular authentication mechanisms.

The rest of the paper is organized as follows. In
Section 2 we illustrate and evaluate previous efforts
at strengthening user authentication and establish the
threat model in Section 3. We outline our framework
and give some details in Section 4. We present the
implementation in Section 5 and evaluate our solution
in Section 6. Conclusions are in Section 7.

2. RELATED WORK

Two-factor authentication. When users are authenticat-
ing, they have to enter, in addition to the password
(something you know), some other authentication fac-
tor that they obtain from other sources (something you
have or something you are) [21]. Many companies have
employed it to strengthen their authentication method,
such as Google 2-Step Verification [10]. It utilizes two
factors from independent channel when authenticating,
and provides sufficient protection against the threats
the traditional password faced. But if users reuse pass-
words across different websites [23], at which point
once the attacker gets the password in the site which
employs two-factor authentication, they would be able
to impersonate the user in other sites which don't
employ two-factor authentication [9, 30]. It will also
lead to poor user experience when copying the string
of the OTP from a mobile phone to the login page.
Czeskis et al. present PhoneAuth [20], an authentication
method that does not require the operation of the
phone. In its strict mode, there is no user interaction
necessary during a login, other than typing the user-
name and password. However, without user’s opera-
tions, the automatic authentication can also lead to
potential threats. At the same time, with the increase of
number of accounts, the number of devices that authen-
tication requires also increases. It is quite inconvenient
either in portability or cost. All these limits enable users
to prioritize other convenient methods rather than two-
factor authentication.

Fast IDentity Online Alliance. The Fast IDentity Online
(FIDO) Alliance was formed in 2012 by several
companies (e.g., Lenovo, PayPal). The FIDO alliance
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aims to bring different authentication schemes together
by providing a set of standards that simplify their
adoption and use in web authentication. The FIDO
website [11] has published its specifications recently,
and some details are provided from it. It aims to
complete the verification of password in local device
to avoid transmission of the password on the Internet,
and use the dynamic data generated by the device as
the authentication credentials to prevent attackers to
compromise user accounts by eavesdropping, phishing
or other means. Since there is no static sensitive data
dissemination on the web, login authentication security
can be greatly improved. However, it can be seen that
users do not have specific methods to manage their
accounts in the FIDO service. The over-reliance on
the device makes the user helpless when the device is
unavailable. They will also feel impotent to manage the
devices when users have more than one device.

SAuth. Now Federation Login has developed many
new ways, in addition to traditional authentication
with the dependencies between IdP and SP. There are
new ways that remove the IdP. The boundaries between
the IdP and SP are increasingly blurred, website acts as
IdP may be SP at the same time. Kontaxis et al. present
SAuth [29], a protocol for synergy-based enhanced
authentication. Users wishing to access their account
on service S also have to authenticate for their account
on service V, which acts as a vouching party. But it is
obvious that it’s a single factor authentication method,
and the security has not greatly improved.

Several promising services are now available at
various stages of polish, each with their own vision
of user identification and authentication. The study
by Bonneau et al. in 2012 lists some popular
authentication mechanisms and critically analyzes
them via a framework of 25 different “benefits" that
authentication mechanisms should provide designed by
the author. [20] also give an evaluation about their
work using the framework. We agree with most of the
analysis and rate our system under that framework.

3. THREAT MODEL

One goal of our work is to provide the strong
authentication platform - UAuth. We assume the
following threat model.

We allow adversaries to obtain the user’s password
- either through phishing or by social engineering
attacks. The browser in the fixed terminal uses the
certificate in AP to establish an SSL connection with the
server. We assume that the data in the mobile terminal
is stored in secure storage, only certain procedures
can access their own resources. The attackers can
perform software attacks against the terminal and
install, modify or compromise all software components
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installed on the terminal. But it’s obviously that they are
unable to visit the data belonging to UAuth application
in the security storage. The attacker is also able to
deploy some malware on the user’s machine, such
as a keylogger. The malware has the access to the
document in the user’s machine and they can also visit
the data in browser. However, the attacker is not able
to simultaneously compromise the user’s PC and user’s
mobile terminal.

Since there will be some sensitive data transmission
among the mobile terminal, the user’s PC and the
UAuth server during the initial authentication step, the
attacker may directly access the data easily. But the
frequency of these cases is low, we choose to focus on
the subsequent case after the initial step.

4. ARCHITECTURE
4.1. System Model

Our system model is depicted in Figure 1. The design
consists of several categories of components: Authenti-
cate Plug-in(AP), mobile terminal, Validate Server(VS),
Validation Cache(VC),UAuth Web Server(WS), Server
Provider(SP), wherein WS, VS, VC composed UAuth.
They have comprised the three-level association system:
the binding, authorization, management between the
mobile terminal identification information (OID), the
user account in WS (UID) and the user account in SP
(SPID). VS provides registration functions. All of the
mobile terminals need to be registered in it prior to
use. It will negotiate the OID and the key that used
to generate the OTP with mobile terminals, store these
data and update it to the VC. VC is a caching server for
the data in the VS, which is physical proximity to the
WS. Each time after WS submits the OID and response,
it verifies whether the OID and response correspond or
not efficiently. WS is the core part of UAuth, with which
user can manage their UID and account binding (UID
and OID binding, UID and SPID binding). Users need
to get the credential of SPID from WS when authenti-
cating to SP. The mobile terminal provides a local layer
authentication method. The terminal registers itself to
the VS by negotiating the key used to generate the OTP
and telling the server it’s OID. It would not generate the
OTP to achieve the server layer authentication unless
the local layer authentication is successful. AP is a cus-
tomized functional component installed in use’s fixed
terminal, and it helps to complete the authentication
by establishing a communication between the WS and
user’s mobile terminal. It also informs the WS of the
presence of a mobile terminal, and relays the encrypted
authentication stream to the WS. SP is the entity that
provides Internet services, it needs to establish a trust
relation with WS and build a secure communication
channel.
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Figure 1. System model

4.2. Three-level account association

The three accounts correspond to the OID, UID and
SPID. Our primary goal of the design is to protect the
privacy in each level and achieve an easy management
mechanism of the authentication in multiple identities.

OID is regarded as identification information of the
mobile terminal. It is generated in the initial process
when mobile terminal registers to the VS. Each terminal
has a unique OID. When users are authenticating, the
terminal will provide the OID to identify itself. UID
is the user’s account in the WS, at the same time we
regard it as the user’s identity. Users register their own
UID on the WS server. UID information is the basis of
the framework and is saved in the WS, while becoming
the associate middleware of OID and SPID. SPID is
the user’s account in SP, such as a Gmail account. The
registration of SPID is performed in the SP, while the
information of SPID is stored in the SP, and controlled
by SP.

Users can bind their OID with UID, and comlete
the mapping from terminal to user. Then they can
visit their account in the WS using their terminals.
The security of the authentication is improved since
the user’s personal terminal is involved. Users can also
bind their UID with SPID, so the mapping from user
to Internet service is established, and they may access
the binding service with UID easily. SPID is identifiable
information to SP. It makes access control retained in
SP, while the authentication is taken over by UAuth.
Meanwhile, it ensures there is little change to the SP,
which minimizes the cost when docking with SP. This
mechanism increased the system’s ease of deployment,
and make the control party dispersed in various SP,
to some extent, protecting the user’s privacy. After the
two bounds, the three-level account association is built,
using UID as the medium, users can use their own
terminal to get access to the Internet service. Moreover,
all the association is controlled by WS, and WS is able
to create a management module to complete the multi-
binding, which means users are capable of binding
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Figure 2. Three-level account association

more than one terminal or SP to their own UID. As
can be seen from Figure 2, multiple OID as well as
SPID are bound to UID. So when authenticating, user
can choose the appropriate device to visit the Internet
service he wants. Three-level account association has
greatly increased the convenience and flexibility of
authentication.

4.3. Two-layer authentication

A complete login process of UAuth consists of two-
layer authentication, the local layer authentication of
static authentication information verified in the mobile
terminals, and the second layer of response server-
side validation in WS. Because user’s personal device
is varied, they may select a smartphone, a USB token,
a fingerprint reader or others as an authentication
terminal. We design various local layer authentication
methods. It enables users to choose an appropriate
method depending on the device they are using. For
example, user can use password verification when they
use their phone or fingerprint to authentication with
their fingerprint reader. A successful verification of
user’s password or other authentication information
in local layer proves that user has the corresponding
authentication device, and the device is not used by
an impersonate user. Since the local authentication
credential is only known or owned by the legitimate
user, even if the attacker gets the device will failed to
login because lack of local authentication credentials,
and if the attacker gets the local authentication
credentials by some means (e.g., social engineering), he
will also fail because he is not able to fake the certain
device. The attacker may simultaneously compromise
the user’s local authentication credentials and user’s
device, this situation is rare. Even it happens, the
user can login through the fallback mechanism and
revoke the device. The server layer authentication of
OTP-signed response generated by the mobile device,
indicates that the user who is authenticating and proves
that the legitimate user is using the correct device to
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Figure 3. Two-layer authentication and two-factor authentica-
tion. In two-layer authentication, the attacker intercepts the
response which successfully authenticated and impersonates the
user to the server, due to the expiry of OTP, the login request
is denied and the attack is failed. In two-factor authentication,
the attacker intercepts the static password and impersonates the
user to the server which do not employ two-factor authentication.
Due to the reuse of password, the login request is accepted and
the attack is successtul.

login again. Since OTP is changing with time, even if
an attacker cracks the encrypted channel and gets the
response, OTP at this time is likely to have been in
ineffective. The signature of the data in the transfer
process also protects the integrity of the data, therefore
an attacker is difficult to modify or forgery the data.
The combination of the two layers, either prevents the
attacker to steal the static password when transmitting
in the insecure network, or protects the data in user’s
device from being read and used when the device is
lost, at the same time the response validation ensures
the security in authentication process.

Two-layer authentication is similar to two-factor
authentication, but it has its own advantages. Two-
factor authentication may encounter the problem
discussed in Section 2, the reuse of a stolen password
may lead to impersonate. What’s worse, a study has
shown that it can push users to weaker passwords [28],
which leads to a potential dictionary and brute force
attacks. In two-layer authentication, the verification
of the static password is performed from the server
to the local device, so that the static password is
not transmitted in the complicated network, ensuring
security while avoiding the problems above.

4.4. Protocol Details

When users are authenticating with SP, they have
to successfully authenticate to our UAuth via a
two-layer authentication firstly: after the local layer
verification on the mobile terminal, users will forward
the response generated by the mobile terminal on-
the-fly to the UAuth, then obtain the credential of SP
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account and login to SP. As shown in Figure 4, a
complete authentication requires these steps. Since in
our framework the mobile terminal is not limited to
a certain type, which can be a variety of devices, in
this paper we use the smartphone as an example to
illustrate. The steps 1-8 comprise a UID login process
while steps 8-12 are the authorization process for SPID.

1. User launches a browser B on the fixed terminal,
and visits the website SP, choose to sign in with U.
The page will be redirected to the login page on
WS.

2. B and WS establish an SSL session; let Ky g be
the established SSL secret key. WS will generate
a QR code with a random string S in it and
display it on the login page,so the content of the
QR code is S. The string S will be transmitted
to the authentication plug-in (AP) installed in the
fixed terminal at the same time. AP parses S from
WS with a certain function F designed by us and
gets the results such as Wi-Fi SSID , password,
then establishes a Wi-Fi access point using those
results. The results are:

SSID, Password, Address, Port (1)

Wherein the SSID is the name of the access point,
Password is the password for the access point.
Address is the IP information of the access point
and Port is the connect port that the mobile
terminal should connect to.

3. The user first inputs his local password in his
mobile terminal M to unlock his account, which
is the local authentication procedure. Then open
the application and scan the QR code displayed on
the page. Get S, parse it using the same function
F and retrieve the information in it, with the
information M and fixed terminal establish an
SSL session at last; let Kgy; be the established SSL
secret key.

4. M generates an OTP using the pre-negotiated key
K. M signs and encrypts the data below and sends
message (3) to B.

{OID, S, Sig}k,,, (3)
Wherein S is the string from the QR code.

5. From message (3), after SSL decryption, AP
obtains the information. AP (via SSL) encrypts the
information with Ky g, and forwards the result (5)
to WS through the SSL session.

Sig = HMAC{OID, S}orp (4)

[OID, S, Siglk, (5)

EAIl Endorsed Transactions on
Security and Safety
01-10 2015 | Volume 2 | Issue 4 | €5



Mingming Hu et al.

User Mobile Terminal Fixed Terminal

(U) (M) <« - SSLKy K _ (]‘3) <« SSLKy Ky WS VC Sp

1.a visit the website SP

A A

-

1.b Sl? login page

1.c sign in with UAuth

2 QR code and §

5
o

A ]

i
3.a local authentication 3
i i
—_—->
i
i

3.b scan QR code to get S,
1 then establish SSL connection
! OTP=Gen(K.1)

i i Sig=HMAC{OID,S}orr

: | 6={OID,S,Sig}xm

40 |

01={OID,S,Sig}xm 5o
1

! 6 OID,S,Sig
>

8 Authorization Code

OTP'=Gen(K.t")

1 OID ¢ Cache

|
|
|
'

| Sig = HMAC{OID,S}orr!

7 result

A

9 Authoiization Code
|

444" ————

1
i 10 Auth:or[zarian Code

i
11 SPID

12 login result !

N A

<
<

Figure 4. Protocol Details

6. WS receives the message from the AP, after SSL
decryption, and verifies S that it is generated
by WS and it is not expired. Upon successful
verification, WS forwards the OID, S and Sig to
VC and submits a request to verify the validity of
these data.

7. VC finds the secret key corresponding to OID in
the database and use the secret key K to generate
OTP’, then signs the S, OID using OTP’ in the
same HMAC algorithm and compare the result
with Sig, responds the comparison result to WS.

8. If validation passes, it means that the UID
account which OID bound to has login successful.
WS page displays the SP accounts that the UID
has bound with. The user is required to select
the SP account which he wants to ues. WS will
randomly generate an Authorization Code to map
to the select SP account. Finally WS returns a link
that will redirect to SP with parameters, which
contains Authorization Code.

9. The B redirects the link to SP.

10. SP verifies the validity of the request to ensure
that the redirection and the login in step 1 are
from the same session. After that, the SP will
submit the Authorization Code to WS through
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a pre-established secure channel to request
authorization of SP account.

11. WS returns the selected SP account that corre-
sponding to the Authorization Code.

12. SP checks the result from WS and displays success
or failure on B.

Initialization. Before login with this method, users have
to initialize the mobile phone and the fixed terminal.

The user installs the authentication application in
the mobile phone and initializes it. It will connect to
the VS server to register itself, and negotiate to get the
user’s mobile phone private certificate. The certificate is
used to identify itself, and establish a SSL session with
fixed terminal. It also negotiates to get the OID, and get
key K which is used to generate OTP. These data are
stored in the secure storage of the mobile phone, so only
the application can access the data. After successful
registration, VS will update the registration information
in VC.

The user has to install the AP in fixed terminal, which
assists to achieve a complete login process. A X.509
certificate will be installed to the fixed terminal that
used to establish the SSL session between WS and AP
as well as the mobile phone and AP. The AP also has
other functions such as establishing a Wi-Fi access point
based on the string from WS.
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Binding and unbinding. The binding process contains
two parts: UID and OID binding, UID and SPID
binding. We assume that in the UID registration, the
UID must bind an OID. If the OID and UID are
not bound, then the UID registration also failed. In
subsequent process user can bind multiple OID to an
UID in the manage page of WS. Once there is one
mobile phone whose OID is bound to user’s UID,
the user can login successful. UID and SPID binding
can be carried out at any time, as long as the user
has an UID and a SPID. The UID and SPID will be
bound when the SP proofs that the current user has
managed to successfully authenticate with the SPID.
The association relationship will be recorded in WS
server.

In the bind step of UID and OID, the user first
authenticates the UID with the pre-bound mobile
phone, and chooses to bind a new OID in the manage
page in WS server. The WS will call the function in AP
to create a Wi-Fi access point and generate a QR code
that contains the Wi-Fi link information. By scanning
the QR code, the mobile phone gets the information and
establishes a SSL session with AP, then communicates
with WS through AP. It also sends its specific device info
generated by the authentication application to WS. The
step will be complete after the user confirms that the
device info of the mobile phone displayed on the WS
page is the same as those displayed on the mobile phone
screen. The whole process is similar with the steps 1-8
in Figure 4.

In the bind step of UID and SPID, user can choose to
bind a SPID in the manage page in WS while the UID
has logged on, then user has to login his SPID to proof
ownership of the SPID. WS will check it and complete
the process.

The process of unbinding is similar to the process of
binding. It can be accomplished through the manage
page when the UID has logged on, but there must be at
least one OID left which is bound with UID when UID
and OID unbind.

Fallback mechanism. It may happen that user’s mobile
phone becomes unavailable for some reasons (e.g., loss
or out of power) and can not be used to authenticate.
Our fallback mechanism allows user to log in just with
something that “they know". We will send an e-mail to
a backup address, and then the user operates under the
direction of email, or ask questions about the message
user left before. These mechanisms ensure that the user
is able to access to their accounts while the mobile
phone is invalid or missing.

Deploy of server. From Section 4.3 we can find the
mobile terminal that UAuth support is varied. Taking
into account these devices may come from a variety
of vendors, we set up a VS server as the uniform
registration server.VS receives the mobile terminal
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registration information ,which is synchronized to VC.
VC is physical proximity to WS that WS can access to
VC security, as well as to ensure a rapid response. VS
updates its data to VC once there is a new registration or
other change to ensure the consistency of information.
VC is mainly established to be able to respond the
authentication request from WS quickly and accurately.
This is also the reason why it is designed to be physical
proximity to WS. Since OTP is time-sensitive, the
verification must be completed in a short time. The time
of verification will be less when VC is involved. WS will
first issue the verification request to VC. If the cache
hits, VC can directly determine and respond the result.
If not, it will issue the request to VS and update VC
at the same time. This allows to reduce the pressure
on VS of responding the authentication request, while
increasing the authentication accuracy. We recommend
the adoption and implementation of the VC in the
increasingly complex Internet environment now.

Mobile phone and fixed terminal communication. The mobile
phone establishes a connection with the fixed terminal
using the information from the QR code. If the attacker
uses his device to connect to the fixed terminal before
the legitimate user, obviously, the current login account
is the attacker’s account, and the attack is meaningless.
But when the user is in the binding process, its SPID
may bind to the attacker’s UID under the attack, so
we design a binding mechanism that users participate
in: before binding, user is required to confirm that
the message displayed on the browser is same to these
displayed on the mobile phone’s screen. If not, then it
indicates that the binding process encounters certain
problems, and the process is aborted. However, in
practice, if we adjust the QR code being displayed in
a proper size, the attacker will have trouble in scanning
the QR code due to the factors of light and focus, which
also increases the difficulty of the attack.

The mobile terminal may be other devices such as
USB tokens, so the connect method between the mobile
terminal and the fixed terminal is varied. Generally,
direct physical connection like USB tokens links to the
fixed terminal is secure. With the protection of AP, the
attacker will have no chance to attack the channel. But
the wireless means (such as Wi-Fi, Bluetooth, etc.) are
vulnerable. We can increase the security by the way of
user participation.

Security discussion. In the protocol, the VS sends a
fresh random string S to the browser, and the browser
forwards S to M. When the user starts a session with
the VS, an attacker may start a parallel session from
a different fixed terminal and grab the message (5)
to login as the user. However, as the VS generates a
new S for each login session, sending message (5) to
the VS by any entity other than the corresponding
browser would cause a login failure. When the VS
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receives message and verifies the signature, it believes
that the communication involves the M and the user,
and the current protocol run is fresh. All the messages
are cryptographically linked by S and the signature.
This chaining prevents replay attacks. Since there is no
static password in the messages, the protocol address
risks such as password reuse, server database leak and
phishing.

For the authentication phase in UAuth, the browser
simply forwards messages between the mobile terminal
and server. All the credential that the malware can
get is time-sensitive, the attacker cannot make use of
it in the next login process. But the malware in the
fixed terminal may freely create the Wi-Fi access point.
This may expose DOS attacks, and make the protocol
unavailable.

The malware in the mobile terminal may be a
keylogger, so it can grab the static credentials. But it is
meaningless because the attacker cannot get the phone.
The authentication data such as K is encrypted and
stored in a secure storage so normal malware could
not obtain it easily. However, the attacker may gain
access to sensitive data file and perform an offline
dictionary attack on it. What is worse, unconscious user
may give the malware root privilege, which makes it
easier to attack. The Trusted Execution Environments
(TEEs)[17], such as ARM TrustZone, which provide
isolated execution of applications and secure storage
of credentials helps to prevent these attacks[31, 32].
We are currently in the beginning stages of building a
system to handle this case and leave further discussion
as future work.

In the process of authentication, the protection
of the secure channel and OTP signatures can
prevent the data from being modified or stolen in
the transfer process. Response validation ensures the
timeliness of the authentication and the authentication
data cannot be replayed. These considerations have
already discussed above. Now we discuss some other
considerations in the authorization process. In the
authorization process, the Authorization Code is the
key element, so it’s essential to protect it. Think
that the Authorization Code may be tampered by an
attacker in the step that WS page redirects to SP
page, the attacker could replace the Authorization Code
into their own, or intercept the Authorization Code.
To deal with it we add a State parameter in each
redirect link, which is an unpredictable value stored
in the session, and the server will validate it when
callback using. It can guarantee that the authorization
operations are completed in one session. When the
Authorization Code and State are validated, it can
be sure that: (1) the Authorization Code came over
the same session as the user request, not from other
users. (2) Authorization Code has not been replaced or
modified by attacker. (3) the user has been authorized
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for SPID, SP is required to query the specific SPID from
WS.

User experience. The implementation is designed under
the guide that “Minimizing the user’s operations while
ensuring the safety". We carefully designed our system,
and try our best to change the user’s keyboard stroke to
mouse click. Users only need to enter the password and
use the mobile to scan the QR code once, which will
have a better user experience than the traditional two-
factor login service that includes typing a username and
password, and copying a string from a smart phone
app to the login page. In our UAuth, users only need
to enter the password and scan the QR code, the rest
will automatically be done by interact of mobile phone
and fixed terminals. Through reducing the operations
of user recognition and input, it is sufficient to provide
positive user experience.

5. IMPLEMENTATIONS

In order to demonstrate the feasibility of UAuth,
we implemented the system discussed in Section
4. We built an authentication framework prototype
and simulated the service requests. The prototype
includes Authenticate Plug-in(AP), Validate Server(VS),
Validation Cache(VC),UAuth Web Server(WS) and
mobile terminal application.

Authenticate Plug-in. The idea of designing the AP
comes from the definition of the FIDO alliance
framework. We inherited the idea and implemented
it. We designed a chrome extension, mounted on the
Chrome browser in fixed terminal, which acted as the
role of authentication plug-in. The extension function
mainly includes two aspects: establishing the Wi-Fi
access point and receiving data from a mobile phone.
Since regular Chrome extensions do not have the ability
to build a Wi-Fi access point and communicate with the
mobile phone, we write a NPAPI plug-in to complete
the function above. We employ the functions provided
by the Wlanapi library which can operate the Wi-Fi to
complete the establishment of the Wi-Fi access point.
It will create a Wi-Fi access point using the results
parsed from the random string from WS. Users can
use their mobile phone to scan the QR code and get
the information, with which the mobile phone could
establish a connection with the AP. AP will listen to
the connection request from the mobile phone, in order
to prevent the plug-in be blocked for listening, which
may lead the browser to crash. This function will be
placed in a new thread. The AP carries a preset UAuth
X.509 certificate. When building a SSL connection
with a mobile phone or WS, it will use the certificate
as an identity certificate. When the AP receives the
login data from the mobile terminal, it will call the
NPN_PluginThread AsyncCall() function from NPAPI
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Figure 5. Our Implementation of the UAuth login page and terminal application.

to call the JavaScript function in the web page, the data
will be displayed in the login page and then login.

In total, the AP consisted of 1000 lines of C++ and
supported the Chrome browser on Windows platform.

Mobile Phone. Our application is developed in the
Android 4.2.2 development environment at first, and
then we upgrade it to the latest Android 4.4. The Ul
component of the app is represented by the keyboard
and display drivers already present in the Android. We
also employ the Wi-Fi connection API that the Android
provided; it will establish a SSL2.0 session with the
fixed terminal when the link parameters are ready. The
QR code scanning function is derived from the API
provided by ZXing [7]. The certificate in our app is
stored in the BKS certificate repository, and the K used
to generate the OTP is encrypted with the private key
of app and stored in the secure storage area.
The application required 1000 lines of Java code.

Server. We completed the WS server, VS server, VC
server and a SP server for evaluation.

All the servers are mostly implemented in Java Server
Page (JSP), they have achieved all the functions detailed
above. we use Bouncy Castle [6]for the server-side
cryptographic operations.

The complete implementation of those servers
consisted of 5000 lines of Code.

6. EVALUATION

We evaluate our system using Bonneau et al’s
framework of 25 different “benefits" that authentication
mechanisms should provide. We analyzed our work
from three aspects: the usability, deployability and
security. We also include the incumbent passwords,
Google 2-step verification, PhoneAuth and SAuth as a
baseline. The results of our evaluation are shown in
Table 1.

Usability. In the usability arena, since there is little
user interaction necessary during a login, and existence
of private mobile terminal certificate enabling that
multiple mobile terminal can be bound to one UID, at
the same time the UID can bind a plurality of SPID, so
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it is Scalable-for-Users. It is Easy-to-Learn and Easy-
to-Use because users only need to enter a password
and use the mobile to scan the QR code once, which
also makes it does not have Memorywise-Ef fortless,
Nothing-to-Carry and Physically-Ef fortless. We rated
it as somewhat providing the Infrequent-Errors benefit
since they will cause an error if the wireless connection
does not work or the mobile terminal is not available.
Similar to Google 2-step Verification, it somewhat
provides the Easy-Recovery-from-Loss because of the
inconvenience of having to replace the phone is then
compounded by the fact that the lost phone also holds
the secrets.

Deployability. Accessing the deployability benefits
comes down to evaluating how much change would
be required in current systems in order to get our
proposed system adopted. In UAuth system, since
the authentication is completed by the phone in
conjunction with local password, and requires AP
to play a role in the process, Accessible, Negligible-
Cost-Per-User and Browser-Compatible is somewhat
provided. For general SP server, it only needs to be
modified to be compatible with UAuth, the change is
little so it is somewhat Server-Compatible.

Security. Since the UAuth employs both local password
and OTP, it can meet most of the security properties.
When faced with phishing and eavesdropping, it would
have a good security performance. However, some real-
time attack makes it vulnerable. The adversary may
steal the sensitive data in this attack, so it somewhat
provides Resilient-to-Internal-Observation benefits.

Conclusion. In Table 1, it can be seen that UAuth owns a
good performance in the evaluation and get a high score
in the ease of Usability, Deployability and Security.

Performance. We evaluated the performance of our
implementation of UAuth. Measuring the performance
of our login scheme is a complex task. So we just
select the more representative argument - time - to be
evaluated. We made the following measurements: (1)
the time required to establish the Wi-Fi access point, (2)
the time required to establish the connection between
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Table 1. Comparison of UAuth against password, Google 2-step Verification, PhoneAuth and SAuth using Bonneau et als evaluation
framework. 'y’ means the benefit is provided, 's'" means the benefit is somewhat provided, while blank means the benefit is not provided
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the fixed terminal and the mobile terminal, and (3) the
time required to complete the UID login process, that
is to say we measure the time between the step 1 to
step 8. This can reflect the total performance since the
step 9 to step 12 spends little time that can be ignored
(usually less than 0.2s). The result of our measurements
averaged over 50 protocol runs are shown in Table 2.
Below we give a discussion about these data.

Table 2. Performance of UAuth

Wi-Fi AP | Connection Total
Avg. Time(s) 1.1 4.2 11.4
[Min,Max](s) | [0.7,1.8] [2.5,9.2] [6.8,19.3]

Removing the time of user operations (such as
taking their phone out of their pocket and unlock
it), the total time of a complete login process mostly
spent on establishing a Wi-Fi access point and the
connection between the mobile terminal and fixed
terminal. Building a Wi-Fi access point is relatively
simple: call a series function and wait for the access
point established. The time of this procedure most
depends on the hardware and the operating system on
the fixed terminal, but it will not take too long. In
our evaluation, the time is about 1 second which is
acceptable to users.

This is perhaps the most important type of overhead
incurred: the fixed terminal has to establish a SSL
connection to the phone. We believe that the process
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is started from the time user begin to scan QR code
to time the SSL connection establishes successfully.
As a baseline comparison, we measured how long the
mobile phone took to obtain the information in the
QR code (open the scanning function and scan the QR
code) - an average of 1.2 seconds. Repeating the same
login while also obtaining the information increased
the average time to 4.2 seconds. The additional 3.0
seconds are mostly spent in establishing the SSL
connection, including connecting to the access point
and establishing the SSL connection. Connecting to the
access point costs a large amount of time. The app on
the mobile phone has to invoke the Wi-Fi connection
service in the Android. The response of the Android to
this call will greatly affect the final performance. The
system will find the corresponding access point which
has the same SSID from the broadcast information, and
connect to it with a proper configuration. The process
is slow, what is worse, if DHCP is used to allocate IP
address, it will take longer time. Since we have included
the address of the fixed terminal in the QR code, if we
set a static address to the mobile terminal which is in
the same subnet with the fixed terminal, the speed will
be significantly improved, finally we get the average
time - 11.4 seconds.

Note that for a user that uses 2-factor login service, he
will type a username and password, and copy the OTP
from the mobile phone to the page, which will take an
average login time of 24.5 seconds [20]. Login has sped
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up with our system, while at the same time improving
the login experience to a simple input and scan and
enhance security.

7. CONCLUSION

We have presented UAuth, a two-layer authentication
framework. It enables users to enjoy the security
benefits of using the physic device to authenticate:
use the OTP generated by the device in the two-layer
authentication. At the same time, users receive the
convenience of the SSO-like login: user can visit more
than one SPID with their UID in the three-level account
association. Specifically, in local authentication, users
can choose a correct way to authenticate depending on
their own devices. For example: if the user has a USB
token, he can insert the token in the fixed terminal and
use the password to unlock the token with the help of
AP, this would be a proper local authentication method.
And if the user has an iPhone 5s that has the fingerprint-
scanner, he can choose the fingerprint to be verified
in the app as the local authentication method, such
approaches are feasible. The server and user are free
to choose the local authentication method. The server
even can employ the UAuth as a validation factor in
their own two-step verification, combining with other
authentication methods and get a more secure process.
The variety of personal devices and its flexibility also
make our UAuth have a good performance in the multi-
screen interaction and authentication.

We implemented and evaluated UAuth, and we get
a conclusion that the UAuth has a relatively good
performance in safety and user experience, it will
enhance the current authentication technology on the
web today.
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