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Abstract

INTRODUCTION:

Access control system (ACS) plays a major role in data security. It becomes more challenging for the system to provide
accurate ACS, if data is huge and data requesters are not fixed. This is very predominant in the era of big data where new
data are adding to the system very frequently. The main issue here is to justify adaptability in ACS.

OBJECTIVE:

The objective of this research is to have a comparative analysis of machine learning based access control methods with Rule
based access control methods. Propose the most suitable method in detail.

METHODS:

Role based access control methods are highly robust and works effectively under known scenarios. We need additional
methods to handle unknown scenarios. A decision-making method is used to identify the certainty of the rules and Mamdani
fuzzy model is used to evaluate the situation based on current environmental factors. For machine learning based access
control method Random Forest is used.

RESULTS:

Limitations of machine learning methods are discussed with respect to imbalanced data and bias in the algorithm. The proof]
of concept for rule-based access control method is tested for all the three modules involved in the framework. Certainty of]
the rules were accessed with the help of domain experts and accuracy of fuzzy rules were evaluated. Under critical conditions
our framework was found to be accurate.

CONCLUSIONS:

Machine learning systems are not suitable for access control if they suffer with imbalance data problem. Rule based system
are consistent and highly adaptable to unknown situations. Rule based systems have evaluated the genuineness of the
requester based on sensitivity of information, time, location, previous history and emergency parameters.
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1. Introduction

Information security is a framework to prevent unauthorized
access of data. Primary focus is to provide a balance between
confidentiality, integrity and availability. Information access
control mechanism can be implemented to avoid illegal
access of information. This mechanism could be
implemented in different ways. The first one is role-based
access control, where each requester is assigned a role and
each role is assigned different types of data access. Any
requester will not be allowed to access any other data apart
from the one assigned to its role. This mechanism is very
strict and works very well with structured and known data.
The second one is policy based or rule-based access control.
Under this mechanism if the policy allows, a requester can
access information of another role too. All of these are very
effective if the data is structured and data access patterns are
known to the administrator. They work very well in a static
scenario. But if there is a case where suddenly the scenario
changes and it is not stored in the knowledge base then role
based, and rule based both will not work effectively. In such
cases roles are needed to be assigned separately to the
requesters and rules are explicitly required to be generated.
To do this human intervention is required, which will reduce
the performance and cannot be considered as completely
adaptable. Ideally for a truly adaptable system, it should
understand the situation and take decisions on its own. Hence
there is a big need of completely Adaptable Access Control
system.

Adaptability in the system can be added periodically due
to change in environment or change in the existing scenario
of the system [1]. Change in environment can occur due to
political (suddenly government is changed so the policies can
also be changed) or business (managing body changes the
roles of employees), both have some kind of predictability.
But if the scenario is of a completely new situation then first
system will assess the risk component of changing the
existing policies. The system should be able to verify the
genuineness of the requester in the new situation, if satisfied,
only then provide access of information to the requester.
Finding genuineness of the requestor and taking appropriate
decision, accordingly is the aim of this research work. This
paper is a comparison of machine learning approaches with
decision making and fuzzy rule generation approach.

2. Use Case

There are many use cases were the need of adaptable access
control can be justified. For our research work we had
considered the use case of a hospital management system
(HMS). Users of the stored information in HMS were the
doctors and the staff members of the hospital. Every patient’s
information was stored as a record. There were three types of
information stored in the hospital about the patients: personal
record, financial record or medical record. Every patient was
assigned to one or more doctors. Only assigned doctors were
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allowed to access patients medical and personal records.
Financial records were not accessible to the doctors under any
circumstances. In a regular scenario a role-based access
control could have been implemented and based on the roles,
information access should have been provided.

These concept works very well under normal
circumstances. There could be a possibility where a patient
was critically ill at a very late hour. None of the assigned
doctors were available. For quick treatment there was no time
to perform all the tests and wait for the reports. Patient’s
record were there in the database and it could have been used.
But since there was no role available in the system, who was
assigned to the patient (no assigned doctor was available),
his/her record was not accessible to anyone. If same situation
was existing in a policy-based system and we would have
tried to modify the policies based on the critical situation of
the patient in this particular case, then there were chances of
this new addition of rules being misused by some malicious
requester in different cases. A malicious user can mislead the
system and create an emergency situation to get the access of
the information. Also, to make appropriate modification in
policy base we need human intervention. A completely
adaptable access control framework is developed which
works efficiently if doctors are available, when patient is
critical or in case of an epidemic or natural disaster where
doctors are less, and patients are more to handle. Any genuine
doctor should be allowed to access patient’s information. This
framework is a combination of role based, policy based and
Intelligent systems.

3. Related Work

From many decades’ researches had been proposing their
work in the area of adaptability with existing access control
methods. Role based access control is one of the oldest and
quiet robust method. There are many modifications suggested
on traditional Role based Access Control (RBAC). Bijol et.all
had proposed a risk calculation method on traditional role-
based method. As a proof of their concept they had compared
their system with constraint-based risk migration and found
their system to be more flexible [2]. Some researchers had
integrated description logic with actions to add dynamicity to
their work [3][4]. Researchers have emphasized that
adaptability can be achieved by adding authorization transfer.
One can explain authorization transfer is due to invoking
services to the applications. This could be a reason of
authorization transfer [5]. A logical representation of a five
level dynamic access control model had been presented by
Zhou, Ma and Wen in their work [6]. However, the properties
of description logic were not illustrated. Researchers had
proposed many probabilistic based risk calculations to be
well informed about the kind of risk being involved in
dynamically changing the access controls [7]. Yang and Liu
had also proposed a two-step dynamic process to provide
access control. [8] They had given a lot of emphasis on
previous history and developed an adaptive algorithm. Kui
Liu et. all had developed an attributed model which provides
dynamicity in role-based systems with administrator’s
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intervention [9]. Some authors have used rewards and penalty
method to finalize the risk in dynamically changing the
authorities [10]. Recently authors had used markovian model
for business process and established confidence level
between good and harmful behavior [11].

Lot of research work emphasized more on policy-based
access control for efficiency. Later authors had discussed
modifications in existing policy-based access control system
to provide adaptability and dynamicity. Petracca et.all had
developed a runtime tracker which access four different types
of risks. Two of them were related to access control policies
and other two related to access control mechanism [12]. An
extension of Attribute Based Access Control (ABAC) was
proposed by Fugini, Hadjichristofi and Teimourijia, where
they had included environmental factors in security decision
process [13]. Notion of context was introduced to provide
access to physical data. Introduction to cloud and other
distributed framework had major challenge in implementing
efficient access control system. Malik, Anwar and Shibli had
worked on a cloud-based platform and introduced an adaptive
framework of risk calculation, identifying risk and
reconfiguring the system again [14]. Similar work had been
done by Khushali shah et.all [15]. It was observed as the data
size was increasing the demand for distributed data storage
was increasing the complexity of implementing consistently
adaptable access control. With increased amount of
unpredictable data even adaptability was a big issue in
authorizing new users. So, there was a need of efficient
learning mechanism. There are quite a few research works
using machine learning approach for access control. Pham,
Albanese and Venkatesan had used SVM for multi agent-
based classification which provided efficiency in the case of
high dimensional dataset [15]. ANN-GA is also very effective
combination to train the input parameters and do effective
predictions [17]. Neural network is a very robust algorithm
and is very effective in decision making [18]. There are many
applications where assessment of access grant and deny needs
to be learned appropriately. One such system which is very
similar to risk adaptive access control is intrusion detection
system. In fact, if the system is able to identify intruders then
access grant and deny can be easily handled. Machine
learning approach provides effective ways to identify
intruders in the system [19] [20] [21]. Recently good amount
of work has been done using deep learning [22] [23]. Many
authors have applied CNN, SVM and nearest neighbor to
improve predictions in an unbalanced dataset [24]. Studies
show that Auto encoders are very efficient in unsupervised
feature extraction and practically high dimension and huge
dataset can be processed on GPUs [25] [26]. There are few
authors who had used auto encoders to effectively find credit
card fraud and anomaly detection [27] [28]. As mentioned in
the related work that machine learning approach is suitable
for anomaly detection and based on this idea, we can
conclude whether the requester is genuine or malicious.
Taking this conclusion further we will first discuss the
limitation of machine learning approaches for access control
methods in the next section.
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4. Implementing Access Control using
Machine Learning Approach

Concept of machine learning is to consider the evidence
(data) provided, derive a hypothesis, test the performance and
tune the parameters till accurate model for prediction is
developed. Machine learning has shown great results in
various domains. The basic idea behind machine learning
algorithms are to understand various patterns in the dataset,
learn them well and adjust all the parameters of the hypothesis
which will be able to predict future data. This can be used to
implement adaptability in a system. Using various parameters
and different types of observations the model can learn about
the system. The learned model will be able to take correct
decisions for unseen data patterns. Hence adaptive access
control can be implemented using machine learning model.
The kind of evidence been used for hospital management
system has data access patterns which includes doctor id,
patient id, type of information requested, time of request,
location of request, emergency and previous history. For each
of these requests the class label is either access or deny.
Hence the evidence in a HMS is a typical case of supervised
learning dataset.

4 1. Access Decision Based on Neural
Network

Out of many supervised learning algorithms neural network
is the most robust algorithm. We wanted the system to be
correctly adaptable. After performing neural network with
different combinations of activation functions, different loss
functions and number of iterations we found the one which
gave best accuracy is also not having stability. Amongst 4
cases considered, three were using SGD (stochastic gradient
descent) and another used Adams optimizer. Using two
different datasets, this phenomenon is tested.

Table 1. Various cases under Neural Network.

Case | Time | No of | Batch | Error Optimizer
epochs | size

1 2s/ 30 1024 Mean Adam
epoch squared

2 16s/ 5 128 Mean Adam
epoch squared

3 3s/ 30 1024 Binary Adam
epoch Cross

entropy

4 2s/ 30 1024 Mean SGD

epoch squared
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Figure 1. Accuracy measure of both the dataset for all
the cases in percentage.

Dataset 1 is a hospital dataset from Scripps Mercy
Hospital, San Diego, CA and dataset 2 is from kaggle. Dataset
1 has approximately 13 attributes and 22,232 observations.
Dataset 2 has 19 attributes and 8, 58, 400 records. As shown
in table 2, various combinations of neural network are being
used to train data. Two different types of error functions mean
squared error and binary cross entropy error are used to
calculate the loss. SGD and ADAMS optimizer is used as
activation function. Four different cases used in the research
work are shown in table 1. Figure 1 is the accuracy plot for
both the data sets. Lowest accuracy was found in case 4 which
used SGD optimizer. Rest all used adams optimizer. In terms
of accuracy case 2 provides best accuracy amongst all four
cases but as shown in table 2, case 2 is leading towards over
fitting. The training and validation errors are not matching.

Table 2. Over Fitting

Case | Hidden Training Validation
Layers error error

1 2,3 nodes each | 0.0929 0.0932

2 2,3 nodes each | 0.0932 0.0935

3 2,3 nodes each | 0.2987 0.3

4 2,3 nodes each | 0.1615 0.1607

4.2. Autoencoder Based Autoencoder

Overfitting is a problem which tries to fit noisy data. In order
to reduce this problem, those methods could be used which
selects better attributes for prediction. Hence instead of
directly applying classification first we tried using denoising
auto encoder for selecting better input features. The idea
behind using autoencoder is to reduce the effects of correlated
attributes and use appropriate attributes for classification and
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prediction. Later on, the selected attributes we performed
classification method such as random forest to classify and
predict data.

Table 3. Various Combinations of Auto Encoder

Case | Hidden Batch Iterations | Optimizer
layers size
1 1 layer, 19 | 1 2000 Adam
nodes
2 1 layer, 19 | 1024 2000 Adam
nodes
3 1 layer, 19 | 1024 20000 Adam
nodes
4 1 layer, 19 | 128 2000 Adam
nodes
5 3 layers, | 128 2000 Adam
9/3/9 nodes
6 3 layers, | 1 2000 Adam
9/3/9 nodes
7 3 layers, | 1024 2000 Adam
9/3/9 nodes
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Figure 2. Accuracy graph for autoencoder based
classification in percentage

Table 3 shows various combinations of autoencoders. Case
1 has shown better accuracy for both the datasets. Figure 2
shows corresponding accuracies for all the various cases
analyzed. But when only random forest was applied for
prediction, it showed better results than previous ones as
shown in figure 3. To understand this phenomenon a small
study on datasets were done and it is found that both the
datasets have class imbalance problem. Dataset 1 has 60: 40
and dataset 2 has 80:20 ratios of each class. It had been
proven that class imbalance problem can be cured by various
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sampling techniques [29] [30]. Ensemble models had also
shown great results with imbalance dataset [31]. Hence
Random Forest which is one of the ensemble models gives
best results for both the datasets.

Machine Learning approach is completely data driven.
Prediction quality is affected by the completeness of data,
type of attributes selected, noise in data, bias and many other
factors. One needs to take care of all these aspects in order to
develop a robust model to predict whether the requester is
genuine or not. These models may be complex as well as time
consuming. Machine learning approaches are completely data
dependent. In order to do correct predictions, the models
should be trained with correct and well-prepared data. If we
are not sure about the correctness of data, then we may not
develop machine learning models which will generalize well
for predictions. In the next section we will discuss our
approach which is not dependent on available data, but it
utilizes the benefits of decision making and improvement on
regular rule-based system.
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Figure 3. Comparison of Neural Network, Auto
encoder with Random forest for classification and
simple random forest for classification. (in %)

making methods which considers various parameters and
ranks all the candidates. Decision making systems can be
used for rule-based system to identify which rules are certain.
One of the very popular decision-making method is Topsis.
Parida and Sahoo [32] are first few authors who have
discussed Topsis method and its usefulness in multi criteria
decision making.

It is used in various fields to find certainty of a candidate. In
[33] [34] authors have presented a simplified approach of
topsis using triangular fuzzy membership for each candidate.
In [35] authors have compared normal topsis and fuzzy topsis
model. Biiyiikozkan et all [36] have discussed decision
making methods using Topsis for various candidates of
renewable energy. Fuzzy Topsis is also discussed in detail
with applications in [37] [38]. They have applied fuzzy AHP
method for weight calculation. This has shown reliable results

| | DM4
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Fuzzy TOPSIS

Rules to be
evaluated for
certainty

Certain
Rule
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Emergency
Parameter
Time
e
Location

Fuzzy Rule
Generation
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Figure 4. System Architecture

5. Implementing Access Control using
Decision Making and Fuzzy Rule based

In the previous section we observed that machine learning
approach is completely dependent on the kind of data we use
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for model training. This data ideally should be a true
representation of the distribution but in reality, this is not
possible due to error in data collection sources. Before
training the model, lot of thoughts are given to preprocess the
dataset. Many imputation techniques are also applied to it.
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But learning in machine learning algorithm mostly happens
through bias. So, there are high chances that machine learning
models may not generalize well. There are many decision-
making methods which considers various parameters and
ranks all the candidates. Decision making systems can be
Based on above mentioned findings we decided to apply a
modified fuzzy rule-based access control instead of machine
learning based access control.

The novelty of this work is to develop two phase rule
analysis for providing adaptive access control. First set of
rules are based on requesters role, patients’ group and
Sensitivity of the information. These rules are hand coded but
their effectiveness is checked through a fuzzy decision-
making system. All the rules which fall above a threshold are
uncertain hence only those rules qualify for adaptability
(possibility of change). Rules which prove to be certain
cannot be changed by the system. System diagram is shown
in figure 4. The request which falls under uncertain criteria
go to the next phase. Since these are uncertain, we can verify
with current parameters if making change in the rule is
justified. Here system generates its own rules, based on the
current scenario to decide whether to provide access or to
deny.

5.1. Sensitivity of Information

As shown in figure 4, our use case, the hospital management
system will take three types of inputs, doctor id, patient id and
the information which the doctor wants to access. Based on
the doctor id and patient id the system will understand the
relationship of the doctor with the patient. This relationship
can be of either of the three types: Assigned doctor to the
patient, related doctor to the patient (anesthetic or junior
doctor) or unrelated to a specific patient id.

In any access control system, we need to categories the
assets based on their sensitivity. In this case also we needed
to categorize the information. There are four main categories
of information’s used in HMS. First is Personal Information
1, which includes name, address, occupation, phone number
etc. Second is Personal Information 2, which includes age,
blood group etc. Third is financial Information such as PAN,
adhar, payment mode used etc. Fourth is medical information
such as diagnostic category, type of service etc. For the first
three categories the administrator can decide the sensitivity
level but for the fourth category we needed doctor’s
perspective also. So we conducted a survey on the medical
information and their requirements with respect to a specific
types of doctor (such as pediatric, gynecologist, nurse
practitioner etc). The survey included pediatrician,
gynecologist, urologist, surgeon, anesthetic, neurologist,
general practitioner, ophthalmologist, gastro, nurse and ENT.
Based on the survey results, a mapping of doctor specialty,
diagnostic category and type of service was done. A sample
is shown in the below table 4.

Table 4. Sample sensitivity calculation for medical data

D EA

6

Doctor Diagnostic Type of Sensitivity

Specialty Category _Service

Pediatrics Newborns and Any low
neonates’
conditions

Pediatrics Ear nose throat Any except medium

surgery
Pediatrics Ear nose throat surgery high

Under normal circumstances pediatric takes care of child
below 12, they are also present during childbirth and give
medicine to children for their illness. If any child needs any
specific surgery such as a surgery for ear or nose, then he/she
should be taken to an ENT. So, if a pediatrician wants to
access information of a newborn then any type of service is
of low sensitivity. If he wants to access information of ENT
which excludes surgery, then it’s of medium sensitivity. Else
it will be of high sensitivity. This way mapping of the entire
doctor specialty with the sensitivity level is done. Once this
look up table 5 is created then based on the doctor id, patient
id and Information, the system will set the sensitivity of the
information.

For the medical information we needed to do a mapping of
sensitivity assigned to the doctor category and sensitivity
given by the doctors. As shown in the table low sensitivity to
assigned doctor and low sensitivity to the information given
by the doctor results in low sensitivity level for medical
information category in the table. If low sensitivity and
medium, then it results in medium sensitivity. Various
combinations are shown in the table. This completed the first
module of our research. With the output of this module hand
coded rules are generated by the system administrator.
According to these rules if the doctor id is assigned to patient
id only then the information should be accessed by the doctor
else deny the access. Our objective was to find under certain
circumstances considering various factors can the deny rules
be converted into access so that other genuine doctors can
access patient’s information and provide treatment? Most of
the work in this area is actually done on finding if the doctor
is genuine or not. Our work is on rule adaptation based on
current circumstances, the need of treatment and access
permission given to the doctor. In regular access control
system even if the doctor was associated to the hospital,
he/she may not be given access to any kind of information on
regular basis. If there was a need and circumstances were
adverse, then the hand coded rules would have been changed.
Next two sections will discuss these topics in detail.

Table 5. Information Sensitivity

Doctor Personal Personal Financial Medical
Category | Informatio | Informatio | Informatio | Informatio
wrt D.id | n1l n2 n n

and P.id
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Assigned | L L H LxL=L
doctor L x M=M
LxH=H
Related H M H MxL=M
doctor Mx M =
M
MxH=H
Unrelate | H H H HxL=H
d doctor HxM=M
HxH=H

5.2. Need of Fuzzy Inference

In this research work one of the objectives was to decide if
the rules created by the administrator can be modified under
certain circumstances or not. There were many factors which
influence this decision such as time, location, emergency,
sensitivity of data and previous history. For rules each of
these factors should have labels. Now if we consider time as
6pm, it can be a good time for a doctor whose OPD time is
scheduled in this hour. If there was a doctor whose OPD time
was till Spm then 6pm time could have two views here. Some
can say 6pm was a bad time for a doctor to request for a
patient's information as OPD time is over. Another view was
that there were chances that doctor, or patient came late for
OPD hence doctor was checking the patient till 6pm. In
second view 6 pm would have been labeled as good or ok.
Similarly, for all the other factors there cannot be a fixed
threshold value which can find a justifiable label. Decisions
were based on relations and different people will have
different opinion. Here use of fuzzy makes a lot of sense. In
this research we had worked with triangular fuzzy
membership values for all the parameters used for decision
making. A number is represented as a triplet (a, b, c).
Triangular fuzzy membership (equation 1) is given as:

( 0 Ifx=<a
Riadh Ifa<x=b
b-a @
Triangle (x; a, b, ¢)= =
CX Ifb<x<c
C-
0 fx=c

5.3. Decision Making for Uncertainty
|dentification

Inputs to the system were doctor id, patient id and
information. Patient belongs to any of the three categories:
Elite (celebrities and politicians), Regular or Donor (those
who have signed up for organ donation). Based on patient id
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each doctor could be labeled as Assigned, Related (junior
doctor, anesthetic etc) and Unrelated. The system will take
the inputs and map the sensitivity level of each request made.
This sensitivity level is based on the inputs given by various
doctors and role mapping to the asset as discussed in earlier
section.

We have discussed machine learning systems can be used
for adaptable access policies but since it is highly dependent
on data, we cannot be certain about the effectiveness of these
models in adverse situations. We may not have enough
variety of data samples to provide effective learning. In such
case we need to switch to a model which is not data dependent
and still adaptable. For this reason, we were back to original
role based and rule-based system, as they had proven their
effectiveness for static and regular situations. Using these
traditional systems and convert them to adaptable systems
without any previous data was the challenge of this work.
Traditional rule-based system gave importance to roles and
certain known conditions. These rules provide access to only
those requesters who were assigned to the asset. For example,
in HMS the doctors will only be provided access to his/her
own patient’s data. In this case no matter what the situation
was, system will not allow accessing any other patient’s
records if the doctor was not assigned. This was the limitation
of policy-based system also but in our system, it will be the
first step of filtering the strict and correct rules for providing
access. Based on the literature survey it is proven that existing
rule-based systems highly depend on roles and assigned
assets. Hence, they will allow only assigned requester to
access information. There are 27 rules possible if relations of
doctor, patient category and sensitivity are given. Sample is
shown in table 6.

Table 6. Sample of Rules

Patient Doctor Sensitivity Access/ Deny
Elite Assigned Medium Access
Regular Unrelated Low Deny

Elite Related High Deny

Donor Related Low Deny

Donor Assigned Medium Access

Out of 27 rules there are 9 rules which have access as a
decision label, so they are filtered out in the first step. For the
rest 18 we have to identify adaptability. Our logic of applying
adaptability will be to first identify, out of 18 rules which ones
were more uncertain. Certainty means rules were well
observed by the experts and modifying them under any
circumstance shall not be allowed. Uncertain rules mean,
even the experts were not sure about the decision of these
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rules hence they can be modified. We have used Fuzzy
Topsis Model for finding out uncertain rules.

Fuzzy topsis model uses the opinion of various experts for
evaluation of uncertainty. We have considered four different
categories of experts. First category of expert was from
security domain. Second category were experts who had
worked to enhance data availability in a hybrid structure with
huge data. Third category is people who were biased toward
hand coded rules (believe in traditional security system).
Fourth category were patients view. Survey results were
collected from all these categories. Category wise results
were combined in four different decision matrixes. Using
triangular fuzzy membership function these entire decision
matrices were fuzzified. Seven varieties of linguistic scales
were used.

Very poor (0,0,0.1),
Poor (0,1,3),

Medium poor (1,3,5),
Fair (3,5,7),

Medium Good (5, 7, 9),
Good (7,9, 10)

Very Good (9, 10, 10).

Following the steps of Topsis model all the fuzzified decision
matrixes were combined together using following logic.

Xij = (asj, byj, cij) where @)

aij = mink { aijk}; bij =1/ k Cij = maxk { Cijk }
Next we have to find cost and beneficial attributes. Cost
attributes means those parameters whose values should be
minimized for optimization. Out of four parameters in
decision matrix previous history and emergency are cost
attributes because we want these linguistic values to be
minimum. Time and Location parameters should be high so
they are beneficial parameters. Next a normalized fuzzy
decision matrix is created based on following equation

For beneficial

ro=%u Pu Sy
I eox.’ ox.! ox.
i i i (3)

where c*=max;{ cjj }

For cost:
r _ar; br; cry
ij _c*. : Ok, z O,
i i i (4)

where a’j =min'{ a;j }

Next we created combined weight matrix. There are many
methods which can be used for weight calculation, but we
used experts view for weight calculation. We followed seven
varieties for linguistic scale.

Very Low (0,0,0.1),
Low (0, 0.1, 0.3),
Medium Low (0.1, 0.3, 0.5),
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Medium (0.3, 0.5, 0.7),
Medium High (0.5, 0.7, 0.9),
High (0.7, 0.9, 1.0),

Very High (0.9, 1.0, 1.0).

For each attribute,
New weightage= (w1j, Waj, W3j) (5)

Where wi; =min® {w1; ¥};
Waj = W'
w3 = max*{ws}

After finding the weight matric we computed A*: Fuzzy
Positive Ideal Solution (FPIS), which is the highest values in
the matrix. A-: Fuzzy Negative Ideal Solution (FNIS), which
is lowest values in the matrix. Next we computed the distance
between FPIS and FNIS using fuzzy vertex theory.

dix, y')= J [(@s — a)? + (by — b2 + (¢4 — ¢)?] ©

We get two tables one representing FPIS and other
showing FNIS. Calculate d* values by adding all the values
in each row of FPIS table and d- values by adding all the
values in each row of FNIS table. Finally, we calculate the
closeness coefficient which decides the rank of each
candidate.

CC;i = (d/ (d+ d) )

All the 18 rules will have their CCj values. Low CCj value
means certain and high CCi value means uncertain. Top few
certain rules will be excluded so we excluded all the
candidates whose CCj values are less than a threshold. Details
are discussed in proof of concept. These certain rules should
not be modified under any circumstances. Hence modifying
these rules are out of scope of this work. Administrator can
only decide about these. Rest all the rules whose CCj values
are above threshold will be qualified for nest level of
evaluation. Threshold values are decided by the experts in the
system.

5.4. Rule Generation using Current
Parameters

All the hand coded rules which qualify for next level of
evaluation are tested with the current parameters. In this
module system finds how critical is the situation based on
current time, current location, emergency level and Previous
History. In this module, rules will be generated on fuzzified
parameters. With rule generation our system actually has a
good blend of hand coded rules and system generated rules
for final decision making. The output given by this module
will be the final output. Current emergency parameters are
calculated by TRIAGE criteria. If a patient’s information is
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asked then his/her SpO2, RR, GCS, BP (SYS), HR and
temperature values are needed to the emergency module.

Table 7. Decision Matrix Given by Security Experts

D ciisicn matrix 1 |Se cwrity
Rules Patient Dhoctor Sensitivity D utpt Time Location Emerzency Prrevious history
4 Elite Relkted Lo Dy h h h h
5 Bl Rela ted Meedi um Dy m m h h
& Elit= Related Hi=h Dhe vy h h h h
7 Eite Unrelated Low Dy h h H h
B Bl Unrelated Meedi um Dy h h h h
9 Elit= Unrelated High Dy h h h h
3 Rezular Related Lo Dy m m h h
14 Remular Az ted Pl Lo D vy h h h h
15 Remular Related Hi=h Dy h h h h
15 Remular Unrealzted Lo Dy h h h h
17 Remular Unrelzted Meadi um Dy h h H h
18 Remular Unrealzted Hi=h Dy h h h h
22 Doinens Relkted Lo Jhoomss m m m m
23 Donor Rela ted Meedi um Dy h h h h
24 Donecr Related Hi=h Dhe vy h h h m
25 Donor Unrelated Low Dy h h h H
26 Dono: Unrelated Medi um ey h h H H
27 Do Unrelated Hi=h D= nw h h h h
Table 8. Decision Matrix Given by Big Data Experts
De cision Matrix 2 |HPC
Rulex Patient Doctor Sensitivity D utput Time Locati on Erme rzency Prre viows History
4 Elite R kit Lo Do iy m m m m
5 Elite Related Mgl um Cheniy m m h h
& Eliite Related High Doy h h h h
i Elite Unr elarted Low Doy h h H h
B Elite Unrelated edi um Dany h h h h
=l Elite Unr &l s d Hig=h Do ey h h h h
3 Rezular Related Lowr Doy m m
14 Repmular Relted Ilenii 1am Do iy m m h h
15 Rezular Related High Doy m m h h
15 Rezular Unr elated Lowr Doy M m h h
17 Remular Unnr el arte o Istii 1am Do iy h h H h
18 Rezular Unr elated High Doy h h h h
22 Do Related Lowr |hommss
23 Doinens Related Medi um Deny m m
24 Do Related High D iy m m h h
25 Do Unr elated Lowr Doy h h h h
26 Do Unnr el b of Mt 1 Do iy h h H h
e D L ol b o Higzh Che iy h h h h

This module will then categorize the patient’s condition as
emergency or non-emergency. If the case is an emergency
case then there are three categories, whether Smins or 15mins
or 1 hour is left for the patient to survive. Smins and 15 mins
are really critical hence in such cases, other parameters (time
and location) should have low importance. For 1 hour
emergency we give equal importance to all the parameters as
assigned doctor can be contacted during this period. For non-
emergency it follows role-based model. All the four
parameters are fuzzyfied using the same seven values
linguistic scale used above for experts. These values are fed

D EA
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to mamdani model. For all possible combinations of
parameters, fuzzy values are calculated.

6. Proof of Concept

There are two main modules in this work. The fuzzy topsis
module takes all the hand coded rules which have Deny in the
decision as inputs along with four different decision matrices
by the experts. Samples of decision matrix given by the
experts. As shown in the table 7 and 8 all the survey results
were aggregated based on various category. Experts have
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given their views to all the parameters influencing the access
rules. In these modules all these expert views were used to
find certain and uncertain rules. Fuzzy Topsis calculates
closeness coefficients for each of the rule. More the value of
closeness coefficient more uncertain is the rules.

Closeness Coefficient

17 |

15 |

13

B Close ness Coefficient

L I I T -]

450 460 470 480 490 500 510

Figure 5. Closeness Coefficient

As shown in the figure 5, rule number 13, 14 and 16 are
having less value of closeness coefficient. Here we have to
make a wise decision on the threshold value as we will be
going to filter out hand coded certain rules. Analyzing these
three rules we see that rule 13 and 14 are for related doctor
asking regular patients low and medium sensitivity data. Rule
16 is for unrelated doctor asking regular patients low
sensitivity data. If we increase the closeness coefficient rule
number 15 is selected. If we select this rule, then there will be
no rule selected for the combination of related doctor and
regular patient. Hence, we decided to keep the threshold value
as 0.495932. All the rules with closeness coefficient above
this value will be selected for next level of evaluation. This is
a one-time activity so expert intervention will not delay the
decisions.

The next module takes all the current parameters such as
time, location, emergency and previous history. Triangular
fuzzy membership function is applied on all these four
parameters and using Mamdani model rules will be
generated. There are four parameters and each parameter
have three different values so rules will be possible. Output
of Mamdani model is a fuzzy value so we need to defuzzify
them. Output ranges between 0 to land an appropriate alpha
value will decide whether the answer is Access or Deny. For
this work alpha value is 0.3. So, all the values greater than
0.3, will be Deny. Out of 81 generated rules based on the
alpha value 21 were Access and 57 Deny shown in figure 6

2 EA
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Analysis on Emergency Parameter

Access(24)

Deny(57)

e

Figure 6. Analysis of Emergency Parameter

Urgent(21)

Urgent(6) Yes(11) Yes(16)

Out of four parameters Emergency is the most important
parameter, shown in the figure. Performing analysis on
emergency parameter we found that out of 24 Access, 6 were
Urgent cases, and 11 were Yes (emergency case can wait till
1 hour). Both these cases are genuine, so Access is justified.
But there are 7 rules which give Access to a no emergency
case. This cannot be justified under any circumstances. There
are 57 generated rules that are labeled as Deny. Here 20 cases
of no emergency are denied which is completely justified. But
21 Urgent and 16 Yes cases are also denied. We need to
analyze each rule under these categories. Table 9 shows
Time, Location and Previous History parameter values for 21
Urgent cases which were denied. There are five cases where
all the three parameters were good or ok, still under urgent
emergency circumstance access were denied. Our model is
actually not giving correct results for these cases.

Table 9. Analysis on Urgent cases for Deny

Time Location Previous History

Good Good Good
Good Good OK
Good OK Good
Good OK OK
Good OK Bad
Good Bad OK
Good Bad Bad
OK Good Good
Good OK Bad
OK OK Good
OK OK OK
QK OK Bad
OK Bad OK
Bad Good Good
Bad Good OK
Bad OK Good
Bad Ok OK
Bad 0K Bad
Bad OK Bad
Bad Bad OK

OK Bad

Similarly, for 16 emergency cases which were Yes (1hr
emergency) were also denied. Analyzing other parameters in
the following table 10, we see that there is one case where all
the parameters values are either good or ok. Hence
aggregating all the wrong results, we get 16% error rate.
When we compare our model’s accuracy (84%) with machine
learning approaches (approximately 90%), it appears to be
less by approximately 6%. But machine learning approaches
have just relied on data. They assume that data is accurate and
the learning about the system will be correct. Also, no
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consideration is given in the machine learning models about
the change in the system. In our system we have included
expert opinion, traditional rule-based system and fuzzy
inference for access control system. Combining all these
gives more confidence to our decision as compared to
machine learning approaches.

Table 10. Analysis for Yes Cases for Deny

Time Location Previous History
Good Good OK
Good Good Bad
Good 0K OK
Goad OK OK
Good Bad OK
Good Bad Bad
OK Good Bad
OK OK Bad
OK Bad Good
OK Bad Good
Bad Good Bad
Bad OK OK
Bad Good Bad
Bad Bad Good
Bad Bad oK
Bad Bad Bad

7. Conclusion and Future Scope

Implementing adaptable access control needs a good balance
of security as well as data availability. As we have discussed
in the use case there may be an urgent need to provide access
to an unauthorized user. It becomes challenging for the
system to understand the genuinity of the requester. In this
paper we had discussed a two-step methodology to decide
whether to provide access to a requester. Our method takes
the accuracy of existing Rule based system and adds
environmental factors, analyze current risk and then takes
final decision. Our method emphasizes on considering fuzzy
parameters as in every expert have different views on various
parameters. Fuzzy parameters increase the horizon of
decision making. Our method gives more confidence to the
decision. On evaluating the proof of concept, the error was
measured to be 16%. Currently we are working on adaptable
access control on a distributed framework. Finding a robust
as well as adaptable access control in hybrid data layer is our
current work.
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