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Abstract

The ubiquitous nature of mobile devices like smartphones and tablets make them ideal platforms for engaging
users in Ecological Momentary Assessments (EMA). In EMA, participants are repeatedly assessed frequently
(daily or multiple times per day) through a set of questionnaires. Fluctuations in psychological states, such as
cognition and effect can be recorded in real time using mobile devices. EMA results can further be coupled
with other physiological sensor data procured through wearables and smartphones, to validate and correlate
patient experiences and responses to certain treatments and medications. This can be useful for health care
organizations which are interested in the impact of their treatment techniques on patient populations. In this
paper, we present an EMA platform developed using Android mobile devices. The collected results are shown
and techniques used to query the data are demonstrated. The platform is flexible and can scale up to perform
data mining algorithms for sentiment analysis based on the stimulus to a medication or treatment over a
prolonged period of time.
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1. Introduction
In recent times there has been a prolific emergence
of health and wellness mobile applications using
wearables and smartphones. There has been an increase
in sales for such devices[1]. In addition, there has
been an increased adoption of applications performing
personal health monitoring of sleep patterns, calories
burned, heart rate, etc., using sensors available on
mobile devices [2][3]. Though the use of Ecological
Momentary Assessments (EMA) while performing
physical activities have been studied before, they
rely on very targeted and specific sensor technologies
with limited subjects [4][5]. The ease of developing
applications on mobile devices has meant that it is
much more easier to create and deploy EMA studies on
a large scale, as opposed to traditional paper and pencil
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methods[6]. Levels of engagement for users on devices
such as smartphones are typically very high, meaning
that they are ideal platforms for high frequency EMA
studies [7][8]. Recent work has looked at coupling EMA
and sensor data to assess physiological states leading to
an abundance of data for the interest of the medical
and social science communities [9][10]. Systems such
as psychlog [11] have been developed for psychological
research. Additional work has also been done on
performing pattern identification in automating EMA
and ESM (Experience Sampling Methods) to classify
certain psychological states like stress [12]. Various
previous works also focus on how to fuse data
from sensors and EMA to arrive at predictions of
psychological states[13].

In this paper we focus on the task of building an
analytics framework leveraging EMA like surveys on
Android tablet devices. The survey we choose focuses
specifically on the impact of a drug on a user’s
mental state using a point based system. The novelty
of the work lies in the user experience during the
EMA assessment while ensuring the security of the
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recorded EMA data at rest and in transit. The system
allows seamless data storage in a structured format
making it suitable for preliminary data mining tasks.
Supervised and unsupervised learning to correlate
psychological and physiological data is also possible
by integrating physiological sensor hardware recording
indicators like blood pressure, blood sugar, and heart
rate. The current implementation allows a user to
record a baseline state assumed to be unaltered by
substance usage. Subsequent EMA surveys look at
changes in psychological states from the baseline. The
data collected over time and analyzed in a human
subject study, is valuable for health care organizations
studying drug treatment impacts.

This paper is organized as follows: Section 2 gives an
overview of the tools and methods used to automate
the system using mobile technology. In Section 3 we
show results from using the system and how the survey
data is organized, stored, and analyzed. We conclude in
Section 4, by discussing current drawbacks and future
work.

2. Implementation
A functional prototype of the automated mobile EMA
data collection system (tentatively titled SJU mHealth)
was implemented with sample runs using mock users.
The system allows data about the nature of the disease
to be entered together with general information about
a patient. This is stored in a patient’s personal health
profile. Collected data is stored following stringent
security measures and conforms to the current HIPAA
(Health Information Portability and Accountability Act)
standards. No PHI (personal health information) is
stored which can allow for re-identification of a patient.

2.1. Mobile platform
Samsung Galaxy Tabs running Android jelly bean (4.2)
were used for this project. Android provides multiple
open source libraries easily integrable into the main
code base, and does not require the tedious software
license agreements of other platforms which make it
ideal for our prototype.

2.2. Data Collected
Login Information. The current system uses a standard
registration page which captures the first and last name
of a user together with a user name and password [Fig.
1]. The names and passwords are stored using the MD5
hash enforced with SALT on a back end cloud service.
This ensures uniqueness in the case of duplicate names
and passwords. By so doing, we ensure that a user
cannot be re-identified. Though the system is not being
tested with real human subjects presently, enforcing
this requirement was a major concern to ensure HIPAA

compliance in the event that a large scale clinical trial is
rolled out for target health organizations.

Figure 1. Registration and Login

Disease and Survey Type. The application allows a user
to select a disease or condition they are being treated
for. It also allows the survey being taken to be flagged
as either a baseline or post base-line recording as shown
in Fig. 2(a).

(a) Disease and Survey
Type

(b) Manual Physiological Data Entry

Figure 2. Screens for Disease and Physiological Data Entry

Physiological and EMA data. Though the mobile
application has no physical integration with external
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physiological sensor devices, screens allowing manual
entry of parameters such as blood pressure, blood
sugar, and heart rate have been provided. These can
be instantiated either when the user is at rest, or has
been active as shown in Fig. 2(b). The level of physical
activity is important to capture as it may influence any
physiological indicators being monitored.

A simplified EMA like survey was implemented fol-
lowing the techniques and questions of some exist-
ing tests like the PHQ-9 (Patient Health Question-
naire), D.I.R.E. (Diagnosis, Intractability, Risk, Effi-
cacy), P.A.D.T. (Pain Assessment and Documentation
Tool) [4][5]. The mobile survey is shown in Fig. 3.

Figure 3. Ecological Momentary Assessment for Medication
Efficacy

Slider user interface elements calibrated for a score
between 1 (not at all) to 10 (extremely) are used.
The questions asked pertain to different effects of
the medication or drug being administered. These are
subjective and specifically focus on whether the user
currently feels the effect of a drug. Based on the strength
of the drug the user could experience negative effects
like nausea, fatigue, drowsiness, etc. which they dislike.
They could also experience more positive effects like
high energy levels, less pain, mental alertness, etc.
which they like. This is also the stimulus for whether
they want more of the medication drug or not. The
survey effectively captures all these aspects, and can
easily be expanded or replaced by researchers.

2.3. Cloud Service
The application communicates with the Amazon web
service cloud and all data collected from the application
is securely stored on servers hosted there. Amazon
cloud servers provide the sufficient flexibility needed
by the system allowing for the ability to store data in
a structured format. The ease of setting up analytical

tools on these servers in anticipation of future data
mining tasks was also a motivation to choose them.

2.4. Data Flow and Security
We utilize the latest version of Transport Layer Security
(TLS) protocol to provide the highest level of protection
against the outsider adversaries. TLS guarantees that
the connection between the mobile application and the
server is secure against any outsider adversary.

The data collected on the mobile devices are
encrypted prior to being stored. Each record is
encrypted with a fresh new AES 256-bit key. In
addition, a hash-based message authentication code
(HMAC) of each encrypted data is appended to records
prior to storage. The keys are themselves encrypted
with a master key. In other words, for a record r,
the following data structure is stored in the mobile
application’s database: < c = Encke (r), t = hmacki (c),
Enckm(ke, ki) >. Note that the encryption key (ke) and the
message integrity key (ki) are generated anew for each
record. The master key is an AES 256-bit encryption
key that is generated when the application is installed.
This key is securely stored in a secure storage service
provided by the operating system (e.g., Keychain in
iOS). The above scheme ensures confidentiality and
integrity of user data collected on a mobile device. In
order for an insider mobile adversary to compromise
the security of user data, it is required to compromise
the operating system and access the encryption master
key (km) along with all encrypted records. However,
such a scenario is extremely unlikely for operating
systems such as Android and iOS.

Similar measures are taken on the server side. In
addition, a strict access control policy is implemented
on the database of the server to prevent any
unauthorized access to data. With this mechanism,
sensitive data is always stored encrypted and access is
limited only to those entities that require them. Fig.4
shows the data integrity mechanisms just decribed.

3. Results
3.1. Structured Data Storage
The format of the survey data collected and retrievable
from the server is structured and shown in Table 1.
The User column is the MD5 hash of the full name
of the user (truncated for display purposes). EMA1 to
EMA5 correspond to the current five EMA questions
on the mobile survey application, scored between 1 and
10. PHY1 corresponds to a physiological indicator like
heart rate. These can always be expanded based on the
intention of the researcher using the system, and the
availability of more physiological sensors. BSL in the
table indicates whether the data is a baseline reading or
not, and ACT indicates whether the data has been taken
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Figure 4. Data Transmission

when the subject is in an active state, e.g., after some
physical exercise.

Table 1. Structured EMA and Physiological Data

User EMA1 ... EMA5 PHY1 BSL ACT
baa* 10 ... 8 5 T F
Cod* 5 ... 1 3 T T
baa* 10 ... 8 5 F F
Cod* 7 ... 1 3 F T
Dee* 6 ... 2 5 T T
Dee* 7 ... 2 6 F T
Sa0* 10 ... 6 4 T F

A separate table contains demographic information
about the user such as age, ethnicity, gender, etc.,
together with the disease they are being treated for
and the treatment drug being administered. The time
and date when the EMA and physiological data is
collected is also recorded. By performing joins of the
tables appropriate structured SQL queries can be used
to return results.

3.2. Structured Querying of EMA and physiological
data
There are various queries that a user can perform using
the structured data collected. Some samples in SQL
syntax are shown below:

1. SELECT User, PHY1 from EMA_PHY_TABLE,
where EMA2<5: Returns the physiological indica-
tor, e.g., heart rate, for all users who do not want
more medication drugs.

2. SELECT EMA* from EMA_PHY_TABLE, where
BSL<> ‘T’: Returns the momentary assessment
scores which are not baselines.

More complex queries can also be constructed using the
structure described.

4. Conclusion and Future work

By implementing this system we have laid the
foundation for creating a scalable data mining platform
which can perform correlational data analysis between
physiological and psychological (EMA, ESP) data.
Future work will focus on integrating physiological
sensor hardware with the mobile devices, and develop
an API for researchers and health practitioners to
modify (or replace) EMA surveys and analyze the data
collected over time using data mining techniques. The
self reporting nature of such surveys means that a
user has to actively participate to log data. This is
likely to pose a challenge if the application is not
engaging. However, the popularity of recent social
media applications on the smartphone have shown that
getting users actively engaged is a possibility with good
design, gamification, and the assurance of security.
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