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Abstract—Trust models studied before evaluated trust degree
by the previous interactions of entities in ad hoc networks within
a protocol. However, this way is not accurate and difficult to
decide the trust value. The basic difficulty lies in the fact that trust
information is often fuzzy and incomplete in an open network
environment. The performance of mobile ad hoc network also
is constrained by residual energy, delay, delay jitter and other
factors. Thus a novel trust model with multiple decision factors
is proposed, in which multiple decision factors, involving security
trust and quality trust, are incorporated to evaluate trust. AHP
(Analytic Hierarchy Process) methodology is used to combine
these different factors in our paper. The requirements of the
quality and security of nodes differ as services are different,
so we also take the classification of service into consideration.
Theoretical as well as simulation results show that our scheme
is more accurate than the model evaluated just by the previous
interactions of entities.

I. INTRODUCTION

An ad hoc network is a kind of distributed system which
lacks of strict centralized controls and its network topologies
are rapidly-changing. All nodes are dynamic and arbitrarily
located, and they are both users and providers of resource,
equally, in Ad Hoc networks. Nodes have to cooperate with
each other to support the network functions due to the lack of
intermediate servers. Owing to this characteristic, the coopera-
tion between nodes is very fragile. Therefore, a method called
trust management frameworks is put forward. Trust schemes
[1,6] or reputation system [2] has been proposed to evaluate
the behaviors of nodes. The trust-based routing framework [3]
put forward by Cheng Weifang etc can help to detect both
unavailability of failed nodes and selective forwarding attacks
of compromised nodes. The trust model in this framework
only uses packet re-transmitting ratio and packet forwarding
cooperativity to evaluate nodes behavior.

However, trust evidence may be uncertain and incomplete
because of the dynamic nature of ad hoc Networks [4]. These
problems can bring along hidden dangers for ad hoc networks,
such as limited energy, increased packet loss ratio, delay, delay
jitter etc. We can get the conclusion that evaluating trust from
one angle is not enough to decide on whether or not to trust a
specific node is obvious. Thus we propose a novel trust model
in which multiple decision factors, involving security trust and
quality trust, are incorporated to evaluate trust. Hence, we need
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to combine these trusts to get an overall trust in this new trust
model.

Multi-service support is an important motivation for our
proposed trust model. Services are classified in the network.
The demand for node performance, such as quality and secu-
rity vary with different types of service, thus consideration of
service type in reliability measurement is necessary. There are
many methods for combining different factors like Bayesian
[5],in this paper we use AHP (Analytic Hierarchy Process) to
combine these trusts.

The rest of the paper is structured as follows. The trust
management is presented in section II, In section III, we
describe some definitions and formulas about each trust.
Section IV presents the approach, proposes Analytic Hierarchy
process to combine these trusts. Section V provide theoretical
and simulation-based analysis. Conclusions and areas of future
research are given in Section VI.

II. TRUST MANAGEMENT

The distrust node is a major potential security and quality
risk for ad hoc network. According to the difference of target
node, trust management system has divided distrust node into
malicious node, selfish node, and low competitiveness node
[6]. The acts of the above mentioned three types of distrust
node always impact on security trust (transmitting, residual
energy) or quality trust (delay ,delay jitter) directly. So we
define this trust management to evaluate the performance of
nodes, as shown in Fig. 1.

III. DEFINITIONS AND FORMULAS
A. Transmitting trust

In this paper, transmitting trust means the relationship
value calculated between two cooperation nodes in an ad hoc
network which can send (receive) information to (from) each
other. For a node of ad hoc network, packet lose ratio [7]
is a very important factor to evaluate the behavior and the
reliability of its neighboring nodes. Several ways of calculating
the trust value have been proposed. In this paper, we calculate
the transmitting trust using a Bayesian approach [8] based on
beta distribution as the theoretic fundamental. This approach
chooses two important parameters, trust value and confidence
value, to describe the transmitting trust for a node. Trust value
corresponds to the subject’s estimation of the object’s trust,
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while confidence value is an indispensable parameter that
characterizes the statistical reliability of the computed trust.
The trust value, ¢, , associated with a node at time £ is defined
as the mean value p(ay,by) of the beta (ax,by) distribution

[9]:

ag
ar + by

where 0 < t; <1, ay is the total number of successful inter-
actions and by, is the total number of unsuccessful interactions
between two of nodes during a time. And the confidence value,
¢k, associated with the trust value is defined to be a value
related to the standard deviation of beta (ay, by):

tr = p(ag, by) = (h
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If ¢ is the subject node, j is the object node, and £ is a
group of neighboring node of i, then the trust value of 7 about
7 1is,
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B. Energy trust

Energy efficiency is one of the most important design
constraints in ad hoc network architectures [10]. The lifetime
of each node depends on its energy dissipation. Suppose that
we don’t consider about the residual energy, most nodes would
choose the high ’trust’ nodes to forward packets Frequently.
However, in ad hoc networks, all nodes are energy-constrained
and the lifetime of each node depends on its energy dissipation.
This behavior will quickly drain the battery of these nodes and
reduce the survival period of ad hoc networks sharply. In this
paper, we combine the energy trust into the overall trust to
balance the energy consumption of individual nodes, thus can
enhance the security of networks.

In ad hoc networks, communication is usually the main
source of energy consumption. The energy model [11] intro-
duced by W.R.Heinzelman etc is used to evaluate the residual
energy of the node according to the communication. In this
model, if node sends n bit data to another node , then the
calculating formula of the energy expended model for this
node is defined as the following equation:

El(n) =n- Eelec + Eamp : d2 (5)

where F.;.. is the energy per bit consumed by the transmitter
electronics, Ey,y,, is the energy consumed by transmit ampli-
fier to achieve an acceptable signal-to-noise ratio (SNR) and
d is the distance from node i to node j. K. and E,,, are
given. In ad hoc networks, every node can only communicate
with its neighboring nodes which are in its communication
range. So d is equal to the communication range of nodes.
For node j, the energy consumed is:

Ej (n) =n- Eelec (6)

Moreover, nodes are also in charge of forwarding data
packets of other nodes. In this process, nodes must be able
to receive those packets and then forward data, the energy
consumed is:

Ek(n) =2-n- Eelec +n- Eamp : d2 (7)

Based on this model, we can get the residual energy of every
node in the network, and then compute the energy trust value.
The residual energy is:

FR.=FER-FE (®)

where E is the energy consumed of one node, E'R. is the
current residual energy of this node and E'R is the previous
residual energy of this node. If the node in the network has
residual energy enough, it can perform normally. As the energy
of this node is consumed, the residual energy becomes less and
less. When it is reduced to a threshold FE, the node would
become ineffective.

According to this characteristic and the performance of
nodes in the simulation, we can assume that energy trust
and residual energy can meet the exponential relationship, as
shown in fig. 2.

C. Delay trust

Delay is defined as the time that packets from the source
to the destination. End to End delay is the sum of delays
experienced at each hop on the way to the destination. In
current networking, delay is an important measure of quality
of service particularly for the high traffic such as voice or
video traffic. The main objective of defining this trust is to
address the question of how to estimate the impact of every
node to the delay time. The delay time is:

DTZ'J' (n) =S5, —T; (9)

where s; is the time of sending out by source node , 7; is
the time of receiving by destination node j, DT';; is the delay
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Fig. 2. The relationship between energy trust and residual energy of node
in ad hoc network

time of packet n from node ¢ to node j. If packet n is lost,
r; is undefined and DT';; = 0.

The state of every node is changed as time changes.
However, it is easy to understand that the influence of recent
result of measure is more important than the past. So the
weight of an older measure is less than that of a recent
measure. An adaptive forgetting scheme is introduced where
the forgetting factor is adjusted in time to model this influence
decreasing phenomenon. In this scheme, a forgetting factor is
introduced. Consequently, it avoids the case that the status of
node changes. The value of delay trust is determined by:

Xn: DT (k)B'e™"
k=1

- DT re
TD”(TL) = 17(1+ n t

P 0<p<1
(10)
where T'D;;(n) is the nth evaluated delay trust of node i to
node j, DTipye is the threshold which can meet the require-
ments of the worst quality of service, 3 is the forgetting factor,
t. and t; are the recent time and the past time respectively.

DTthre

D. Delay jitter trust

In today’s networking, when voice or video packets are
transmitted over the ad hoc networks, packets may experi-
ence variable delay, called delay jitter. For non-real-time data
transfer applications, such as ftp and telnet, delay jitter has
little real impact on quality of service. By contrast, real-
time data transfer applications such as audio, video and voice
must be transmitted continuously. For this reason, the delay
jitter trust is used to evaluate the performance of end to end
delay jitter. Some cases are the reason, when there is a big
delay jitter from node ¢ to node j. Every reason should be
taken into consideration. Firstly, the competence of node j is
limited and is not able to satisfy the requiring quality of the
service. Secondly, supposing node j is perfect that it could
deal with any service. However, it may lead to this situation
that excessive traffic flows go through this routing because
they find this routing is good to complete their transmission.

Thus it makes this routing become too crowded. so delay jitter
trust is introduced to prevent these situations.

Delay jitter is defined as the variation between the delay of
current packet and the average delay of packets before, then
delay jitter can given by:

i DTi(k)

n

(1D

The delay jitter trust defined as follows is similar with the
delay trust:

kél D‘]zj(k)ﬂtc_tj DJ
TJi(n) =1—(1+ D o thre

(12)
where T'J;;(n) is the nth evaluated delay trust of node
i to node j, DJyp.e is the threshold which can meet the
requirements of the worst quality of service, [ is the forgetting
factor.

IV. COMBINING TRUST USING AHP METHODOLOGY

In our trust model, building an overall trust depends on
four aspects which are transmitting trust, energy trust, delay
trust, and delay jitter trust respectively. Obviously, voice and
video services often have more restrictive quality requirement
on delay and delay jitter than data transfer services such
as web browsing have. So the weighting coefficients are
given in accordance with the service differentiation. AHP
(Analytic Hierarchy Process) methodology is used to calculate
the overall trust in our paper.

AHP, a method [12] which converts semi-qualitative and
semi-quantitative problems into quantitative issues, was put
forward by American Professor T.L.Saaty in mid-1970s and
revised in 1994.The basic idea that is to find out the involved
main factors, then constituted a hierarchy model, according
to association affiliation of the factors. After that defining the
relative importance of each factor by comparison of factors and
then makes a comprehensive judgment. The advantage of AHP
method combing with qualitative analysis and quantitative
analysis, which aims to reduce the disadvantage brought by
subjective assume and make evaluation more reliable, is that
the judgment will be quantified expressed and dealt with. AHP
is mainly used in multi-objective decision making. On this
account, AHP is utilized for combining the trusts of different
aspects for different services.

The computation of AHP involves several steps as follows:

Stepl: Establish the “trust hierarch” for evaluating complex
problems.

The trust hierarch must include:

1. The overall trust

2. The factors that must be weighted

3. The alternative choices

Step2: Establish pair-wise comparisons of all alternatives.

After establishing hierarchy structure, construct pair-wise
comparison matrix by compare the importance of judgments
in the same level. Each factor must be compared with all
other factors. This process is accomplished using a weighting



table that ranges in values from 1 to 9, which shows in table 1.

Table 1.The fundamental scale

Scale | Meaning(factor ¢ compared by factor 7)
Equal Importance
Moderate Importance
strong Importance
Demonstrated Importance
Extreme importance
Medium value among
comparison referred above

If the importance are very close

o ol vn| w|—

1.1~1.9

Suppose that there are n factors, then we can obtain a
comparison matrix A = (a;;)nxn

Step3: Sort these factors on the same level and test consis-
tency.

By using the previous comparison matrix A, compute a set
of weighting vector first and then carry out consistency test to
this weighting vector for avoiding a wrong estimating.

The process is listed as follows:

Normalize each column of the matrix A.

Wij = ai;/ Y ai(j=1,2,..,n) (13)
=1

Get w; through summing the w;; by row, and then normal-
ize w;.

=1
w =) S, (1)
i=1

and w = (wy,ws, ..., w,)T Compute the largest eigenvector

of matrix A.
1A w
)\mam = -

n wW;
i=1 v

(16)

Calculate the indicators of matrix consistency and examine
consistency. Here consistence index C'I is adopted to examine
the consistency, and defines CT = (A\jaz — n)/(n — 1). The
smaller the value of CT is, the higher degree of consistency
of matrix A is. In order to determine the permissible range of
non-consistency, Saaty introduced RI which means random
consistence index. For different factor n, saaty obtain the R/,
which shows in table 2.

Table 2.Random consistence index.

n 2 3 4 5 6
RI 0.00 0.58 0.90 1.12 1.24
n 7 8 9 10 11
RI 1.32 1.41 1.45 1.49 1.51
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Fig. 3. The comparison of our model and the traditional model when there
are 30% bad nodes

cr=¢!

RI

where C'R is called as rand consistence rate. When C'R < 0.1

or around 0.1, the matrix A is satisfying consistency. Other-
wise, we should revise the matrix A.

Step4: Sort and test consistency in the whole system. The
sequence of higher level is synthesized by the results of single
sorting.

After these 4 steps, four aspects of trust can be combined
into the overall trust according to the corresponding weighting
vector.In this section, we know how to establish the overall
trust assessment, and this scheme is used in next section.

7

V. SIMULATION RESULTS AND ANALYSIS

Our model was implemented and evaluated in Matlab. Two
simulation scenarios are presented. During our simulations, a
flat, rectangular area of 100m x 100m is the whole environ-
ment where 100 nodes are deployed and fixed randomly in
this area. The physical layer uses a fixed transmission range
model, where two nodes can directly communicate with each
other only if they are within certain transmission range. We
set the transmission range to 7m. At initial time (¢ = 0) of
this system, trust values of transmitting, energy, delay and
delay jitter are set to the maximum value 1 uniformly and
the residual energy rate of every node is set to 1.

In the first simulation scenario, the fixed rate of nodes which
perform badly in different aspect (long time delay, high packet
loss ratio etc) was adopted, and then the different proportion of
these nodes will be discussed. Every node has the same overall
trust value, and the source nodes randomly select a node as
destination node for data packets forwarding at the beginning.
After several numbers of transactions, the reliable nodes can
get higher trust value and some nodes whose performance of
certain aspect such as security or quality is poor can only get
lower trust value correspondingly. To study the performances
of the presence of misbehavior in ad hoc networks, the metric
of perfect transmitting ratio will be measured. The perfect
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transmission is defined that all the nodes in the path must
be meet the minimum requirements for the various property
indexes at the moment rather than just transmitting the packets
successfully. In this paper, four types of service are chosen
for simulation. The minimum requirements for the different
property indexes vary with classification of service. As shown
in figure. 3, where x-axis is represented as the times of traffic
flow, and y-axis is represented as the number of perfect trans-
mission. We can get the conclusion from figure. 3, the system
performance using our trust model is much better than the
traditional one. It was found that our model can achieve more
reliable trustworthiness than the traditional model. Although
the simulation results show that there is only small increase in
both models in the final phase, that is because mobile nodes
will be powered by batteries with limited capacity. Power
failure of a mobile node affects not only the node itself but
also its ability to forward packets on behalf of other nodes.
So in the final stage of simulation, the life time of the overall
networks is becoming over.

In next simulation, different proportions of nodes in worse
states are given. Fig. 4 shows that as the percentage of nodes
which perform badly in some aspects increases from 10%
to 40%, the ability of both models decrease, but traditional
model decrease more. When the rate of these nodes in worse
state comes to 40%, the number of perfect transmitting almost
reduced to zero. This phenomenon is obvious, because the
bad nodes will lead to the most failure of the transmission.
However, we can find that our model performs better than the
traditional one. It is proved that our model is robust.

VI. CONCLUSIONS

Providing security in ad hoc networks is a major require-
ment, however quality is also a very important index to
decide the trust of nodes, especially for the multimedia traffic.
Considering that the requirements for the quality or security
of nodes vary with the types of services, this paper has
proposed a multi-dimension trust model based on classification

of services, which is motivated to measure the trust of nodes
in a complex network environment, especially when the types
of services change. Our approach enables each node in the
networks to establish an overall trust which combines major
property trusts. This scheme can adapt to the transformation
of services, and no matter how the services change, it can
obtain a relatively reliable overall trust value to determine the
routings. Based on the classification of service, we utilize the
method of AHP for combining trusts of major property and
then obtain the overall trust. Through the trust value, the status
of every node can be predicted.

Our simulation experiments demonstrate the effectiveness of
multi-dimensional trust evaluation model based on classifica-
tion of service about evaluating the trust of model. In ongoing
work, we are studying how to extract some of parameters in
the network to judge the types of service.
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