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ABSTRACT

In large-scalesensometworks, sensonodesareat high risk of be-

ing capturedand compromised. Oncea sensomodeis compro-
mised,all the secretkeys, data,and codestoredon it areexposed
to the attacler. The attacler caninsertarbitrarymaliciouscode in
the compromised nodeMoreover, he can easily replicaté in a

largenumberof clonesanddeploy them onthenetwork. Thisnode
replicationattackcanform the basisof a variety of attackssuchas

DoS attacksand Sybil attacks. Previous studiesof nodereplica-

tion attackshawe hadsome dravbacks;they needa centraltrusted
entity or they becomevulnerablewhen manynodesare compro-
mised. Therefore,we proposea distributed protocol for detect-
ing node replicatiorattacksthatis resilientto manycompromised
nodes. Our methoddoesnot need anyeliable entities andhasa

high detectionrate of replicatednodes. Our analysisand simula-

tions demonstrateur protocolis effective evzen whentherearea

large numberof compromisedodes.
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1. INTRODUCTION

A wirelesssensometwork consistf a large numberof low-cost
and lov-powersensorsThe sensonodescollectinformationabout
their ervironment. Sucha network is suitablefor military surweil-
lance,forestfire monitoring, etc.To join the network, new nodes
should passcertain authenticationphasesof neighbordiscorery
protocols[3, 7]. Theseprotocolsdeterminevhetherthe newnodes
arelegitimateor not by checkingheirIDs andcorrespondindseys.
A problemis that attackrsmay captureandcompromisesensors.
They canobtainthe secretkeys storedin the compromised nodes
andinsertarbitrary maliciouscode inthe nodes. Moreover, they
can replicate darge numberof clonesanddeploy them tothe net-
work. Becausehesereplicatedhodeshawe legitimatelDs andcor
respondinglegitimate keys, neighbordiscovery protocolscannot
detectthem.
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Figure1: Replicated nodesand witness node (the numbersrep-
resent the node | Ds)

Relatedstudied5, 15, 23] hawe proposedeveralprotocolsto detect
node replicatiorattacks.The basicideais asfollows. Every node
broadcastits nodelD andlocationto one-hopneighbors.We call
thismessaga claimandthenodethatbroadcastaclaimaclaimer
node. Theneighborsof theclaimernodeforwardthis claim toward
a witness node. A witnessnodeis determinedby the node ID
of the claimer node.If the withessnodereceves morethanone
claim containingthesamenodelD butfrom differentlocations the
witnessnodecanconcludethatmorethanone node wittthe same
nodelD exists (Fig.1).

RED[5] candetectreplicatechodesfficiently, butit needsatrusted
entity (e.g.,thebase station)We cannotassumell wirelesssensor
networkshawe atrustedentity. For example whenasensonetwork

is deployed ina hostileervironmentsuchasa battlefield,the base
stationis an attractie targetto theattaclers. In this paper we pro-

posea protocolwhich doesnot need anyrustedentities. B. Parno
et.al. proposedwo distributed detectiorprotocols[15]. First,

Randomized MulticagtRM) distributesnodelocationinformation
to randomly-selectedvitnesses.Second Line-SelectedMulticast
(LSM) is anefficientdistributed detectiomprotocol. However, both

hawe relatvely low detectiorrates. SDGindP-MPC[23] areother
distributed detectiorprotocols. They do notrequiretrustedenti-

ties and can detectreplicatednodeswith high probability How-

ever, if an attacler compromisesnany nodes,the detectionrates
will greatly decrease.Our goalsis to proposea replicatednode
detectionprotocolwhich doesnot need anyrustedentities ands

resilientto manycompromised nodes attacks.

Therest ofthis paperis organizedasfollows. Section2 presents
modelsensometwork anddescribesiode replicatiorattacks.Sec-



tion 3 discussesherelated methodandtheir problems.Section4
presentghe designof our algorithmof replicatednode detection.
In Sections, we evaluateour method byusingamathematicaanal-
ysisandsimulations.Section6 concludeghe paper

2. SYSTEM MODEL

In this section,we defineour assumedensometwork model and
themodelof node replicatiorattacks.

2.1 Sensor Network Model

We take into accounta sensometwork composedf a large num-
ber of small sensomodes.Sincethey aredesignedo beinexpen-
sive, thesensonodesare assumedot to beequippedvith tamper
resistanthardware. Oncedeployed, eachnodecan determine its
geographidocationby usingalocalizationschemq2, 19].

Thecompromised nodesanlaunchmanyattacks.However, these
threatsare addresseth otherresearch. W assumethat sensor
nodescandetectanattackinvolving droppingandfabricatingmes-
sagedy usingdetectingprotocolssuchas [12,22] andfurtheras-
sumethatnodescannotalter theirlDs by detectingfalselDs proto-
cols[13].

Theseassumptionsirethe sameasin otherreplicatednodedetec-
tion protocols[5, 15, 23].

We do notassumethe existenceof a trustedentity. In military
applications sensomodesmay bedeplo/ed in hostileregions. A
basestationwould bean attractie target to the attaclers. Many
studieson wirelesssensometworks devisedvariousprotocolsthat
do not needrustedentities[11, 6]. The sensonodesareloosely
time synchronizedisin uTESLA[16].

2.2 Node Replication Attack

An attacler may compromisemultiple sensomodesin a network.

Oncea sensomodeis compromisedall the secretkeys, data,and
codestoredonit areexposedo theattacler. Theattaclercan easily
replicateit in alargenumberof clonesanddeploy them tothe net-

work. This node replicatiorattackcanbe the basisfor launching
avariety of attackssuchasDoS attacks[21, 14] and Sybil attacks
[13]. If therearemanyreplicatednodesin the network, they can
multiply thedamage tahe network. Therefore we shouldquickly

detectreplicatednodes.

3. RELATED WORK

We introducdive protocols:RED[5], RM andLSM [15], andSDC
andP-MPC[23]. First, we explaintheir commormethod andjoal.
In all of theseprotocols.eachnodeis preloadedvith auniquenode
ID, a sharedfunction which calculatesthe location of a witness
nodeof anarbitrarynodefrom the nodelD, anda privatekey for
creating asignature.They uselD-basedpublickey crypto-schemes
[18, 1] for creatingand checkingsignatures. Eachodecan easily
calculatea correspondingublic key for a givenD. However, we
cannot calculat¢he private key for anarbitrary|D becausef its
computationallycompleity. Whena detectionprocessstarts,each
noden; sendsits nodelD 3, location, andsignatureto one-hop
neighbomodes(referredto asaclaim). Theneighbomodes create
a correspondingoublic key for the nodelD i; thenit checksthe
correctnessf thesignature Next, eachnodecalculateshelocation
of thewitnessnodefor n;. They forwardtherecevedclaimtoward
the witnessnode byusinga geographic routing protocsuchas
GPSR[8] with probabilityp. We call the node whichforwardsthe
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claimareporter node. If thewitnessnodereceies seeralclaims

that containthe samenodelD but differentlocations,the witness
nodeconcludeghatthese sending nodésmwe beencompromised
andthatanattacler replicatecthem.

If the location of the witnessnodeis statically determinedoy the
given noddD, anattaclerwho compromiseane nodeanspecify
thewitnessnodesof all nodes.For example,if anattacler compro-
misesa node andbtains a functiothatdeterminesghelocationof
the witnessnodefrom a givenID, he cancompromisethe witness
node. Thenthe attacler cancreateanddeploy a large numberof
replicatednodeswithout detection. Therefore,we need toavoid
specifyingthe withessnodefrom an attacler even if the attacler
compromisednanynodes.

In theRED protocol[5], atrustedentity broadcasta one-timeseed
to thewhole netvork. Thelocationof the withessnodeof a node
is determinedfrom the nodeID andthe seed. Becausthe seed
changesevery time, an attacler cannotspecify the location of a
witnessnode in adance.Theauthorsof RED saidonecanalsouse
distributed protocolwithout a trustedentity suchasa local leader
electionmechanisn{4] to createa one-timeseed. Howe\er, the
authorsdid not mention how tereatet; moreover, thelocalleader
electionmechanisntreatesa local leaderfrom a small numberof

sensomodes.Even worse,the methoddoesnot considerthe exis-

tenceof compromisedodes.Thereforewe cannotuseit to create
agloballeaderof asensometwork composedf alarge numberof

nodeswith someof themcompromised.

In the RM and LSM protocols[15], the neighbornodesof node
n; determineseveral witnessnodesrandomly By exploiting the
birthday paradox,at leastone nodss likely to receve conflicting
locationclaimsfor a particular node.Iln the LSM protocol, each
node whichforwardsclaimsalsosavesthe claim. Thatis, the for-
warding nodesrealso withessiodesof anode whichhasthenode
ID in a claim. Therefore LSM givesa higherdetectionratethan
that of RM. Howe\er, both protocolshawe relatvely lower detec-
tion ratescomparedvith RED.

In the SDC andP-MPCprotocols[23], the sensometwork is con-
sideredo bea geographigrid. In theSDCprotocol,witnessnodes
candidate®f one nodereall nodesof agrid. Thegrid is statically
determinedby the nodelD, but which nodesin the grid actually
becomewitnessnodesis determined randomlyin P-MPC,to in-
creaseesilieny to manycompromisechodes,the candidatewit-
nessnodesfor one nodeareall nodesof several grids (three grids
by default). The numberof nodesin a grid wassetto 100 byde-
fault. If anattaclercompromisesinode learnsthewitnessgridsof
the node,andcompromised 00 nodesof oneof the grids, the de-
tectionratewill decreas¢o aboutl/8 (seetheevaluationin section
5). Moreover, if the attacler compromisesall nodesof the three
grids(i.e.,300nodes) these protocolsanneer detectnoderepli-
cationattacks.Many recentstudieson securityin wirelesssensor
networks have proposedmethodsthat areresilientto manynodes
beingcompromisede.g.,a thousandompromiseaodes)17, 10,
9, 20]. Therefore we need tgroposea replicatechodedetection
protocol resiliento manycompromisedodes.

4. DISTRIBUTED DETECTION PROTOCOL

This sectionpresents oudesignfor detectingreplicatednodes.

41 Overview



To preventanattacler from learningthelocationof awitnessnode
of a compromised nodegur protocol usesa one-timeseedfor

each replicateshodedetectionprocess.In the RED protocol [5],

atrustedentity givesit to all the nodes.In our protocol,eachnode
sends one-timeseedo other nodeén turn. Thatis, eachnodehas
therole of startinga detectionprocessandit is preloadedwith the
assignedurn numberndseedfor theturn.

Whennoden; hasa turn startingdetectionprocess,t sendsthe
seedandits ID with a signature.Other nodewerify the signature
andexecutethedetectiorprocess itheverificationsucceedsHere,
we shouldconsiderthatsensomnodes breaklowneasilyand anat-
tacker may compromisea large numberof nodes We divide nodes
into groupsto increasaesilieny to fault nodesandcompromised
nodes.Therole of the startingdetectionprocess isiot assignedo
eachnode but toeachgroup.

We assigneachnodeits nodelD andits role ID andgroup nodes
accordingto theirrole IDs. Thereasonwhy weintroducerole IDs
is to preventattaclers fromlearningthe locationsof the nodethat
hasa turn startingdetectionprocess. Attackers canlearna node
ID anda location of the correspondinghode becausesachclaim
contains docation of a node andits nodelD. Therefore,nodes
shoulduserole IDs for startingdetectionprocess.n; ; denotesa
nodewhosenodelD is i androle ID is j.

In eachgroup, nodesare sortedaccordingto their role IDs. The

numberof nodesof a groupis N,. Whena groupG; hasaturn

startingdetectionprocesgthe turnis calculatedfrom the elapsed
time andthetime interval of detectionprocesses\), thefirst node
of thegroupsendghe seedandits role ID with its signaturelf the

processhasnot startedafter an internal intenal time of detection
process) becausef afailure, compromised noder otherreason,
thesecondhodeof the groupsendshe seedandits role ID with its

signatureto thefirst nodes place(seeFig. 2). Notethat vV, - § can
belessthanbut notgreaterthanA.

If at leastone nodeof a group survives, the group can startthe

detectionprocessduring its turn. An attacker must compromise
thefirst nodeof a groupwhich hasthe nextturn startingdetection
process ifhe wantsto learnthe locationof the witnessnode inthe

nextdetectionprocess.

Thefollowing subsections descritibe detailsof our proposal We
usethe notationpresentedh Tablel.

4.2 Preparation of sensor nodes

We preloadeachnoden; ; with ahashfunction H, atime interval
of detectiorprocesseg, aninternaltime interval of detectiorpro-
cessd, a functionthatcalculates docationof a witnessnodefrom
aseedandanodelD Fr, a functionthat calculates gublic key
for nodelDs Fg, a privatekey for nodelD K;l, a functionthat
calcylaltes gublic key for role IDs Fz, anda privatekey for role
ID K.

4.3 Tasksof noden, ;

e Calculatethe current turn numbeat fixed intenalsof §. Let
thereferencdaime bet; andthecurrenttime bet .y rent. The
current turn numbeis T, = | (tcurrent — ts)/A]. Thecur
rentinternalturn numbeiis tc = | [(tcurrent — ts)NA]/d].

e Calculatetherole ID of thenodethat will startthedetection
procesduringthis internalturn. TheroleID is Rip = T,
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(a) Role of the starting detectionprocess isassignedo each
group(N, = 3. **' representsnarbitrarynodelD.)

Attime t,,
node n, starts the detection process.

Attime t.+3, if node ng has not started the detection process,
node ny starts the detection process.

Attime t,+28, if nodes ny and ny have not started the detection process,
node nyy . starts the detection process.

Attime t+A,
node n, starts the detection process.

Attime t+A+3, if node n; has not started the detection process,
node ny_,, starts the detection process.

Attime t+A+23, if nodes n; and ny,, have not started the detection process,
node nyy ., starts the detection process.

(b) Tasks ofeachnode

Figure 2: Overview of our protocol

mod Ng + t. - Ng.

e If j = R;p andif in thisturn 7., the detectionprocesshas
not beerstartednoden; starts process A.

e If noden,; recevesmessagé/ 4, it starts procesB.

o If noden; recevesmessageé\/, it starts proces§’.

431 ProcessA
e Noden; broadcastamessage
Ma(i) = (i 1i, S g1 (H(Te][i]]1:)))

to one-hopneighbornodeswherel; representshe location
of noden;. Thesymbol|| representa streamconcatenation.

e Noden; thenbroadcasta message
May = (Sg1 (H(T.)))
‘1D

to one-hopneighbornodes. This valueis the seedof the
detectionprocessn thisturn.

4.3.2 ProcessB
Assumethatnoden; hasrecevedamessagéf4(j).

o Noden; verifiesthelocationi;.



Table 1: Notation

N | Numberof nodesin the network

n; | SensonodewhosenodelD is ¢
ni; | SensomnodewhosenodelD isi androleID is j
(We can identify anode by nodéD or role ID only.)
K, | Publickey of anodewhosenodelD is a
(calculatedby a functionF'g(a))
K, ' | Privatekey of anodewhosenodelD is a

K, | Publickey of anodewhose roldD is a
(calculatedby a functionf 'z (a))
K;! | Privatekey of anodewhosenodelD is a
Ng¢ | Numberof groups
N, | Numberof nodespergroup(N = N¢ - N,)
C, | Numberof compromised nodes

Sk (M) | Signatureof string M by key K
Fr(s,i) | Locationof witnessnode
obtainedrom seeds and noddD 1
H(M) | Hashof M

A | Timeinterval of detectionprocesses
¢ | Internaltime interval of detectionprocess
r | Average numbeof reportemodesof oneclaimernode

e If noden; doesnot knowthe valueof S, —1 (H(T¢)), it
R

starts procesB’. If nodealreademsthevéfueof
Sg-1 (H(T.)) ortheverificationin proces8’ succeedst
Brip

starts process.

e If noden; succeedwith the verificationin processB’, it
starts procesa only once.

4.3.3 ProcessB
e Noden; recevesamessagé 4, from noden;.

o Noden; calculateshepublickey of R;p; Kr,, = Fe(Rip)
andcalculatesH (T¢). Thenit verifiesM 4, .

434 ProcessC
Assumethatnoden; hasrecevedamessagé/a ().

e Noden; calculateghelocationof the witnessnodeof node
nj;

last = FL(S;‘(E;D (H(Te)), J)-
e Noden; forwardsa message
M4 (5) = (3 Ljs Last, Sy (H(Tel151115)))
to anapplicablenode.

435 ProcessC
Assumethatnoden; hasrecevedamessagé//, (7).

e If noden; is thedestinatiorof I 4, it starts process Df not,
it forwardsthe messagéo anapplicablenodefor I 4.

Digital Object Identifier: 10.4108/ICST.WICON2008.4796
http://dx.doi.org/10.4108/ICST.WICON2008.4796

4.3.6 ProcessD
Assumethatnoden; hasreceivedamessagé/), (7).

e If noden; doesnot knowthe valueof S,—1 (H(T:)), it
Rrip
suspendshis procesauntil it recevesamessagé//’, .

e Noden; calculatesr, (S, -1 (H(T:)), j) andchecks whether
Rip
or notthe calculatedvalueis the sameasthevalueof /5.

e Noden; calculates publickey of thenodewhosenodelD is
ji K; = Fg(j), andcalculatesH (T%||4]|1;). It thenverifies
S -1 (H(TelIng 15))-

e Noden; savesthe message//; (5). If in this internalturn
it recevesanothemessagée\f’; (j) which containsnodelD
j, it checks whetheor not [; is alsothe same. If it is not
the same,it concludesthat it detecteda replicationattack.
It broadcastshesetwo messageo all the nodesin the net-
work.

44 ANALYSIS

If an attacler compromisessomenodes,he maylearnthe loca-
tionsof witnessnodesfrom them. To learnthelocationsof witness
nodesheneeddo compromisehefirst nodeof agroupif nonodes
arebroken. We call a turn in which anattacler compromiseshe
first nodeof a groupa compromised turn. If anattacler knows
the locationsof witnessnodesof several consecutie turns,he can
performreplicatednodeattacksfrom thefirst compromisedurn of
the sequencef compromisedurnsto the last compromisedurn
of thesequenceThereforewe need to analyzine expectedmaxi-
mum numberof consecutie compromisedurnsfor the numberof
compromisedodes.

We alsoneed to analyzanotherfeature.If someof the nodesare
faulty (i.e., compromisecbr broken), some turngnay not beable
to starta detectionprocess. W call a turn that cannotstartthe
detectionprocessa faulty turn. We analyzethe expectedaverage
numberof consecutie faulty turns.

441 Maximumnumber of consecutive compromised

turns.
AssumethatC,, nodesarecompromisedTheprobabilitythatnum-
berof groupsof which thefirst nodecompromiseds C¢ is

Na N — Ng
CG Cn _CG
PC(N7NGaCTL7GC): (l)

(&)

Eachgrouphasan|ID. TheID of thefirst groupis 1,andthelD of
thelastgroupis N¢.

We requirethe expectednumberof maximum consecute com-
promisedgroups. For example,if anattacler compromisesiodes
in groupss, 4, 5,7, and 10, the numberof maximum consecute
compromisedjroupsis three(groupss, 4, 5). Here,the nextgroup
of group Ng¢ is group 1. The maximumnumberof consecutie
compromisedgroupsis the maximum numberof turnsin which



theattacler canlearnthelocationsof witnessnodesfrom compro-
misednodes We assumehatthenumberof executingthedetection
processes i¥.

First, we requirethe numberof combinationssuchthat the maxi-
mum numberof consecutie compromisedyroupsis equalto Mg
when amattacler compromise€’c groupsfrom N¢ groups.Here,
let usassumeahatthe nextgroupof group N¢ is nonistent. The
numberof combinationsf,.(N¢, Ca, Ms) is

fSC(NG70G7MS)
if (CG =0& Ms = 0) HNG = Cg = Ms then 1,
elseif Ng < 0||NG < Cqg HCG < Mg then 0,
Mg
—{else > fu(Ng —i—1,Cc —i,Ms)
Msijlo
+ Z fsc(NG - MS - 1,CG - Ms,i).

=0

@)

We cangettheexpectechumberof maximum consecute compro-
misedgroupswhen anattacler compromises”,; groupsfrom Ng
groups. Here, let us assumethat the next group of group N¢ is
groupl. The expectednumberof maximum consecute compro-
misedgroupsE,,(N¢g, Cq) is

1

Ng —1
Ce—1

if No =C¢g thenV,

else (Cg)?
Co—1Cq

+ 3 N i -max(i,j) - fee(Ne = j —2,Ca — 4,4)].-

o @®)

Em(NG,Cg) = X

Finally, we cangetthe expectednumberof maximum consecute
compromisedurnswhen anattacler compromise<”,, nodesfrom
equationsl and3.

Cn
Enm(N,Na,Cp) =Y Pe(N, Na, Cp,i) - En(Ng,i).  (4)

i=1

4.4.2 Average number of consecutive faulty turns.
Assumethat F,, nodesare faulty (broken or compromisedpf N
nodes.The probability thatthe numberof groups whos@odesare
all faultyis Fy is
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P¢(N,Ne, F,, F,)

<NG> C¢(N¢ — F,,N/Ng, F, — F, - (N/Ng))

F, g
N )
Fn

whereCy(Ng, Np, Fn)
if F, =0 theno,

Ne-N
else P
_ F,
min(Ng,Fn/Np)

i=1

N(;Ci . C’f(NG — 4, Np, Fry — 1 Np)

®)

Whenthe numberof faultturnsis Fy, the average numbeof con-
secutve faulty turnsis

if Ng =F, thenV,

F, i1
E¢(Ng, Fy) = g Ng—F, %~ F, —i
’ else j - g g
;” Ne—j ch—i

(6)

Finally, we can get the expectednumberof averageconsecutie
faulty turnswhen £, nodesfrom equations andé.

EF(N7 NGvF")
min(Ng,Fn-Ng/N)
= Z P¢(N,Ng, Fn,1) - Ef(Ng,i). (7)

i=1

5. EVALUATION

We conductmathematicahnalysisand simulationsof our proto-
cols.

5.1 Mathematical analysis

We conducimathematicaanalyse®f thedetectiorprocesgl. max-
imum numberof consecutie compromisedurnsand2. average
numberof consecutie faulty turns) and our reportemode deter

mination protocol. We setthe numberof nodesof a network to

10,000.

5.1.1 Maximumnumber of consecutive compromised

turns.
Figure 3 representghe relationshipamongthe numberof com-
promisednodes(C',), the numberof nodesof a group (IV,), and
the expectedmaximumnumberof consecutie compromisedurns
(E'm). In Fig. 3, thenumberof the detectionprocessed” wasset
to 10, and inFig. 3, V wassetto 1,000. Assumethatan attacler
compromisesnorethan Ng nodes.Although the probability that
the numberof compromisedurns (Eys) is equalto Ng¢ is very
small, it is not zero. If Eys is equalto N¢, the attacler canlearn
all withessnodesin all turns. Therefore,N¢ shouldnot be \ery
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Figure 3: Expected maximum no. of consecutive compromised
turns (N = 10, 000)

small. If V is greate,a relatvely greaterN¢ is better Howe\er,
N¢ shouldnotalsobe ery greatevalue.If Ng is greatethenum-
berof nodespergroupis small. Therefore the probability thatan
attacler compromiseshefirst nodeof a groupincreases.

We know from the Fig. 3 that Fas is only 1.0- 1.7 evenif the
attacler compromise$,0000f 10,000nodes.

5.1.2 Average number of consecutive faulty turns.
Figure 4 representghe relationshipamongthe numberof faulty
nodes(F,), thenumberof groups(/N¢), andthe expectedaverage
numberof consecutie faulty turns(Er). In Fig. 4, V wassetto
100. We conductedanalyse®f varying V' from 10 to 1,000,how-
ever, theresults arealmostthe sameaseachother To reduceEr,
we knowfrom thefigurethat N shouldbesmall. Thisis becausa
faulty turn meansturn whoseN/N¢ nodesareall faulty. Evenif
5,0000f 10,000 nodesrefaulty, the numberof consecutie faulty
turnsremainsvery small.

5.2 Simulations
We conductedsimulationsto demonstratehe effectivenesof our
detectionprotocolof replicatednodeattacks. Table 2 lists the re-
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Figure5: Communication overhead

sourcesrequiredby RED [23], LSM [15], P-MPC [5], and our
protocol. RED usesa centraltrustedentity (e.g.,a base station).
Theauthorsof [15] proposedhe LSM andRM protocols.Because
LSM is a modificationof RM, we only compared_SM with our
protocol. By the sametoken, the authorsof [5] proposedhe SDC
andP-MPCprotocols but we onlycomparedP-MPC.

Thenumberof nodeswas10, 000. The ordersn Table2 aretheo-
reticalvalues.Thenumericvaluesrepresenthe simulationresults.
Thevaluesof s andp, in theP-MPCprotocolaretheprotocolssys-
tem parametersWe usedthe default valuesfor the relatedstudies
if they had systemparametersThe resultsof our protocolare al-
mostthesameasthatof RED. In our protocol,eachnodemustdoa
signaturecheck andsave SKE 1 (H(T:)). Thereforepurprotocol
I1D

neednemorememoryoccupancy andignaturecheckcompared
with RED.

Next, we conducte simulationof communication oerhead. Fig-
ure5 shows theresults.We variedthe numberof nodesfrom 1,000

to 10,000. We found that LSM neededa large owerheadandthe

other protocoldhradalmostequaloverheads.

Next, we conducted simulationof thedetectiorratewith nocom-
promised nodesTheresults areshavn in Fig. 6. We knowthatthe
detectionratesof RED andoursare almostthe same. That of P-
MPC wasalittle smallerthanours,andthatof LSM wasrelatively



Table 2: Comparison with related work

MemoryOccupancy| SentMessage RecevedMessage | SignatureCheck | Detectionrate
RED (Central) | O(r) O(r - VN) O(r-V/'N) Oo(r)
1.00 20.49 49.35 6.02 0.914
LSM O(r-v/N) O(r - VN) O(r-vN) O(r - VN)
19.62 20.55 48.36 12.52 0.338
P-MPC O(r-s-ps) O(r-VN)+0(s) | O(r-vVN)+0(s) | O(r-s-ps)
7.60 167.21 195.62 13.62 0.866
Ours o(r) O(r - v/N) O(r-vN) o(r)
2.00 20.67 48.59 7.00 0.912
1 ization role to eachnode. Eachnodeis preloadedwith a unique
0.9 +— seedandusest to initialize thedetectiornprocess. Wdivide nodes
08 into groupsto increaseesilieny to manycompromiseciodesand
g0 RED(Central) we \erifiedtheresilieny of our protocolin mathematicahnalyses
foe T M - and insimulations We also proposed reportemodedetermination
‘§ 057 ==Ours protocol. This protocol carbe usedfor our detectionprotocoland
g 04 B otherdetectionprotocolsdealingwith node replicatiorattacks.By
2; using this protocol, the detectionrate of node replicatiorattacks
0‘] was significantly higherthan thatof existing nodedetermination
o protocolswhentherewere sgeralcompromisedodes.

0 2000 4000 6000 8000 10000

No. of nodes

Figure 6: Detection rate with no compromised nodes
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Figure 7: Detection rate depending on no. of compromised
nodes

small compareavith otherprotocols.

Finally, we conductedh simulationof the detectionratewhenthe
numberof compromised nodegaried. If a withessnode vas a
compromised nodehereplicatednodeattackwasnot detectedIn

our protocol,thedetectionalsofailedif theattacler knewtheloca-
tion of the witness nodesWe setthe numberof nodesto 10,000.
RED, LSM, andour protocolshad highresilienyy to manycom-
promised nodeddoweer, P-MPCwaseasilyaffectedby compro-
mised nodes becaus#t withnessnodescandidatesirelealed to an
attaclerif hecompromise®nenode.

6. CONCLUSION

We proposeda detectionprotocolfor nodereplicatedattacks.We
realized fulldistributed detectiorby assigningthe procesdnitial-
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