Intrusion Detection with OMNeT++

Bazara I. A. Barry
University of Khartoum
Faculty of Mathematical Sciences
Information Technology Research &
Development Center
Network and Information Security
Group

bazara.barry@gmail.com

ABSTRACT

Network simulatorsservea varietyof purposes. Compared to the
cost, time, and effort involved in setting up an entire test bed
containing different tges of netwrk devices, network simulators
are relatively fag and inexpens/e. Computer intrusions are
occurring almost routinelgnd have become a major issueum
networked society. Every organization isfaced by the big
challenge of selecting an introsi detection sstem and testings
abilities. Therefore, it is worthvile to investigate th@ossibility

of implementing and thoroughlytesting intrusion detection
systems using network simulatorn this paper, we report our
experience with implementing ad testing intrusiondetection
systans using OMN@&++ simdator. We highlight how
OMNeT++ is harnessed to testnd evaluate the intrusion
detection gstemin terns of detection accuracgnd perforrance.

Categories and Subject Descriptors
B.4.4 [Performance Analysis and Design Aids]: Simulation

General Terms
Design, Security

Keywords
intrusion detection, intrusiosimulation, OMNeT++, performance
evaluation.

1. INTRODUCTION

Primarily, an Intrusion Detection Syem(IDS) is concernedvith
the detection of hostile actions. IDSs are classified basetieon
detection approach to signedtbased, anomalyased, and
speification-based systams.

Signature-based stems, using stored behavior patterns to

detectunknown attackset produce false alarsfor legitimate but
previously unseen behaviors.Specification-based intrusion
detection, where manuallyspecified program behavioral
specifications are usd asa bags to detectattacks has been
proposed as a promising alternatikiat combines the strengths of
sighature-based detection (acdaraetection of known attacks)
and anoraly-based detection (ability to detect unknown attacks).

Testing of Intrusion Detection Systems proves to be a challenging
taskdueto the various considerations and @es/involved in the
proces. For ingance, network admistratorsandsecurity officers
need to perform thorough tests on the producisotaparetheir
performanceagainst other products. &nalso need to make sure
that IDSs live up to the claims of vendors and expectatidns
customers. Studyg and testig a new intrusion detection
architecture against a variety intrusive activities under realistic
background traffic is an interisg and difficult problem. Such
studies can be performed either in a real or iswlated
environment.

When simulatingin real environments, mangeal users produce
significant background traffic bysing avariety of network
services. This background traffis collected and recordednd
intrusive activities can be erfated byrunningexploit scripts.In
this approach, the traffic is suffently realistic, which elirmates
the need to anabe and siralate nornal useractivities.However,
the testing environment maye exposed to unexpected attacks
which affect the accuracyof the reslts negatively Due to the
high risk of performing tests im real environrent, regarchers
have been tending to perform tedtssimulated environments
[18]. In this approach, realistibackground traffic is generated
using sinulation tools and attacksire injected accordingly

A network simulator is a prograthat models the behavior of a
networkeitherby calculating the interaction between the different
network entities using athematical formulas, or actually

identify and detect attacks, can detect known attacks accurately capturing and playing back observations framproduction

but are ineffective agaihgreviousy unsen onesAnomaly-
basd systens create a norat behavior model for a system using
previoudy seen behaviorg the abence of attackso classfy any
activities that violate the adel aspotential attacks.They can
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network. The behavior of the networland the various
applications and services it suppaé then be observéauatest
lab; various attributes of the enonment can als be nodified in
a controlled manner to assess htive network would behave
under different conditions.

In this paper, weeportour experience with OMNeT++ simator
in testing a hybrid intrusion detection stgm that combines
specification-basd and gynature-basd approachedor attack
detection and targets Voice ovelnternet Protocol (VolP)
environnents We gart off by stating the hurdleshatfaceteging
of intrusion detection sfems inreal environments. Next, we
introduce the main simulation concepts adoptedOdNeT++



and how theyan be used tovercomethe hurdles. A comparison e Testing using real background traffic: This approach is

againstother simulatorswill be shown. W& then discuss in soen very effectivefor determiningthe hit rate of an IDS given
detail the components of the propossthrid IDS focusingon its a particular level of background activitiit rate tests
features and advantages owghe similar IDSs. Then we shed usgng this technique ray be well received becamghe
some light on how OMNeT++ is edto implement and test the background activityis real and it contains all of the
IDS. Finally, we explore the features providedtbg simulatorto anomalies and subtleties lmfickground activityHowever,
evaluate intrusion detectionsystens quantitatively before this approach could be ineffective deternining false
concluding the paper. alarm rates. It is virtually impossible to guarantee the
identification of all of the attacks that naturaltyccurred
2 HURDLESOF INTRUSION DETECTION in the background activity, which hindefase alarmrate

testing. It is also difficult to publiclydistribute the test
since there are privacy concendated to the wsofreal

SYSTEM TESTING

The main aim of intrusion detection sjem testing is to background activity5].

guantitativelyevaluate hit rate and probability falsealarmns. Hit

rate determinethe rate of attacks detected corredtfyan IDSin e Testing using sanitized background traffic: In this

a given environmentduring a particular time frame, whereas approach, real background activity is prerecorded and then
probability of false alarra deternines the rate of false alarsn sanitized to remve anysensitie data. This sanitization is
produced byan IDS in agiven environmentduring a particular performed to overcora the politicalandprivacy problens

time frane. Thereare several challengeshat face the téimg of of using, analging, and distributing real background
intrusion detection stems. Sme of the® challengeatre: activity. Then, attacklataareinjected within the sanitized

datastream Attack injection can be accqished either
by replaying the sanitized data and running attacks
concurrentlyor by separatelycreating attack data and then

1. Collection of attack scripts: An important aspedf the testing
of any IDS is testing its abilityto detecta wide range of
attacks. Collecting a wide range atack scripts and codes is a inserting these data into tisanitizeddata. Theadvantage
difficult task. Although many of these scripts and codes are of this approach is that theest datacan be freely
available on the Internet, it &xils a considerable tienand distributed and the test is repeatable. However,
effort toladaptthemto the part_iculaf .te_.c,ting envirommt.. Once sanitization attepts mey endup either removing much of
the script of an attack is identifiedt must be reviewed, the contenbf the background activitthus creating a very
autorsted, and smothly integrated into the testing unrealistic environment, aemoving information needed

environment. Such tasks coub@ verychallenging due to the to detect attackfs].

fact that thes <ripts are devioped by different people with

different technical backgrounds to workn different e Testing by generating background traffic: In this
environments. scheme,a test bed or simulated network is created with

hosts and network infrastructure that canshecessfully
attacked. The simulated network includegtims of
interest with background traffic generated byomplex
traffic generators that model the actual network traffic
statistics. An advantage of thipproach ighat the data
can be distributed freelysince theydo not contain any
private or sensitive information. Another advantage is that
we can guarantee that the background actiditgsnot
contain any unknown attacks since we createde

2.Use of different tools to launch and detect attacks: Testing
of intrusion detectionsystens usually involves two main
phases. The first phass to develop the intrusion detection
algorithms andarchitectureusing a specific tool. The second
phae is to develop the attackend senariosnecesary to ted
the system using a differentobl. This separation of tools
createsconplications when it cones to integratingthesetools
to work together into the specific testing enviramn

3.Generation of background trafficc Most IDS testing background activityusing the simulator. Therefore, false
approachexcan be cladfied in oneof four categorieswith alarmratesusng thistechnique are well received. lths
regard to their generation of background traffi{. Each of IDS testsusing simulated traffic are usuallyepeatable
these categories has its advantaged disadvantagesin the since one can either repla;pr_ewously generated
following we simmarize the four approachesnd the background activity or have the simularegeneratéhe
challengegheypos: same background activithat was useéh a previoustest

[1].
e Testing using no background traffic: In such a schene,
an IDS is set up on a host or network on which then®is
activity. Then, corputer attacksare launched on thisog 3. OM NQT++ S_I M U_LATO_R . .
or networkto determine whether or not the IDS can detect (r)1MNeT++ IS §n| object-oriented dg:retee\éefnt sm;;fl.atlon dto|9|
the attacksThis approach isuseful for verifying that an thatusesa mo uiar §tructure. thaybe used for tra Ic modeling
of telecommunication networks protocol modeling, and

IDS hassignaturedor a set of attacksand that the ID$an luati ; f | Fiw
properly label each attack.uRhernore, teting schemes evaluating performnce agects of conplex ftware ystenms
among other things.

using this approach are often unh less costlyto

implement than the other approachesHowever, ach a 3.1 OMNeT++ Simulation and Modeling
schemecan neither saynything about false alarms, nor Concepts

about the IDS abilityto detect attacks at high leved$ . . .
background activit§15]. An.OMNeT++ model consists dflerarchlcal!ynested modules,
which communicate through message passing. OMNeT++ models
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are often referred to as netwarkghe top level module ithe
system moduleThe system moduleontains sub-moduleshich
can also contain sub-modules themtves. The structure afodels

is shown in figure 1. The depthf module nesting is not limited,
which allows the ugr to reflect the logicaltaicture of the actual
system on the model structure olules that contain sub-modules
are terned compound moduleghereasimple module$e at the
lowest level of thenodulehierachy. Simple modules contain the
algorithns in the model.

System Module

Compound Module

Simple Module Simple Module Simple Module

Figure 1. OMNeT++ Model Structure.

As previously mentioned, btules communicate bgxchanging
messaes. In an actud simulaion, messayes can represent frames

or packetsin a conputer network and can contaarbitrarily
complex daa strudures. Mess@gies can arrive fromanother
module or from thesamemodule.When a message arrives from
the same module, it is calledsdf-messageand is usuallysed to
implement timers. Simple modid can sendnessageither
directly to their destination or along predefinedpath, through
gatesandconnections

Gates are classified into output angut gates. Output gates are
the interfaces through whichessages are sent outhereasnput
gates are the interfaces through whichessages arrive.
Connections are the links useddonnect gates. Connections can
be assigned three pareters, which facilitate thanodeling of
conmunicationnetworks The® three parastersarepropagation
delay (which is themountof time the arrival of the message is
delayed by when it travels through thehannel),bit error rate
(which specifies the probabilitythat a bit is incorrectly
transnitted and allows fossimple noisy channel mdeling), and
data rate (which is specified in bits/second and used for
calculating transission time of a packet).

OMNeT++ uses two programng languages, namelyNED
(Network Description) LanguagendC++. NED language is used
to describe the model structure and the topolofgy networkand
its modules. A network descripti may consist of a nhumber of
component descriptions that céwe reused in another network
description, which facilitates the modular description of a
network. NED filescan becreated with any text-processing tool
and have a human-readable textual topald&@y the othehand,
C++ is used for the actual implemtation of thesimple modules
such as ressages and queues. The flakibility andpowerof the
programming language can be used, suppdiyettie OMNeT++
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simulation classlibrary. The #mulation prograrmer can freely
use C++ object-oriented conceptsheritance,polymorphism,
etc) and design patterns to extend the functionatity the
simulator.

A simulation programin OMNeT++ is builtfrom: (1) NED files
(.ned which describe the modulructure with parameters and
gates, (2) message definitions ggnfiles) which define message
and packet tyes and structures, (8)mplemodulesourcesvhich
are written in C++.€c and.h), and (4) initialization fileg.ini) to
set values to parameters defined imed files. Therefore, the
design of a topologand theimplementation of the modules that
exist in the topologwre separated [7]

A model network in OMNeT++consists of nodes thaare
connected bylinks. The nodes represenetwork components
(such as hosts, routers, and shitg, whereaghe linksrepregnt
channelsand network connectior(such as Ethernet). OMNeT++
follows the previously mentioned hierarchical approacto
organize the building of networks at different levels.network
description in OMNeT++ consistsf multiple levels to define
channelswith their charactertis, sub-networksor Local Area
Networks (LANs) with their boundges within the topologyand
individual nodes with their attributes. Within a node, the
traditional layered networking approach is followed to provide
Link, Network, Transportand Application layer protocols and
applications. Thechannels, simple modules, and compound
modules of one network desdign can be reused in another
network description, whichputs OMNeT++ aheadf many
network simulators that provide poor reusabilitgnly via copy
and-modifyoperations.

OMNeT++support for TCP/IP protocslsuch as Internet Protocol
(IP), Internet Control Message Protocol (ICMP), UBatagram
Protocol (UDP), and Transmissi@ontrol Protocol (TCP) started
with the Internet Protocol Suite (IPSuite), amakculminatedin
the more recent INET Famework. Both IP8ite and INET
framework have been faithful toefTCP/IP protocol suite witits
layered approach. Severa¢searchgroups at the Universitpf
Karlsruhe developed MMSim [4)vhich is a nodel to sinulate
Voice over IP (VolP) protocsl using OMNeT++The MMSim
model provides support foSessbn Initiation Protocol (SIP),
Real-time Transnisson PRotocol (RTH, and Real-Tine
Streaming Protocol (RTSP). Thmodularity that distinguishes
OMNeT++ isreflected on the motlag of networking protocols,
where all components of protocols are dividet a numberof
differentmodules,andeach nodule can have several pariers.
The actual detailsof each protocol are implemted in C++
programming language, where every major operation of the
protocol is implemented asrember functionn the class files
that represent therotocol. All implementations of protocols
follow the specifications detaile in relevant Request for
Comment (RFC) documents.

3.2 Comparison with Related Simulators

In order for the reader to appreciate wWINeT++ has been
chosen for our implementatiomnd to show the siuhator
advantagesand strengths,we compare it against two popular
simulators, namely, Ns-2 [14nd OPNET [9]Ns-2 ispopularin
acadena for its extensibility (dudo its open source model) and
plentiful online documentation. Q¥ET Modeler is thendustrys



leading simulator for network remrch and

development.

specialized

Despite the rearkable sinilarities between Ns-2 and OMNeT++,
we attenpt to show the advantages tbk latterin terms of model
management, support for hieraicdi models, and debugging and
tracing capabilities.

OMNeT++modelsare ea®r to manage in the s that theyare
independent from the simulation kernel. DMNeT++, the
simulationkernel is a class libraryhat is easilydistinguishable
from the conponents written byprogranmers and researchers.
After writing components (simpl modules), programmers can
link their executables with th&mulation library with no need to
modify OMNeT++ sources. In Ns-2owever, the need toadify
source packagesmay ari:e due to the blurrings between
simulation kernel and user models.

The hierarchical module strucauim OMNeT++ helps to tackle
model complexity Any complexcomponent can be implemented
as one unit (simple module) or built out of severalaksn
components (compound module). On the othand, creating
conmplex components as a c@uostion of several independent
units in Ns-2 is a challenging tadke to the flatness of models.

On the front of debugging and tracir@VNeT++ providesTkenv
which isa graphical interactive execution enviramhthatallows
for the examination of simulatioprogressand changingof
parameters in runtime. Comsely, Ns-2 lacks a capable
Graphical User Interface (GUI) 8&env. Although Ns-2 provides
the network animator (Nam) toiew network simulation and
packet traces, it falls shodf providing convenient interaction
with users.

Although OPNET is a leadingpmmercialnetworksimulator that
includes a rich library for a wide spectrum of protocols,
OMNeT++ canstand out in eme aspectsFor ingance, OPNET
assigns packet queues imput gates, and sent messages are
buffered atthe renote end of the link until theyare received by
the destination module. Onelother hand, OMNeT++ gates do
not have amciated queuesSent messagesare placed ira data
structurethat is called the Futa Event Set (FES). The FES is
implemented as a binary heap to insure fast retrieval.
OMNeT++'sapproachs fager than ORET's becaus it doesnot
have the enqueue/dequeue overhead and sgacesan event
creation [8]

Due to their high importance anéhvolvement in many
applications, OMNeT++ providesolid support for Finite State
Machines(FSMs). OMNeT++'s gpport for FSMs is vergimilar
to OPNET’s. OMNeT++ provides a dedicated slasd a et of
macros to build and manage FSMs efficiently

3.3 How OMNeT++ Can Be Used to

Overcomethe Testing Hurdles

C++ programming language can be exploited efficientlp
implement attacks, whichalleviates the burden of integrating
attack scripts andcodes written in different programing
languages and dBs into the testingenvironment. The full
flexibility and power of the programing languagesupportedoy
the OMNeT++ clasdlibrary can beused to implement protocol-
relatedattacks The sme powerful featurexcan als be ugd to

to switch tools or products. Fagrmore, OMNeT++ can generate
background traffic that is guaranteed to be freeunfvanted
attacks,which gives credibilityto hit rate and false alarm tests,
and the tetsscenario isusually repeatable.

4, VolP INTRUSION DETECTION

We start this section bgheddng some light on someasicVolP
principlesas a prelude to the disssion on thearchitectureand
components of our lyid IDS. VolIP refers tahe transmissionf
voice traffic over IPbaed networksSuch atrangnission and the
asociated services use <veral interacting protocals The
protocols covered byur IDS include VolP application lay
protocols: SIP for session initiati and RTP for data delivery

Session Initiation Protocol (SIP) & standard signalingrotocol
for VoIP and is described in ternet Engineering TasForce
(IETF) RFC 3261. It addresses smimportant issues isetting
up and tearing down sessions, suab user location, user
availability, and session amagenent. Its sinplicity and
versatility make it the choice of instant emsaging, video
conferencing, and uftiplayer gane applications amng others.
SIP uses other protocols suels Session Description Protocol
(SDP) to desribe the charactetties of end devicesReurce
Reservation Protocol (RSVP) for voice qualignd Real-tire
Transport Protocol (RTP) faeal-time transnission.

Elements in 9P can be generally classfied into servers
endpoints, and routing nodes.PSkervers are theomponents
responsible for various dutiesnang at maintaining the service
and enhancing it such asldresgesolution, registration, and call
redirection.Endpoints (also known as User Agents UAs) are the
devices capable of initiating or teimating acall. Routingnodes
in VolP environnents have the capacityto connect VolP
networks to eitherother VolP networks or circuit-switched
networks.

The bas SIP specifications define six types of request: the
INVITE request, CANCEL request, ACK requeahd BYE
reques are usd for £sson creatbn, modification, establishment,
and ternnation; the REGISTERequest is used to register a
certain user's contact information; and the OPTIONS requeist
used as a poll for queng servers and their capabilities.

The session is initiated using the INVITEetmod. INVITE
requests follow a three-wadyandshike model, which means that
the user agent (UA), after receigiafinal response to an INVITE
requestmustsend an ACK requeshfter establishing a session,
the ugrscan end and receive dataing RTP. The UA may send

a CANCEL request to cancel an invitation to a session aftasit
sent the INVITE requesiNVITE requests @n dso besent within
dialogs to renegotiatehe session description. A session is
terminated with a BYE request.

SIP is susceptible to many attackssuch asDenial of frvice
(which includesscenarioslike targeting a certain UA oresser
and flooding them with reqsés), tearing down sessions
prematurelyby sending fakeBYE or CANCEL requests, and
session hijacking by sending faRe-INVITE requests [LOWith
regardto RTR, attackerscan inject artificial packetwith higher
sequencenunbers which cau®s the injected packet® be plagd
in placeof the real ones. Flooding with RTP packets deteriorates
the perceived Quality of Service (QoS) and ay also cause

implementboth attacks and detection algorithms without the need phones dgfunctional and reboot operations [13]
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4.1 System Architecture and Components
The proposed architecture of thebhg host-basedintrusion
detection sgtem is shown in figure 2.

Ty
(~

Behavior observer State Table|

g | ]
Protocol
Table

Admin Admin

| —
Packet verifier Field Table
T A

Incoming VolP traffic

Figure 2. Hybrid Intrusion Detection System Architecture.

The filter receivesthe inconing traffic and clagfies it into
signaling (SIP) and media (RTP) packets. Thacket verifier
receivespacketsfrom thefilter and exarimes themin terns of
size and sucture. Too big or riformed packetsarerejectedby
the packet verifietin order not to deplete the processing power of
the endpoint. Individual header fisl of the packet are examined
to check if they conply with the protocol gecifications and
whether nandatoryfields are presnt. Then the ystem retrieves
all the recordsof the field from the field table to perform
signhature detection for potentiguspidous pdterns asodated
with the field. Multiplerecordsin this table can be used to form a
signaturetha spans aross may fields and protocols. The main
fields of this table and their descriptions afrotocol 1D:
uniquely identifies each protocolField 1D: uniquely identifies
the field of protocol headeField Name: contains a name given
to the field.Description: shows the function of the fiel@ype:
contains the field data . Pattern: field usually contains
suspicious patterns the amhstrata is interested in detecting.
Stand-Alone Pattern: A Boolean field to identifywhether the
above-described pattern forms dtaek on its own or as part of
other fields.Impact: The effect of the attack on thgseem If
approved, packewre ent to thebehavior observer

The behavior observekeepstrack of the esson and whetheit
progreses according to gecifications This sesson awarenesis
achieved by keeping Extended Finite State Machines (EF®¥Ss)
the protocols involved to guard agaiasty unacceptabléehavior
that violates proper protocatemantics. Thisway, unknown
attackscan be detected bihe behavior observerEach protocol
EFSM is provided with state variables to hold the values of
header fieldsin incomng packets A protocol EFSM is alo
provided with gettefunctions,sothat other protocol EFSMs can
get values of header fields aptbtocol state, which benefits the
systemin terms of detection accuracy

When reachinga certain &te in the EFBl, the gstem retrieves
all the recordof that sate fromthe state tableto perform further
checks on smantics violations Each record in this table
repregntsa statein the protocol’sEFSM. The nain fields in the

Digital Object Identifier: 10.4108/ICST.SIMUTOOLS2009.5593
http://dx.doi.org/10.4108/ICST.SIMUTOOLS2009.5593

table are:Protocol ID: uniquely identifies each protocoltate

ID: uniquelyidentifies a state in the protocol EFS$tate Name:
contains a name giveto the state. Description: describes the
stateand the systemupon reaching itThreshold: Identifies the
upperlimit for the nunber of requests that can be received at this
state. Time Unit: Denotesthe period of time during which the
threshold is measuredimer: value for a tiner that can be esl

at the stateRecommended Action: a procedure that should be
executeddy the sytemupon reaching the state to detect potential
attacks Impact: The effect of the attack on tlsgstem The state
table follows State Transition Anadis (STA) techniquesvhich
providea method of representing the sequence of actions that the
attacker perform to achieve a ecurity violation. A major
advantage of using this technique is its ability foreseean
incomingpenetration based ondfturrent gstem state. The state
table provides special procedures that are sasiated with its
records to deal with expectedhttacks and penetrations The
protocol table is an auxiliary table that contaihgyh-level
information on the protocols and is used for organizational
purpogs Clearly, detecting and reportingttackstake placein
real-time.

As can be gathered from théb@vementioned description, our
design adopts some advancedrusion detection techniques.
Firstly, our architectureprovides a stateful and cross-protocol
detection in specification-based asignature-based modules. The
behavior observemerforms stateful detection blgeeping the
EFSMs of all the involved protocols and assembling state from
multiple packets. It also perforsncross-protocol detection by
providingexternal interfacebetween protocol EBMs in the form

of callable functions which returmalues of important protocol
state variablesThe field table has the abilityo store signatures
that cross protocol boundaries. Furthermore, $itate table
follows the progress of protocol sessions carefylhpviding
stateful detection. Thepgcial procedurestored in the tabldave
the ability to perform cross-protocol detection. Secondihe
designof the database tablesdgsnple and clean. This advantage
is achieved byseparating the anaties in protocol traffic from
specific attacks Thirdly, our defggn nmintains a reaenable
balance between database ndimation and performance. We
provide a less normalized databaseo(tevels of hierarchywith
more attributes per table. A signee in our database is entirely
stored in a mgle table (eithefield or state tablg which reduces
retrieval tine significantly Fourthly, our signature database can
thwart obfusation atterpts made by attackerdo evade detection
by repregnting attacksn the state tableising a higher-level and
audit record independent representation.

4.2 Comparison with Related IDSs

Several IDSs have been propodedmeet the special needs of
VoIP environments. SCIDIVE 1P] is a dateful, and cras
protocol IDS for VolP. SCIDIVE can be consideragignature
based detection system ratheartran anomly bagd system As
mentioned previouslysignature-based siens lack the abilityto
detect new and novel attaclendthe rule database needs to be
updated on a regular basis follogi new attacks. This limitation
is addressed byIDS [13]. Instead ofelying entirely on a rule
database, vIDS is based on iafging protocol state machines.
However, all the attackssed to testhe efficiencyof vIDS were
known attacks and had to be encoded in sy&em as attack
patterns. The capabilities of vIDS in detecting attacks baged



normal behavior specifications veenot shown. Moreover, the  Eventsin OMNeT++ simulator environment can be controlled to
design of vIDS covers thissuesrelating to protocol-semantics  occur ata gecific time. Messge/event related functions can be
anomalydetection, while no&dddressing protocol-syax anomaly used to send messages to other modules, schedule an event, or
detection. delete a cheduled event. Imur implementation, we useend()
scheduleA)( and cancelEvent( methods to send packets,
schedule, and cancel eventspectively The abovementioned
methods provide different fl@rs with different parameter
settings. Thisfeature facilitates the detection and launching of
attacks that require accurate ig suchas flooding attacks, and
messae flow attacks.

VFDS [12] is an online statis@l detection mechanism designed
for VolP systems. vFDS rele on pure statistical anomaly
approaches which affect its saivity negatively In addition,
VvFDS is limited to detectingdbding attacks. Our design provides
a combination of specification-basednd signature-based
detection techniques to bring tliglse alarm rate to its lowest

level. It also aldresses syntax and senantics-rdated issus to Message manipulation functions provided jptocol modules
cover a wider range of attacks. allow for creating malformed paets and launching parser attacks

easily The sinulator library contais various functions to set the
5 IMPLEMENTATION AND TESTING valueof differentfields, andthe length of the entire message. For
USING OMNeT ++ exanple, setLength( method allows for the creation packets

with lengths that go bend the protocol specifications. Similar
5.1 Implementation of Attacksand Detection functions can be used to get the value of mesdimigs to

perform detection. Such functions are used to baild packet
Componems verifier.

Attacks that target networkedhdronmentstake advantage of
vulnerabilities in networkingprotocols. Such attacks can be MMSim module provides interacin between SIP and RTP which
classfied into (1) nessge flow attackswhich are usd by makes cross-protocol detectionthe application lagr possible.
attackers to exploit vulnerabilities in the flow wiessagesused RTP attributes can be captured BYP througha specialized
by protocols, (2) parser attaskvhich aim at hampering proper function that can be called from SIP module.

parsing by constructing invalithessages, and (3) flooding attacks
which are used by attackers to delegitimate usersaccessto
network resources.

On the other hand, C++#reans, which areassociatedwith files,
areusedto enulate our gynaturedatabase. All protocols, protocol
header fields, and protocol states are given identification
In light of the above, we claggithe implemented attacks based numbers, and althis information alongside relevant detection
on the targeted protocols foimplementation reasons. As informationis stored in the movementioned files which act as
mentioned earlier, protocols @MNeT++ are inplemented in an database tables.

object-oriented mnner as classesusing C++ programming
language. The ain operations of each protocol dareplemented
as member functionsin the clas files. Therefore,we follow the
sameconcept and implement poatol-related attackas member
functions in the class files that represent the protocol.

System files can alo be ued to aid the IDSin terns of
performing stateful detection. Vasof header fieldof incoming
packetsare s$ored in terporary system files associated with
sesgons Such files are nared in a waythat reflectshe ID of the
affiliated session, anthe files contain records for the packets

Detection algorithm are inplemented in ame of the member belonging to the active protocols tfie session.This feature
functions that perforntasksrelated to the protocol operation. For  allows modules such as tiéeld Tableto storesigndures tha
instance,handleMessage(nethod, which is anemberfunction span across ultiple packets thatcould belong to different
responsible for handling messagesning to the protocahodule, protocols. Since the relevant imfioation is kept in these stem
is used for the iplementation of thedetection algorithns files, the IDS can perforndetection for theentire sessionor
responsible for checking the validiof the incoming packetsand connection. Suclsystemfiles get deleted autoatically once the

conpliance of essons withspecifications. The protocol EFSMs,  session is terinated.
which form the main partof our behavior observer are

implemented in this method. 5.2 Network Topology and Configuration

Al attacksare given identification nubers which arestoredin a Figure 3 shows the simulatedtwerk topology. Our simulated
systemtext file. The code that launchattacks(callsthe member network conprises two dorainseach with a Rixy andRegidrar

function that represents thétack) chooses a numbeandomly Server. Roxy servers are eleents that route & signaling

from the range of the identification numbers, dadnchesthe requests to servers and SIP slgimp responses talients. A

asociated attack accordinglyFurthernore, the attack launching  regidrar isa rver that acceptslient's requess to regiger in a
code itself is activated in the endpoints based on a randomly certain domain and placeshe information it receivesin thos
selected nutmer thatshould exceeda certain threshold. This requess into the location evice for that dorain. Each domin
technique guarantees that the majodfythe simulated network  @lso contains a set of User Agents (endpoints) which are
background traffic remains benigBuch techniquesre made connected to thesssersby a 10Bas-T Ethernet.
possible by the random numberngeation features provided by We use the Audio/Video profile with minimal control
OMNeT++. OMNeT++ enjoys the support of _severa_l .R.ar_'dom (RTP/AVP),with UDP as the undbying protocol. An application
l\_lurrber Generators that can be configured in the initialization profile describes how audio awitieo data may be carried within
files. RTP. Our paload type is static with théentificationnumber 10
and has the encoding L16. Thpayoad type defineshow a
particular pajoad is carried iiRTP. The clock rate, which is used
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to generate RTP timestamps, 44100 Hz and the number of

transmission channels is 2. Endpoints in a domain make calls to

other endpoints in the othedomain randomly and without
predefineddurations. The abovesntioned pararmter setting is
recommended as one of thandad operating parameter settings
for audio encoding and pknad tye [11]

Registrar Server Proxy Server

Registrar Server

Proxy Server

Figure 3. Simulated Network Topology.

Our IDS is installed on all endpts and servers in bottomains.
The Internet connection betwe#re two domains is assumed to
have a delayf 40 ms and a packet loss of 0.2%. Such védimes
delay and packetloss are acceptable bynost network ®rvice
Level Agreements (SLAs) fdackbone providers [16]

It is important to mention thall of the abovementioned features
which allow OM\eT++ to create real-like networking
environments can easilype configuredin the NED and
initialization files of OMNeT++ without the need to cpite the
sources.

5.3 Traffic Generation
We aim at proving that the intrusialetection sgtem can operate

110
100 4
90 4
80 | MRS ] ome A

70 @ >

Call Requests

60 4 .
50 T

4000

Simulation Time

Figure 4. Call Requestsat a Proxy Server under High-L oad.

6. IDSEVALUATION AND
EXPERIMENTAL RESULTS

In this section we discuss howethimulator is used to evaluate
the performance of the IDS. Our discussion wi#volve around
two axes nanely, the IDScoverage and runtime impact.

6.1 IDSCoverage

Assessing the coverage of imion detection stemsis a
challenging task with any ramifications. The coverage of any
intrusiondetection sgtemdepends on the attacks that the IDS can
detectunder ideal conditions. The niner of dinensions that
form each attack mkesthe asesanent difficult. Each attack has
particular goal ansvorks againsparticular software. Attacks may
also targeta certain version of a protocol used or a particular
mode of operation. Different sites &g consider som attacks
more importantthan others, which affects the assesshgreatly

For ingance, E-commerce stes may be very interesed in
detecting distributed denial of service attacks, whereiiam
sites nay paya great deal of attention to surveillance attacks.

We list in table 1 all the attacks implemented to test tratesy
along with the protocols thetarget and the effect theyaveon
the attacked ystem We implement six attacks usng the
simulator to denonstrate the functionalityof the intrusion

under stressful network conditions, adds little overhead to the detection gstem at the application lay. Some of theseattacks

network, and is robust. Talo this, performance tests are
conductedon the simulated network using a high-load scenario.
We run the experiment under thégh load for five different

can be found in classifications such #® onereleasedby
VoIPSA for threatsthat VolPsystems are vulnerable to [17]

There are everal dimensonsthatcan be taken from table 1. It is

times. Each run lasts for 120 minutes which gives as an overallimportantto realize the diversityof the attacks impleemted by

simulation time of 20 hours. The results, which will be shown in
the next sction, are averaged acsabe different runsand taken
with and without the operation of the IDS to obsenhe
difference. We use backgroundffia sent at a frequencypf 1.5

the simulator to test the sgmin terms of the protocols involved
and theeffect theyhave. ®me attacks are cresprotocol which
forms another dimension. As shownthe table, theffectof the
attacksvarieswidely. The attacksviolate nany of the security

calls per 1 second. Figure 4 shows the calls captured at the proxgeryicesthat should be provided bgystens such as availability

server in one of the domains.

OMNeT++ provides numeric parameters that can be sétdn
initialization files to return randomunbers distributediniformly

or from variousdistributions. Fo exanple tting a parareter to
truncnormal@, 0.7)would return a new randomumber fromthe
truncated normal distribution with mean 3.0 astandard
deviation 0.7 everyime the parameter is read from the C++ code.
Sucha feature is useful for traffic generation and spéogfynter-
arrival times for generated callg/e use the Uniform distribution
for our traffic generation.
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confidentiality, authentication, and datategrity. Therefore,we
can safelysay that OMNeT++ allows us to piementattacksthat
cover a wide range of protocols and secutitgat.

During the experiment, the IDS $iananaged to detect all the
attackinstancespreented. $me of the attacksuch asCANCEL
and malformed packets were unknown to the IDS prior to the
experiment. In other words, wdid not encode anyspecial
signatures, and henedl detectons for such attacks were based
on normal behaviospecificationsOMNeT++ can also be used to
simulate fale attacksSuch a feature allowsisto plot Receiver
OperatingCharacterigsc (ROC) curveswhich $how the detection



rateversus false alaraper tine unit.It is important to realize that
the simulator’s ability to implement and detect attacks it
confined to the attacks used during tlexperiment. The
implemented attacksare meant to represent a wide rarafe
security service violations and attack categories. Tineposed
intrusion detection componentsyhich are implementedvith
OMNeT++, arecapableof detecting other attackbat violate the
syntax or semantics of protocols.

6.2 RuntimeImpact

It is vital that anysecuritymeasire to be implemented in a VolP
network does not ipede the perforance ofthe network.Quality
of Service (QoS) is verympoitant to the operation of VolP
networks. The implementatioof various securitymeasiresin a
VolIP networkcanintroduce sme conplicationsthat can degrade
QoS Thes conplications range from delayng call setups to
delaying delivery of data packetdn this section we show how
OMNeT++ canbe usedto measire the inpact of the IDSon the
environnent quantitatively We will show sore of the features
providedby the simulatoto measure various delgypacket loss,
and memory consumption caused by the operation of the IDS.

OMNeT++ provides three importanhethods to return times
asociated with nessages (packet3, nanely, creationTime( to
return the rassage creation tiey sendingTime()to return the
message last sending time, and arrivalTime&{ return the
messge lag arrival time. Such valuescan be usd to calculate
various delag such as end-to-end del@yhich refers tahe time

it takes for a voice trandssion to go fromits sourceto its
destination), call setup delay (whioéfers to the period that starts
when a caller dials the last digit tife called numberand ends
when the caller receivesthe last bit of the response), and
processingdelay (which is the time required bgn endpoint or a
server to process a message) amotigers.Figure 4 showsthe
end-to-enddelay experienced byan endpoint in the network with
and without our IDS installed:he figure shows end-to-end delay
for individual RTP voice packet Our IDS addedabout 2.6
milliseconds on average to theoice transnission delay. As
shown in the figure, the overall delagmains considerablyess
than the upper bound of 150 iliseconds defined as the
acceptable one-waglelay for high voice quality [2] The delay
variation (jitter) remains at 2 niliseconds with a slightddition
of 3 * 10° secondsby our IDS. Therefore, our IDS has a trifling
impact on end-to-end delay

\ . With IDS - Without IDS‘

Packet Delay (Sec)

4000

Simulation Time

0 2000

Figure 5. End-to-end delay.

Queuesand their charactetiss can beefficiently smulated in
OMNeT++. The simlator's libray provides a containeclass
called cQueuethat can hold objects of almost all types in
OMNeT++library. An important aspct asociated with queuesf
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network devices is packet losPacket loss at endpoints and
servers could be the result bfgh sending rates especialiy
transnissions based oprotocolsthat lack built-in transmission
control mechanisis such asUDP, or procesing spikes which
mean that the AP is spending too rach time onsome packets
which has the consequence of misssgpsequent ones. The
packetloss rate at endpointsand servers can be affected the
operation of IDS. Figur& showsthe packet losrate at ervers
and endpoints queues with amdthout our IDS for various
amounts of traffic. The packet loss rate with @DS is only
0.02% higher than the rate without it on average. The overall
packet los rermeins at 0.04% on average, whighconsderably
less than the 1 percent level gecified by many codecsas the
upper limit.

| — With IDS — Without DS |
_.0.07
& 0.06
2 0.05 —
g 0.04 —
g 003 —
o 0.02 7
1]
2 0.01 7
|
0 ; ; ;
0 20000 40000 60000 80000
Number of Packets

Figure 6. Packet loss.

Measuringthe memoryconsumptin of an intrusion detection
systemis vital in gauging its eéfct on the host. Some IDSs could
exhaustall the available nemory after a relativelyshort runtine,
leaving the host with thpossibility of crashing. V& therefore use
the functions provided byOMNeT++ class libraryand C++
programming language to identifile IDS’s main data structures
and add methods to track their size during simulation. Figure 7
shows the nemory usage of the IDS at a@erver. The figure
exhibitsthe gradual increasin memoryconsumption as call and
session establishment requests arrive.
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Figure 7. Memory consumption.

Memory consumption at the servetarts at 96.2 KB androws
linearly till it reaches 3.8 MB as the sitation time passeshe 40
minutes mark. Theigure showsa surge in consumption that
brings the amount of consumetemoryto 6 MB. The surge can
beattributedto a sudden increasn the number of connection and
session establishments. Thereaftthe amount of consumed
memory is decreasedo remain around 4 MB as 1 hour of
simulation time elapss. Afterwards the figureshows a linear
increag in memory conaimption followed bya decreas before



the overall consumption stabilizesound 10 MB. Such a figure is
acceptableonsidering thelenty anounts of nemory enjoyed by
servers these dayWhen perceiving memorgonsumptiorresults

it is importantto bear in mind that the experiment has been run

usng a high-load senario wherebyew callsare arriving every
secondandestablished calls deliberatdipger to occupymemory
for long durations of time.

7. CONCLUSION

In this paper, we have presed how OMNeT++ simulator cdre
used to implement and efficientlytest anintrusion detection
system suitable for VolP envinments. We have demonstrated
how OMNeT++ is used asan evaluation fraework that can be
utilized to generate attacks and plement detection
methodologies. The simulator has been successfullysed to
implement a novel intrusion detemti architecture, and to collect
various redllts aimng at asessng its performance apects We
haveclearly shownthatthe framework can be reliablysed to test
both the hit rate and false alarmate of intrusion detection
systens. Considering the availabilityand ease of use of
OMNeT++ asan open surce mulator and theéhurdlesthat face
traditional testing methods ardols, we believe our framework
can forma lid bas for future reearch in thisarea.
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9. APPENDIX A: TABLE 1. IMPLEMENTED ATTACKSWITH TARGETED PROTOCOLS

AND EFFECT.
Attack Name Brief Description Protocols I nvolved Effect
BYE Attack A faked request sent bgttackers to fool the SIP,RTP Session Tea down

parties involved in a session into tearing
prematurely

t

Re-INVITE Attack

A faked requessent by attackers to one of the SIPRTP

parties involved in a session to foitl into
redirecting the call to the attacker.

SesionHijacking

CANCEL Attack A faked requéssent by attackersto cancela | SIP Denial of Seavice
call attenpt made by legitinate users.
Malformed Messayes Malformed protocol messagesreated by | All Protocols Denial of Service

attackergo hanper victim procesing

REGISTER Flooding

Overwhelming registrar servers with too mangIP

requests within a short time.

Denia of Sevice

Voice Injection

Injecting an alternative voicetieamto one of
the parties involved in a session.

RTP

Playng Atrtificial

Stream
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