





Most prototypes of sensor>hub communication use a
Bluetooth channel for communication; in general, it is known
[11] that such channels may not provide the highest level of
confidentiality. For improved confidentiality of  PAN
communications, one can impose additional data-layer
encryption mechanisms on the data. However, there is an
inherent tradeoff between the energy-efficiency and level of
security in any communication channel. Our view is that the
phone must be capable of dynamically adjusting this interplay
between energy vs. security, based on the ‘context’ of the
patient. For example, a lower-cost encryption technology may
be adequate when the patient is in her private home; the phone
may, however, switch to a more heavy-weight security
mechanism when the patient is in a public space (e.g., a
stadium or shopping mall). This is consistent with the trend of
increasingly sophisticated sensing ability on the phone (e.g.,
[71[12] demonstrated how an onboard accelerometer could be
used to distinguish between an individual’s sitting, walking
and running states) and the progressively diverse ways that a
user’s personal context can be inferred from the information
she makes available on the Web (see Section IV)..

B.  Activity History

ATDM applications occupy a unique niche, as the extent of
medical data needed depends on the current and past activity
history of the monitored patient. The interesting thing to note
is that the actual implementation of such ‘context
determination’ may be very different across different runtimes
(due to differences, for example, in phone OS or set of
attached sensors). Research prototypes so far have been
developed as ‘point-solutions’, engineered to cope with the
idiosyncrasies of each researcher’s specific platform and
sensor set.

To make monitoring applications ‘device-independent’ (an
important step towards a commercially viable, large-scale
monitoring practice), it is thus necessary for phone
vendors/operators to define a common set of ‘medically
relevant activities’ (e.g., via the development of ontologies)
that abstract out the specifics of each platform and runtime
environment, and then ensure runtime support for the
recognition of such activity contexts. We expect that such
standardization will involve extensions to existing ‘activities’
standards (e.g., the JSR75 PIM package or the CalConnect
[13] consortium) that have so far focused on calendar-specific
content.

C. Programmable Activation of Sensors

Central to the vision of ATDM applications is the ability to
activate and de-activate individual medical sensors on demand
(based on a user’s activity context). In certain situations, such
activation may be more deterministic (e.g., ten minutes of
monitoring, once every hour). In addition to such basic
control, advanced ATDM scenarios may require dynamic
adjustment in a variety of other sensor-specific parameters.
For example, to conserve energy, a mobile phone may instruct
a sensor to adjust its sampling frequency, or perhaps, even its
resolution level (an approach that might be more effective
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when the sensor aggregates multiple samples into a single data
packet). Unfortunately, our experiences with most wireless
medical sensors indicate a lack of such ‘programmable’
capability. (In many instances, sensors are simply turned on or
off through manual ‘button-pressing’.) To provide sufficient
vendor-neutrality, the community will need to standardize
specific adaptive behaviors on such sensors.

D. Semantic Interpretation of Networked Information
Sources

Our proposed vision of remote monitoring requires
significant extensions to our earlier work on context servers
[8], so that servers are capable of using both structured and
unstructured information streams to piece together a rich
picture of a user’s state (both current and future), ranging from
physical to emotional. This is possible only in limited senses
at the moment (see the variety of technologies supporting Web
3.0). Clearly, advances in information representation and
analysis (such as blog sentiment analysis and natural language
processing) will be needed to make the Context Server capable
of the sorts of deep introspection and information correlation
that are needed to extract usable and individualized context.

IV. CONTEXT-SENSITIVE MOBILE SENSING ARCHITECTURE

We have recently initiated promising work to build a mobile
phone middleware that address the unique requirements of
ATDM scenarios. Figure 3 shows the high-level components
of our proposed middleware. The important components of the
middleware on the phone include:

Personal Medical Policy Repository (PMPR) is the
database where all the medical monitoring-related policies
(e.g., security preferences, contexts of interest) for the
individual are stored. We expect that the storage formats for
each of these categories of information will be standardized to
ensure vendor and service provider independence.

Activity and Context Trigger (ACT) is responsible for
generating the specific activity contexts that may be relevant
to specific monitoring applications. This component retrieves
the specific ‘context’ states of interest from the Personal
Medical Policy Repository (PMPR) and generates alerts when
the corresponding context states are detected.

Privacy Enforcer (PE) is responsible for combining the
privacy preferences in the PMPR with the context states
detected by the ACT to determine the current set of
‘policy/security’ preferences.

Sensor Data Collection (SDCO) is responsible for the actual
communication and reception of data streams from the
individual sensors.

Dynamic  Sensor Control (DSC) - controls the
activation/deactivation of sensors, and the adaptation of their
specified behavior (e.g., periodic activation every 1 hour and
transmission of 8 bit sensor samples@200 Hz). Note that the
DSC is logically separate from the SDCO (even though they
use the same radio interface for communication)—the DSC
focuses on adapting the sensor’s ‘sensing and communication’
behavior, while the SDCO is responsible for the actual
communication of medical data streams.






