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ABSTRACT

Despite the significent reseach over the last ten yeas,
commercia ubiquitous computing environments and pervasive
applicaions remain thin on the ground This paper looks at the
explosion in application credivity on the internet in recent years—
the so-cdled ‘web 2.0' — in order to identify the obstades to
applicdion credivity in ubiquitous computing.  Although
techndogicd and standardisation advances are progressvely
diminishing the scde of the technicd problems in the domain,
how to manage such applicationsin such away so asto encourage
user-acceptance remains an open question. It isaquestion that is
particularly difficult due to the serious privacy concerns and the
neel for negotiated management of services between users due to
physicdly embedded nature of sensor-driven applicaions. We
describe a technicd platform which is designed to alow users of
ubiguitous computing environments to manage their own personal
data and share it in a controlled way and describe an experimental
programme to measure the relationship between users' perception
of how much control they cen exercise over their personal data
and their acceptance of ubiquitous computing appli caions.

Categories and Subjed Descriptors

H.1.2 [Models and Principles]: User/Machine Systems — human
factors; H.5.3 [Information I nterfaces and Presentation]: Group
and Organisation Interffaces — collaborative computing,
organizational design, evaluation / methodology; H.5.1
[Information Interfaces and Presentation]: Multimedia
Information Systems — artificial, augmented and virtual realities.

General Terms
Management, Measurement, Design, Experimentation, Seaurity,
Human Fadors.!
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Ubiquitous Computing, Simulation, Collaborative Management,
Privagy Management, Policy Based Management.
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1. INTRODUCTION

Although Ubiquitous Computing (UbiComp) environments,
which make use of embedded sensors to deliver more intelli gent
user-services have been a topic of reseach for over a decale,
there have been few serious attempts to develop commercialy
viable implementations. Succesgul ubiquitous user-applicaions
are generally limited to particulars devices (e.g. mobile phores,
Ipods). This is a consequence of charaderistics of UbiComp
environments which present particular difficulties for designers
and administrators of services. This paper looks at the relative
death of innowative UbiComp appli cations and contrasts this with
the large amourt of creaive and innowetive applicaions which
have been enabled on the web by “Web 2.0” techndogicd and
socia advances.

One important barrier that UbiComp developers have faced is the
lak of techndogcd stability and a standardised platform
compared to what is now avail able to web-developers. However,
advances in mobil e device and sensor techndogy have started to
address some of the underlying technica problems. For example,
the proliferation of Java Virtual Macdhines has provided something
of a common platform for service developers, while Wi-Fi
(80211x) is becoming much more widely available, even on
simple embedded sensor chips. The advent of Open APIs and
open-source development methods has aso eiminated some of
the important barriersto innowetion.

While many of the obvious technicd barriers are being adively
addressed, there remain significant problems which stem from the
business, socia and organisationa impads of UbiComp
capabiliti es. From a businesspoint of view, the major problem is
that there are very few commercialy successul examples of
UbiComp services. From an organisationd point of view, one
problem particular to the domain is the faa that appli cations may
make use of devices and networks that are owned and operated by
a wide range of different groups and individuals. For example, a
UbiComp service may make use of a user’s PDA to conwey
messages derived from the environment to the user. Thus,
UbiComp service designers canna make any general assumptions
about the ownership of the various devices which participate in
delivering their services to users. Some devices may be persond,
others may be embedded in the user’s environment and operated
by third parties. UbiComp service providers need to deal with
environments where the authority over the avail able resources in
any particular setting is diffuse. In terms of traditional network
management, UbiComp environments present potentially extreme
examples of multi-domain management. Finaly, from a social
point of view, sensor data provided by UbiComp environments



credes grave privagy concerns for users which are a significant
barrier to user uptake.

This paper analyses the problems which have hindered the
development and disemination of innowaive UbiComp
applicaions. Based on this analysis, we adopt a basic, high-level
approadc to tadling these problems. In order to overcome feas
abou user privacy and encourage the uptake of applicaions
which depend upon rich sensor-derived data, we adopt an
approach which aims to put dedsion-making power abou how
ead user’'s persona data can be accessed in their own hands —
including fadliti es for delegating these dedsions in a controlled
way to third parties. Our hypahesis is that if users perceve
themselves to have control over their personal data, they will be
more likely to trust applicaions which use that data. Having
outlined our basic approach to addresing these management
problems, we describe the technicd framework that we have
implemented to suppat the distributed, progressve self-
management of such services. Finally, we describe a programme
of socio-technologicd experimental research, which we are
undertakingin order to further our understanding of the domain.

2. WEB 2.0 ASAN EXAMPLE OF A
CREATIVITY-ENABLING PLATFORM

The world of “Web 2.0" provides a good model for where we
would like to get to in UbiComp development. On the web,
plummeting hardware and bandwidth costs have meat that
applicaion hosting services have bemme commoditised.
Operational costs dominate and service providers can rent
inexpensive hosting and avoid significant capital investments.
The availability of open web-service APIs and the mash-up
architedures that they enable, with the increasing importance of
user-generated content, has fadlitated business models purely
based upon advertising revenue and third-party content. The low
cost of entry that this model alows, has resulted in an explosion
of credivity amongapplication developersin the Web 2.0 world.

One of the mgor challenges fadng the UbiComp field is in
encouraging the development of innowtive applicaions and
services which make use of UbiComp cgpabilities. The
development of applicaions which leverage information culled
from sensors will be crucia in making UbiComp enabled device
purchases and visits to UbiComp environments attradive to users.
Creaive applications will be beneficia to equipment vendars and
commercial smart spaceoperators. But, the questionremains, isit
possble to provide a development environment for UbiComp
environments which could enable light-weight applicaion
development in a similar way in which the web’s technicd
infrastructure has evolved to provide many of the tools required
for commodity appli cetion development?

One of the key enablersin unleashing the creaivity of applicaion
developers on the web was the increasing maturity, standards-
compliance and stability of web-browsing techndogy. The
stability of the underlying techndogies provided solid
founcktions for the development of a wide range of libraries,
dlowing developers to much more easily build rich-client
interfaces withou having to re-invent the whed. In combination
with the development of asynchronous ‘chunkoriented” web-
server communicaion paradigms, AJAX client libraries have
drasticdly reduced the cost of developing complex user-oriented
appli cations on the web.

UbiComp applicdions do not enjoy the same maturity and
stability of platforms that modern browsers offer to applicaion
developers. However, the increasing avail ability of Java Virtual
Madhines on a very wide range of mobile and embedded devices,
based on open spedfications such as the 2ME standard and the
Squawk-based Sun SPOT projed, shows that mobil e and wireless
devices may, soorer rather than later, offer a relatively standard,
stable and extensible applicaion development environment.
While this standardized development environment for UbiComp
applicaions is emerging, it still falls short of the web's suppat of
lightweight interpreted scripting langusges such as PHP.
Furthermore, while open APIs for embedded processors are
beamming more common, the domain still ladks a service and
applicaion inter-operability framework comparable with that
avail able to web 2.0 applicaion developers.

The problem of monetizing UbiComp applicaion development
also setsit apart from the Web 2.0 world. It remains unclea asto
which income streans will be available for developers. While
much of the applicaion-credivity of the web has been ultimately
based uponadvertising revenue, mobil e devices generaly lad the
display “red-estate” to acommodate significant volumes of
advertising. Other revenue models — such as downloaded licences
or Software as a Service (Sa&) — are problematic as, while they
may work for some mobhile devices, it is unclea how they might
be applied to environmentaly embedded, sensor-dependant
applications.

The lak of clea monetizaion routes and the genera
fragmentation of the landscgpe with market-models and use-cases
which posit telemms companies, network providers, mobile
operators or even dedicaed commercia ‘smart space operators as
the most likely route to market, highlights the ‘boastrap’ problem
inherent in the domain. Until there is some clarity in terms of
how a market in UbiComp applicaions might function, few
companies will be motivated to commit resources to producing
such applications.

In such a stuation, open source user-community based
development models are an attradive option. As an example of
how such models can inspire further innowations in the
commercia field, we only neel to look at the Web 2.0 e-
system. One of the most important innowations in the domain is
the focus on user-generated content, provided by engaged user-
communities. These ideas were pioneeaed and developed by non
commercial user-communities, such as Wikipedia.org, and
Slashda.org and only later were they incorporated into
commercial models by companies such as Blogger.com and
YouTube.com. Due to the commercia strength of telecoms
companies, and their traditional focus on ‘locking-in’ subscribers
to their proprietary services and applicaions — the open
community-development model has been slow to permeae in the
mobil e-device market. However, the rapid pace of development
enabled by open approaches on the internet, accesshble through
Wi-Fi protocols that are increasingly suppated by mobhile phores,
threaens the control that mobile operators have traditionaly
enjoyed over their subscribers. This presaure has prompted
telemm operators and device manufadurers to increaingly
embrace open community-based development models. For
example, Apple's i-Phore is designed to alow the easy
integration of third party applicaions. A step beyond this is the
Android projed of the Open Handset Alli ance — a group of more



than 30 techndogy and mobile companies collaborating to
produce a completely open and freemobil e platform.

Thus, it is reasonable to say that many of the core technicd
problems which have obstructed the proliferation of UbiComp
services in the red world are on their way to being solved.
Chegoer sensors, more interconneced devices, better standards,
wider suppat for common protocols and programming platforms,
less lock-in to proprietary networks and better access to open
information sources are al helping to make innowative and
exciting UbiComp applicaions more viablee Many of the
enabling innowations which unleashed the credivity of web 2.0
are beaoming a redity for UbiComp applicaions. However,
whil e this might addressmany of the fadors hindering application
credivity, it doesn't address the management problem, an area
where we can't just look at the web for answers, since some of the
problems are quite spedfic to the UbiComp domain.

A core requirement that is necessry to make many potential
UbiComp applicdions viable is that the resources — sensors,
networks, data sources and acuators — must essentialy disappea
from a management point of view. Many envisaged locdion-
aware smart applicaions add very littl e value by themselves and
will not be deployed if they reguire significent administration and
management. Sensor and aduator networks are largely formed of
cheg inexpensive comporents and unless the complexity of
managing these networks grows lessthan linealy with the size of
the network, the management will quickly become a bottlened.
For this reason, from a management point of view, the emphasis
must be on autonamic, self-organising solutions.

However, while a system administrator would like the underlying
resources to become essntialy invisible, from a user’s point of
view, the management of UbiComp services must be visible and
must allow explicit management in a number of ways. UbiComp
applications which invalve the use of sensor data cause privacy
concerns amongst users which represent a significant barrier to
acceptance of the techndogy [5]. When explaining the ideas of
sensor-rich, ambient computing environments to ordinary users, it
is common for them to invoke the concept of ‘big brother’ withou
prompting. Non-technicd people, in particular, express anxiety
when they find themselves in situations where they fed that their
behaviour is being monitored and analysed by techndogicd
systems which they do not understand. This negative
psychodogicd readion to applicaions and environments which
use embedded sensor data represents a problem which needs to be
addressed before UbiComp environments can fulfil their potential
—they must be perceaved as helpful rather than threaening.

User concerns abou systems which monitor them are not merely
irrational psychologicd readions to techndogy. There are
significant privagy and seaurity risks associated with the sort of
data that UbiComp applicaions depend upon While a sensor
network tracking an individua’s movements might alow
application designers to provide arange of helpful locaion-aware
feaures to the individual, most people would nat be happy to
make detailed information abou their predse locaions pulicly
available. Such informationis generaly considered private andin
certain situations it might constitute a grave seaurity risk to allow
the wrong person to accessit — for example when an individua
has a ‘stalker’ or when they are operating in an unstable seaurity
environment where podliticdly or emnamicaly-motivated
kidnapping is a red risk. There are aso many less dramatic

examples in which individuals have genuine privacy concens
abou how their persona data will be used by governments and
private corporations.

Beyond locaion monitoring, many other postulated UbiComp
applicaions bring similar concerns with them. For example,
hedth-monitoring systems which use simple sensors to measure
and report on criticd physiologicd indicaors, such as heat-rate,
blood presaire, body temperature and blood sugar levels have the
potential to be extremely useful, but also pose a serious privagy
problem. Most modern societies consider ead individua’'s
hedth-information to be private to that individual — indeed the
concept of doctor-patient confidentiality is deeply embedded in
the codes of pradice which guide medicd professonds.
Therefore, it is obvious that the adua deployment of such
systems will require that a satisfadory privacy management
system bein place

In general, any UbiComp applicaion which colleds data abou
people that was not previously avail able, creaes an entirely new
management problem. Who shoud be able to access this data?
Since eat applicaion may be deding with an entirely different
human domain, invalving different groups, eah with quite
different access control requirements, how can we properly
control accesscontrol rights aaossthe various appli cations which
make use of the sensor data? How can we do so in such away so
as to fulfil the auditing requirements of UbiComp environment
operators? How can we alow users of such environments to
overcome their anxiety about being monitored and to come to
trust these systems?

Finaly, it is important to redise that UbiComp applications may
frequently utilise sensors and aduators which are embedded
within a physicd environment and that physicd environments are
often shared spaces. Therefore, in delivering services to users, we
must take into acmurt the possble presence of other users within
the same physicd space In certain applications, for example, the
management of environmental controls (hea, light, etc), where
there are multiple different preferences amongst users of the
space the application will ned to, in effed, alow the users to
arrive at anegotiated compromise.

3. SOLUTION: DECENTRALISED,
PROGRESSVE SELF-MANAGEMENT

In order to addressthe above problems, we adopt the following
high-level approach. The best way for a service to gain users
trust, is to give them the perception that they are in control of the
personal data which the service makes avail able and can, broadly,
dedde what happens with that data. The best way to give users
this perceptionisto adually give them control.

This spproach goes against the predominant approach to the
management of personal information in the web-elogy.
Typicdly, when a user signs up to aweb-based service, they agree
to alow their personal information to be used by the service-
provider withou any restrictions beyond those in national data-
protedion legidation. Many popuar web-based services dlow
users to exercise some degreeof accesscontrol over their persona
data, but thisis typicdly very coarse grained and inflexible. For
example, the popuar Facebook socia network allows users to
spedfy that various pieces of information relating to them shoud
be pubicly accessble or shoud be only visible to their “friends”.



This esentidly represents a binary division of the world's
popuationinto ‘friends’ and ‘not friends' and a binary division of
ead user's data into ‘pubic’ and ‘restricted to friends'. Such
coarse granularity and inflexible grouping is incgpable of deding
with the access control requirements of personalised hedth-data
derived from sensors, not to mention the problems that might arise
if a UbiComp service provider claimed ownership of such
intimately personal data. Even on the web, athough providers
typicdly claim rights to use the data they collea however they
please, in pradice they rarely do this. Services which sdll their
users personal information to marketing companies are generally
not looked kindly upon by the pubic and it is becoming
increasingy common for providers to forsake such rights in order
to build trust amongst their users. Even in situations where a
user's persona information is arealy available, collating and
aggregating it and making it public can be enoughto arouse user-
resistance For example, the launch of FacéooKs Beacon
advertising system caused a storm of protest amongst users, which
eventually caused the company to turn Beacon off by default [10].

In contrast to the standard, centralised solution to application
management, we propose a decentralised management system,
where users progressvely define how their personal data is
available to others and to third party applicaions through
negatiation between users and appli caion providers. We envision
that democratised, participative management will help overcome
user-concerns about data privacy and loss of control. However,
there are a number of significant challenges in delivering a system
which can empower usersin such away that its impad upontheir
acceptance of the techndogy can be properly evaluated.

e Participation in management tasks must not be onerous or
difficult to lean. Users neel engagingtoadls to all ow them to
assessthe impad of their management dedsions.

e  Management tools must strondy suppat colledive dedsion
making since physicd UbiComp environments have diverse
user and stakeholder communities. Management dedsions
canna therefore be taken in isolation by eat user.

e  Participation must yield visible progressto users. This means
that their concerns must be addressed in a measurable way so
that the results of their participation become clea to them.

In order to evaluate the viability of our approach we are applying

it to a number of case-studies that demonstrate the red-world

potential and challenges in using sensors to colled information
and to give control over that data to the subjeds of the data
colledion. These case studies will allow citizens to dedde how to
use sensor data colleaed in their own homes. This scenario
addreses the most pressing human level chalenges fadng
ubiquitous computing: the neel to provide transparency and
control at the level of the individual user and hence generate
sufficient trust to alow the techndogies to be widely deployed.
The aim is to develop and apply hardware, software and user
interfaces that are easy to use and make transparent to and give
control to the citizen abou what information is colleded,
transferred and to whom. We will tailor and apply Information
and Communicdion Techndoges (ICTs), spedficdly those
developed for Digital Homes (DHs) and other Ambient

Intelli gence (Aml) techndogies to dlow individuas living in a

household to easily and transparently colled data on the

households and individuals within that househdd’'s behaviour.

Such domestic sensor data is useful for providing empirica

evidence for a variety of pubic policy iswues, eg. energy

consumption, family adivity levels, and also for providing dired
suppat for citizens, e.g. seaurity or fire monitoring and home
hedth monitoring. In our case study, we are focusing on energy
monitoring, spedficdly monitoring the power consumption of key
appliances such as heding/coding, lighting, hot water, washing
machines, TVs.

Using the techndogy of digital homes, in which networked
devices coordinate adions, higher order functionality can be built,
making so cdled smart or intelligent homes [2]. Apart from
enabling coordination, the networked asped of the appliances
adlows sensing or monitoring of the usage of appliances or
services. This asped of digital homes makes them amenable to
providing acarate and timely data on the usage of home
appliance (e.g. the energy usage behaviour of a family such as
what power is being consumed, by who, by what, where and for
how long. This feaure of digital homes allows them to ad as a
source of usage and behaviour to inform stakeholder (e.g. energy
companies) and government policy formation processs. In this
resped a helpful analogy is to consider homes as micro models of
government where small communities, a family, are governed by
people (e.g. parents) to effed agreal pdlicies (e.g. accetable
behaviours) [1]. The next step would be for the family or
howsehold to engage in deliberation with other househalds to
produce agreed palicies for managing the data, i.e. whoto shareiit
with and for what reasons. In effed, the proposed system will
explore how micro padlicies within the home and neighbouhood
(geographicd or virtual) can inform stakeholder and government
policies a a national maao level (and viceversa). In effed, it
allows the citizen to engage in an empowered and autonamous
fashion with fellow citizens, relevant stakeholders and
policymakers.

The case study hopes to demonstrate that the best way to proted
and empower the user is to make the operation of the system
transparent and maximising the users ability to make choices on
what information is gathered and when and how it is used
(including choices to ‘anonymize' the colleded data). This
reguires and enables groups at various levels of granularity (from
families to neighbouhood town and even to nations) to e
debate/deli berate what data shoud be made avail able to whom for
what purposes. Cheg storage, distributed systems querying and
perhaps p2p based badups could mean that sensor data could be
stored relatively locdly (minimising exposure to massve theft and
allowing the levels of seaurity and robustnessto be tail ored to the
group concerned).

Debate and deliberation over the use of the data and the pdlicy
isales concerned is a centra part of the model propaosed. A criticd
challenge is the feasibility of the model of deliberation as it is
scded up from howsehaold to locd to municipal to nationa to
regiona to inter-national levels. Virtua or online deliberation,
athoughnat necessarily the only type of deliberation involved, is
a crucia fador. The chalenge is to make it feasible for
deliberation on the use of this data to be scdeable whil e ensuring
the data will be owned and managed colledively by the
communities about whom it is concerned. This will enable them
to debate the level of exposure, and tailor spedfic palicies to
individual and sub-group concerns.

Deliberation online — or e-deliberation — is seen as having the
potentia to reinvigorate the puldic sphere. It certainly provides a
means for broadening the concept of citizen involvement in



paicymaking, and proteding democracy and citizenship
autonamy in a knowledge-based society. According to Roza
Tsagarousianou, “new tedindogies clealy have the potentiad to
sustain such spaces [pubic spheres] as they enable both
deliberation (citizen to citizen communicaion) and “heaing’
(citizen to authority communicaion)” [12]. The Internet,
espedaly through asynchronows discusson forums, can offer
easy solutions to four traditional problems which have prevented
people from fully participating in public debates becaise of the
constraints they impose: time, size, knowledge and access[11].

However, there are also a number of fadors limiting the
expansion of the pulblic sphere online. They include the increasing
colonisation of cyberspaceby state and corporate interests, a ladk
of reflexivity, alad of respedful listeningto others, the exclusion
of many people from online pdliticd forums, and the domination
of certain individuals or groups [3, 6]. In addition, the software
and the type of interadion it all ows, the nature of the moderation,
the appropriation of the interface by users and their ability to
manipulate it: all of these elements have been shown to intervene
in the success or failure of a deliberative experiment. The
presence of moderators affeds both how citi zens participate [14]
and how their participation will impad the final dedsion[4, 14].

While there are threds to privacgy, there are aso benefits, both of
which neel to be fadored in to the dedsion making process of
citizens. For example by participating in such energy usage
monitoring programmes ordinary citizens can both help the
environment and save money by using lessenergy. In addition, as
such information might help make the energy providers more
efficient, these savings could be shared with the consumer in the
form of a discount providing additional incentives for the citizen
to participate. It is also important to emphasise that UbiComp
applicaions may have many stakeholders — individuass, voluntary
organisations, governments and corporations, for example. Our
case study has the potential to lead the way in enabling user-
control in criticd areas, such as the citizen’s relationship to the
state. However, in order to make such control viable, we need to
augment e-deliberation tools with user-centric relationship
management cagpabiliti es. The following sedion describes the
platform which we have implemented to provide such cgpabiliti es.

4. CBPMS-PUDECASPLATFORM FOR
PROGRESSVE SELF-MANAGEMENT OF
UBICOMP ENVIRONMENTS

We have constructed a software platform which allows users to
manage their own participation in the various services provided in
the space in coll aboration with the other users of the space This
platform is based on the integration of PUDECAS, a UbiComp
simulator, with the Community-Based Policy Management
System (CBPMS), adistributed policy management framework. A
messaging todl has also been integrated into the platform. Pudeca
allows service designers to creae rapid redistic simulations of
UbiComp environments, while the CBPMS alows users to
manage the services in that space colledively. This platform
allows applicaion designers to evaluate how user-acceptance is
aff ected by the degreeof self-management.

4.1 Community Based Policy Management
The CBPMS provides a framework with which to addressthe key
chall enges in managing online deliberation. It is based onanovel

mechanism developed to integrate resource management with
colledive dedsion making. CBPM S differs from previous pdlicy-
based management approadces in its novel use of self-defining
groups as the fundamental structural abstradion as oppcsed to
centrally defined roles typicd of accesscontrol systems. A group
is simply established by a set of people engaged in a shared
adivity. By defining sub-groups and federated groups through
explicit mandates for exercising dedsion-making authority, an
organisation of self-managing groups can be formed around the
evolving needs and experiences of a user-community. These
mandates can be progressvely grounded as patterns of authority
change or as new models of resources or context emerge and their
impad on the distribution of authority is leaned. Controlli ng the
interconredion of different socia and IT management rules
between groups restricts the portion of an organisation's current
rule set that collaborating dedsion-makers must understand,
thereby making colledive dedsion-making more scdeeble. This
aso delivers fast runtime palicy rule chedking. Clea providence
of rules ensures that the causes of conflicts when pdlicies
authored in one part of a community clash with policies or goals
from another are immediately identified, thereby quickening their
resolution. The explicit modelling of group structure and palicy-
rules and the resulting identification of palicy conflicts and the
parties necessrily involved in their resolution, therefore enable
communitiesto adively reflect on their management processes.

The CBPMS is service-oriented system that can be easly
integrated with other resource management and e-deliberation
solutions. It provides a means throughwhich users can form and
federate groups that can then eledronicdly manage, refled and
debate the best use of ambient intelli gence resources in servicing
their own needs and that of the wider community. By rendering
such adivities explicit, while also providing user friendy web
toals to browse and manipulate the related models, this approach
enables communities to dedde clealy how authority to colled,
monitor and processsensor data shoud be distributed.

Significantly, this approach means locd groups can negotiate
abou access of their data by 'outside’ bodes, e.g. governments
and corporation, from a position of power. These bodes would
therefore be forced to argue for access to data on the basis of
eaned trust, transparent procedures, and well reasoned appeds to
the common goodor appropriate incentives. Agreement for access
could be provisiona (these are on-going feals of data so long
term relationships are key) and linked to systems for auditing
seaurity and usage and aso for deding with potentia conflicts
that may arise, e.g. if one accesgng bodes wishes to forward data
to another one (abig concern with alot of data privacgy - you may
trust the locd policebut not want them to passdetail sto the CIA).

4.2 PUDECAS UbiComp Simulator

PUDECAS is a 3D simulation environment designed to test
context-aware adaptive services in the wireless mobile and
context aware markets. It was chosen for this experiment as it
provides a redistic environment for testing ubiguitous computing
systems withou the expense of fitting an entire building with
sensors and adivators. It provides service developers with a
toolkit for creding 3D simulations of physicd spaces which allow
events within the simulator to trigger cdls to external, networked
services. It is based uponthe well-known Vave Source Engine
from the popuar Half-Life 2 computer game. The PUDECAS
application framework has been introduced in detail in [9].
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Figure 1 Screenshot from PUDECAS Simulation of Trinity’s
Lloyd Building and Actual Photo

4.3 Messaging Tool

PUDECAS is primarily designed to provide a visual experience of
physicdly travelling through a UbiComp environment. Due to
the fad that its underlying engine is geared towards game playing,
it has limited suppat for modelling sophisticated personal
messaging devices, such as mobile phores and PDAS. Therefore,
a genera purpose Instant Messaging (IM) applicaion was also
integrated into the system. This IM application communicaes via
a JABBER IM server, using the Extensible Messging and
Presence Protocol (XMPP [7]. The IM client suppats the
simulation of personal messaging devices, and alows users to
send messages between ead other and to access an extensible
range of information services, such aslocdiontradking.
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Figure 2. Screenshot of IM Application showing location-
tracking. Theleft pane showsthe current users of the system,
theright pane shows those whose locations are available

4.4 CBPMS/PUDECAS/IM Integration

Figure 3 below shows the network architedure of the integrated
UbiComp serviceevaluation platform.
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Figure 3. Network architedure of the UbiComp platform. As
the User moves through the space, doors open and locations
bemme visible according to policy defined in the CBPMS. s

The IM JABBER platform publishes events to a Content Based
Networking (CBN) infrastructure based on Elvin servers, through
an IM interlocutor — an application which intercepts IM client
requests and cen invoke externa services, including JABBER.
This architedure alows the routing of messages between
collaborating services to be undertaken by a decentralized
network of content-based routers rather than relying on a singe
IM server due to the benefits that this arrangement can provide in
terms of robustness and load-sharing. CBNs provide content-
delivery via a publisher/subscriber model. The IM applicdion
allows ead user to request presence information of al the other
users of the simulator — in particular loceation information— and to
communicae with eat other (al depending on the policies that
have been agreed on).

The CBPMS uses two event detedion proxies to communicae
with the IM applicaion and with the PUDECAS simulator. Inthe
case of the IM applicaion, the CBPMS proxy simply subscribes
to the relevant messges on the CBN and pulishes poalicy



dedsions, labelled acordingly, to the CBN, which are then read
and caried out by the applicaion. In the case of the PUDECAS
simulator, al relevant events within the UbiComp environment
are published to the CBPMS event detedion proxy, and these are
mapped to policy dedsion requests. In situations where the
dedsion must be transmitted bad to the simulator (for example,
when a padlicy dedsion dictates that a doar shoud be opened), the
proxy sends an appropriate message bad to the simulator, which
then carriesit out (for example, by opening the relevant doar).

This architecure enables the services offered by the UbiComp
environment and by the personal messaging deviceto be managed
by the CBPMS through the collaborative authoring of palicy
rules. The CBPMS transmits policy dedsions to both the
simulator server and the Jabber server. By following these policy
dedsions, the ssimulator becomes managed by the pdlicy system.
The rules defined by users, which are arrived at througha process
of negatiation on the CBPMS, thus have an immediate and dired
affea on the behaviour of the simulated environment. The palicy
rules defined in the CBPM S can leverage information cull ed from
external information services, such as user-databases, sesson
databases or any other information that is relevant and avail able.

5. EXPERIMENTAL SCENARIO

We have caried out several experiments to test the UbiComp
management evaluation platform, based on the architecure
described in the previous sedion. These experiments were based
aroundsimilar scenarios involving the coll aborative management
of services within asimulated UbiComp environment.

The scenario involves the management of a building used as a
reseach institute within a University, housing teams of scientists
working on different projeds, some of which are of a confidential
nature. The ingitute houses their research laboratories, their
persond offices and common areas such as the lobby, stairways
and canteen. The building is a UbiComp environment, where the
locdion of eat personistraded by sensors. Doors automaticaly
open for those who have appropriate accessrights and ead user’s
location is avail able on an instant messaging. The following were
the basic requirements:

e Thereisavariety of legisation and various rules of the
University which govern physicd access to buildings
and this must be guaranteed by the system. For example,
fire doars must al ow accessin emergencies.

e All of the groups working within the building consult in
the formation of policy governing common aress.

e Ead reseach group deddes who is allowed accessto
their laboratories.

e Individual reseachers dedde who is allowed to access
their persona offices, except in exceptiond
circumstances.

e Individud reseachers will be allowed to control access
to their persona locaion information, except in
exceptiona situations, as dedded by University rules.

For the purpose of this experiment, a simulation of the Lloyd
Ingtitute in Trinity College Dublin was constructed, as shown
abowe in Figure 1. This happens to be the building in which the
simulator was developed and it provides a sufficiently large and
detailed model of aredistic environment to test a wide range of
UbiComp services.

5.1 Creating the CBPM S Models

Our experiment requires that access to al of the doas, the
popuation of people’s buddy lists, and acces to their locaion
information is to be managed by the CBPMS. The first task was
thus to creae models of these resources suitable for integration
into the CBPMS resource management system. This is a
straightforward task as the managed resources are extremely
simple. The doas in the building can be modelled as a simple
hierarchicd tree of doas, gathered together into convenient
grouping nodes. The grouping nodes in the treeallow palicies to
be spedfied for groups of doas more easily, for example, by
room and by floor.

The only other resource that is to be managed by the CBPMS is
the location information of ead user. Once again, this is very
simple as there is only a single adion that users can take vis-a-vis
another user — to view their locaion. Rather than building a static
representation of the users in the system, however, the resource
model merely provided an interfaceinto the user database utili sed
by the IM interlocutor. This option was taken in order to alow
the system to be easier to maintain, since users only had to be
registered in a single, system-wide database from which the
resource model was dynamicdly constructed. However, in order
to provide suppat for new ubiquitous services and future
modifications to the simulator software, the adion trees of both
resource models were extended to include various adions which,
while not being suppated by the current software, might be
suppated by future ubiquitous services using the smulator. Thus
the resource models constructed, pictured in Figure 4, extended
the adion trees to include various extranodes.
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Figure 4. Resource M odels (montage from CBPM S GUI). Left
panel showstheresource treefor the doorsin the simulation;
right panel showstheresource treefor locations.

Having constructed the resource models, the next step isto design
a basic community, based on the organisational structure of the
building's user-community, as derived from the scenario
requirements above. The model is pictured in Figure 5 and is
loosely based upon a crosssedion of those groups within the



department of computer science in Trinity College Dublin who
currently use the Lloyd Ingtitute building It was creaed by
reaursively bre&king down the users of the building into more
spedfic and smaller units. It is not intended to form a definitive
static, organisational spedficdion, rather it can be seen as a basic
structural starting point from which the organisation can evolve,
by forming new communiti es and hierarchies of communiti es.

Ceamniniity Lboyel Rulliing Ukass =

Figure 5. Segment of UbiComp Experiment Community M odel
5.2 Sdf-Management through Delegation

Having creaed the initia basic model of the communities, in
order to enable self-management, a sequence of CBPMS
primitives is invoked in order to delegate appropriate authority to
the users, to seal the system. Eadh resource managed by the
CBPMS has an owner within the CBPMS model. Resource
owners grant groups and users access to their resources by
delegating resource authority to the appropriste community.
Resource authorities represent authority to cary out a well-
defined subset of the capabilities that are suppated by the
resource They are composed of anode from ead of the trees that
make up a resource s hierarchicd model. For example, the pair
[all registered users, view all location information] is a resource
authority which grants authority to accesall locaion information
about dl users of the system.

In this particular example, we can model complete self-
management of ead user’'s presence information by assgning
ownership of the [username, all] resource authority to ead user
themselves. Since the doars are ultimately a coll edive resource,
we assgn ownership of them to the root of our community
hierarchy. Once the ownership of the resources has been
dlocated, accessto them, and management control over them, can
be shared by means of delegation. Thus, ead user can delegate
accessto a subset of their presenceinformation to any community
in the hierarchy and the entire group can delegate management
resporsibility over certain doars to particular communities. For
example, we might give eah reseach group authority over the
doars to their own labs. CBPMS delegation alows access and
management rights to be shared aaoss a user-community in a
controlled way. The control comes from the fad that spedfic
subsets of the capabiliti es of the resource are delegated — meaning
that other cgpabiliti es are excluded — and from the fad that the
owner of aresource can apply policy rulesto aresource authority,
constraining its usage by those who have been delegated it.
Groups and users who have been delegated resource authorities
can themselves add palicy rules and further delegate a subset of
the authority which they have been granted.

In the case of this experiment, having delegated the appropriate
authority to the various groups, padlicies were put in place to
enforce the management requirements. The management
community spedfied pdlicies in the root community which

implemented the various legal codes and building regulations
gowverning access Thus, for example, a policy was defined for all
of the accessdoars to the building spedfying that access shoud
be permitted during emergencies. The staff community defined a
policy which spedfied that all office-holders could spedfy their
own poalicies abou their persona office doas (this had to be
spedfied in the staff community so that it would be scoped to
apply to al staff). The various reseach groups spedfied palicies
which shoud apply to the doars that were delegated to them. The
management community defined a policy spedfying that the
locaion information of all the building users would be avail able
to management when they were in the pullic areas of the building
(the lobby, the canteen). The academics community defined a
policy which spedfied that eah member had permisgon to
spedfy pdlicies abou who could access their personal presence
information. All of these pdlicies were spedfied by attaching a
resource authority to a simple, uncondtional ‘permit’ or ‘deny
palicy.

One element of the CBPM S model that is important to appredate
is the fad that the communities in the model are themselves
considered to be managed resources just like any other resource
Therefore, eadh community can be given authority to manage its
own structure, form sub-communities, define dedsion making
rules, in a dynamic way as requirements are identified and later
change. The combination of ownership, resource authorities,
delegation and community self-management enables a progressve
and participative approach to management of the services.
Applicaion designers can limit the degreeof self-management, by
only assgning certain cgpabiliti es to self-managed groups, or by
authoring policy rules which constrain how self-managed
resources can be accessed.

5.3 Experimental Evaluations

We have caried out several experiments using the architedure
and scenario described above. Each experiment involved 4 users,
nore of whom were familiar with the underlying techndogies,
navigating their way through the simulated environment. Each
user was assgned to a set of communiti es in the model, by adding
them to the simple membership rules of the appropriate
communiti es and these community memberships were all ocated so
that ead user shared membership of a reseach projed with
ancther user. In ead iteration of the experiment users were
assgned various tasks, such as attempting to gain access to a
room or a corridor in the building, or attempting to track eah
other’s locations as they moved throughthe environment.

The first run of the experiment was used to familiarise the
experimental subjeds with the system, and to fine-tune the padlicy
set and the software implementation. The successor failure (e.g.
becaise they could not enter a doar) of the users in their tasksin
ead of their alocated tasks was observed and compared to the
results expeaed. Metrics were also gathered from the experiment,
as well as from subsequent experiments, which recrded the
number of policy rules that had to be evaluated for ead policy
dedsion request and the time that it took to return policy
dedsions. The seand run of the experiment involved testing the
modifications that had been made in the previous run and
introducing new tasks to chedk for any undscovered spedficaion
problems. The third run of the experiment involved modifying
the community set to purposely introduce severa conflicting
padlicies into the system and setting users tasks designed to trigger



these conflicts in order to test the CBPMS's ability to
automaticdly resolve conflicting policies as well as to highlight
the organisational source of irresolvable corflicts. The fourth and
final run of the experiment involved testing the system’s ability to
respond in red time to modificaions in the poicy set and
community models. As the users navigated through the
environment, policy rules were modified in red time, sub-
communities were creaed and destroyed, and membership rules
were changed and the observed behaviours were compared with
the expeded behaviours.

The users found it easy to familiarise themselves with the
simulated environment due to the fad that they were arealy
familiar with the general layout of the building and the user
interfaceof both the IM application and the PUDECAS simulator
were easily mastered. Their genera famili arity with applications
that use the Source Engine (such as the popular computer game
“Half-Life”) undoultedly aided matters.

The padlicy set aso proved generally robust; however, some small
problems were identified when doars did not open as they were
expeded to. 3 pdlicy rules had to be removed and 15 palicy rules
added to the policy set in order to corred these spedficaion
problems. The problems generaly involved forgetting to spedfy
rules for certain doars, or spedfying a rule in a community that
was too far up the treewhich caused corflicting policies, defined
further down the treeto be ignared. For example, in one case, a
deny pdlicy was spedfied for a doa, but a permit padlicy applied
to the entire floor in a parent community, meaning that the deny
policy was never invoked — a problem solved by moving the deny
palicy up one level in the community hierarchy Severa of the
tasks set for users were designed to validate the fad that the
CBPMS system served as an acaurate implementation of the
CBPM dedsion agorithm, in particular that it would read
correctly when it encourtered corflicts.

The fina run of the experiment involved an administrator
upckting the policies of the communities, changing the
community structure and changing the membership rules of
communities. These changes were tested by asking users to
attempt to accessdoars, making changes and then asking them to
attempt to access the doas again and ohserving whether the
behaviour of the doas changed to refled the changes to the
model. All of these changes were succesul. The users were able
to accessdoars acmrding to the organisational model that existed
in the instant that they approached the doar and triggered the
event. The opening of doarss refleded the dynamic modd of the
organisation and how the user fitted into it. In no cases was it
possble to identify any discrepancies between the organisational
model as it changed and the expeded behaviour observed, from
caeful anaysis of the server logs.

Althoughthese experiments provided some evidence of the ability
of the CBPMS to mode organisations with a dynamic and
flexible structure, it also reveded several shortcomingsin the user
interface with resped to such a dynamic environment. The
relative complexity of the policy authoring user interface in
particular the compaosition of multiple rules into asingle XACML
poicy, meant that severa ‘clicks were required for ead
modification. The faa that the interfacewas web-based and was
running on the same server as the rest of the CBPMS services
caused ead page to take up to 5 seconds to load. Since most
changes involved severa different adions (e.g. creaing a new

community, spedfying a membership rule, spedfying a padlicy,
spedfying palicy rules, spedfying a condtion), ead modificaion
took up to a minute to carry out, and while this is quick in most
domains, in the world of simulators based upon computer game
engines, whose users are acaistomed to a highly dynamic
experience, one minute waiting for a change to be made before
caryingout atask is an unaccetable length of time, evidenced by
the restlessess of the users. Therefore, while the experiments
showed that the CBPMS was cgpable of modelling rapidly
changing dynamic organisational structures in red time, the web-
based management interfaceprove insufficient for red time policy
authoring in such a dynamic environment.

Due to the relative complexity of the user-interface and the lack
of familiarity amongst the experimenta subjeds in policy
authoring, it was not possble to gain a detail ed evaluation of the
dired affeds of particular aspeds of self-management on user-
confidence Becaise of the complexity of the management
system, which alowed users to author pdlicy rules in fully-
feaured palicy languages most users found authoring their own
paliciesto berelatively difficult. Nevertheless users of the system
unanimously agreed that the fad that they had the ability (in
theory at least) to exert fine-grained control over the use of their
persona data and the fad that they had the ability to test their
participation in a simulator would increase their willi ngress to
participate in similar UbiComp services if they were rolled out in
thered world.

6. CONCLUSIONS & FUTURE WORK

In this paper we have described a general-purpose high-level
approach to the problem of overcoming privagy-related feas
amongst users, with the goa of increasing user-participation in
UbiComp applications. We have shown the operation of our
simulation management platform, which allows users to explore a
UbiComp environment and evaluate the impaa of different
management policies in a redistic smulation of a UbiComp
environment. It is our intention to continue to develop our
platform in order to provide a convenient toolset which will all ow
UbiComp service designers to better understand their users
privagy concerns and where the best trade-off between self-
management and centralised management lie. However, there are
anumber of remaining chall enges which must be addressed.

Firstly, we nedal to integrate the CBPMS into a broader e-
deliberation framework. Due to the fad that it derives from
techndogy developed within the network management
community, its management system is not well suited to relatively
nontechnicd users. We are working on a range of tools which
will provide intuitive interfaces to users which will allow them to
get a better grasp of the semantic significance of the various
pdlicy options available to them. These tools include padlicy-
visuali sation, online negotiation, a variety of communication tools
and a ‘docket’ system, which allows users to request changes to
groupdedsions, in astructured way.

Sewmndy, we are extending PUDECAS to hande more
sophisticated todls for pladng and configuring sensor systems
within Virtual Worlds and presenting these to potential stake-
holders. PUDECAS offers a UML based todl built on the edipse
GMF (Graphicd Modeling Framework) to place and configure
simulated sensor systemsin aVirtual Environment.
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These simulations provide a means by which developers of smart
spaces can present sensor data colledion non expert users in a
meaningful and open manner. To improve the process of
presentation and make it accesible to non expert users, a
visualisation tool has also been designed and a prototype
implemented (Fig. 6). The tod presents a simulation overview of
the smart space (e.g. a building environment) and presents red
time locaion updates visualy (the location of the user in the VR
Environment) as well as sensed locaion updates (the locaion as
sensed by a simulated sensor system).

To improve this processwe are integrating the tool with standard
data models used architedural and fadliti es management tools. A
promising standard is the IAl (International Alliance of
Interoperability) Building Smart Mission which has developed the
IFC (Industry Foundition Clasg ifcXML Common Model. Thisis
aneutral data format to describe, exchange and share information
typicdly used within the architedural and fadlity management
industry sedor.

We are dso looking at the use of Collado (COLLAborative
Design Activity), an XML based open standard for the exchange
of digital assts amongvarious graphics software, to model the 3D
Virtual Environments. The first person VR Environment in
conjunction with the Visuadisation Todl offer a powerful and
visually captivating method for presenting Smart Spacesto awide
range of users, who are then in a position to criticdly anayse the
impad of locaion sensing techndogies in their home or business
environments. Additional management toadls can patentialy then
further empower users by alowing them to choose the types of
contextua information on display, when and to whom.

Finally, as we further develop these todls, we need to ensure that
where users need to be involved in management, there needs to be
emphasis on interfaces for ordinary people. In our work in
NEMBES, in particular, we will examine how semantic mapping
and policy refinement techniques can be used to enable the
expresson of high-level user-centric goals using simple form
web-forms and automaticdly trandate these into low-level
technicd policies and vice versa. We will perform a range of
incressingy sophisticated experiments designed to anayse the
relationship between degrees of self-management, user-
perceptions of control and user-participation in UbiComp
applicaions. This reseach will provide a wedth of valuable data
for service designers wishing to utilise data derived from sensors
withou coming acossas ‘big brother’
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