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Abstract. Location cognition is a challenging task in cognitive wireless
systems when there is no explicit location information system available,
such as Global Positioning System (GPS) or dense wireless beacons. This
paper decribes a simple-but-effective method of real-time location cog-
nition which can be used by wireless devices in WLAN systems without
depending on any location service infrastructure. The method is based
on monitoring, learning and recognizing the statistics of received data
traffic, with an awareness of the confidence in the recognition result.
It uses the property that traffic statistics such as average and variance
of throughput are correlated with the location of the transmission. Lo-
cations are recognized by comparing monitored statistics with a set of
reference distributions and identifying the best match. A measure of the
confidence in the location classification result is obtained by compar-
ing matches with multiple candidate locations. It is demonstrated that
the method can be implemented as middleware for use with WLAN de-
vices and used to recognize multiple locations, indoor and outdoor. It is
also demonstrated that the method can be used to detect the distance
between a sender and receiver.

Keywords: monitoring, statistics, fingerprinting, classification, location
cognition, confidence, cognitive radio systems.

1 Introduction

Acquiring location information in cognitive wireless systems is a required func-
tion in cognitive radio (CR) systems [1]. The FCC has recently regulated that
TV white space CRs need to know their geo-location and avoid interfering as
secondary user (SU) with the primary user (PU) by considering the coverage
area of TV broadcast services. It is standardized using GPS service for position-
ing with an extension for systems which are not always able to acquire position
information [2]. How a CR system should work when there is poor reception
of GPS signals, for example at indoor locations, remains open. Indoor as well
as outdoor location information is important for many other wireless functions,
such as navigation, context-aware applications [3], pervasive computing [4] and
movements of users, such as fire fighters [5]. GPS is widely used but can be
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applied for outdoor applications only. Other methods exist which complement
the use of GPS for providing location information for example, using beacons,
triangulation or a centralized database (DB) of so-called fingerprints of signals
from surrounding access points (APs).

We propose a novel approach for location cognition which can be independent
of GPS, APs or any centralized DB. In particular, we propose a novel location
cognition method for multiple locations based on monitoring, learning and recog-
nizing the characteristics of data transmission between radio terminals. This is a
form of so-called fingerprinting, where the statistics which are obtained during an
off-line “learning” phase are used to identify a location. Our method includes an
estimation of the confidence in the location cognition, which enhances the use of
the method in practical scenarios. We show that location cognition can be done
with confidence either inside or outside a building, using reference distributions
held by each device and without using additional infrastructure. In particular,
we show that the method can be implemented as wireless middleware, which
we call a Location Cognition Engine (LOC), supporting WLAN IEEE 802.11
standards. We show that it can be used to classify multiple indoor and outdoor
locations, and also recognize distances between sender and receiver terminals.

2 Related Work

With the use of the Global Positioning System (GPS) in outdoor environments
the location problem can be easily solved. GPS is widely accepted as a useful
positioning system and is applied in car navigation systems and military sce-
narios. However, even GPS or Galileo may have situations where shadowing or
interference reduces the accuracy of these services [5]. Work has started that
aims to extend GPS/Galileo to improve the positioning in outdoor and indoor
environments [6]. The work aims to combine the GPS/Galileo system with other
location information sources to fulfill location detection requirements efficiently.
Other solutions and methods have been developed for indoor localization, using
WLAN, infrared (IR), ultrasound, FM radio, fingerprinting, sensor networks,
ultra-wideband (UWB), Bluetooth, magnetic signals, vision analysis and tri-
angulation, etc. Each technology has unique advantages in performing location
sensing, but also has some intrinsic limitations. Localization methods which com-
bine one or more of these technologies to increase location performance have also
been proposed [5].

Comparing with outdoor, indoor location is usually more difficult due to the
complexity of the surrounding physical environment, such as walls and doors,
which influence the propagation of electromagnetic waves and can result in com-
plex multi-path effects. A comprehensive study which is given in [7] shows details
of indoor positioning systems (IPS) for wireless personal networks, addressing
security, privacy, cost, performance, robustness, complexity and limitations. The
authors in [7] pointed out that for indoor applications new challenges arise for
IPS. IPS considers only indoor environments such as inside a building and ex-
tensions for location cognition in outdoor environments are not included. The
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authors classify four techniques for indoor positioning estimations, triangulation,
fingerprinting, proximity and vision analysis, and show that each technique has
its limitations, but combinations of positioning systems can significantly im-
prove the quality of position estimates. In [8] an FM indoor positioning sys-
tem (FINDR) was proposed. The power consumption of the proposed location
method uses 15mW for FM transmission whereas for WLAN about 300mW is
used which was the motivation for the authors to utilize FM as an energy ef-
ficient indoor positioning system. The location method uses the signal-to-noise
ratio and the received signal strength of FM transmissions. FM transmitters
have to be pre-installed and manually tuned to broadcast-free frequencies. A
k-nearest neighbor classifier was applied for position classification. The accuracy
of this system was reported to be 4.5m (at 95% confidence).

Fingerprinting methods for indoor positioning are widely applied [9], [10].
Fingerprinting positioning technique uses pre-measured location related data,
including two phases, an off-line training phase and an on-line phase. The au-
thors in [11] proposed an enhanced fingerprint-type technique based on trilat-
eration through Received Signal Strength (RSS) values obtained in real-time in
indoor locations. The method estimates the propagation models that best fit
the propagation environments. The authors conducted a vast amount of mea-
surements to obtain accurate values for their proposed RSS log-normal path-loss
model that uses a constant value which depends on averaged fast and slow fad-
ing, gains and transmitted power. The authors concluded that this constant is
known beforehand and should be valid for different environments. We conclude
that none of the proposed location methods provides a solution for a combined
location cognition in indoor and outdoor environments.

3 Proposal: Location Cognition Engine (LOC)

We aim to provide a versatile Location Cognition Engine (LOC) which is user
friendly and reliable in the cognition of both indoor and outdoor locations. The
original purpose of the Location Cognition Engine (LOC) was the use in cognitive
wireless systems, to support autonomous selection of wireless channels avoiding
interfered or busy channels. However, the LOC could also be integrated in vari-
ous other kinds of services and applications which require location awareness. In
order to achieve versatile, reliable and user-friendly location cognition, we pro-
pose a method based on monitoring, learning and recognizing the characteristics
of data transmission between radio terminals, combined with estimates of the
confidence in the learnt reference data and the result of the location recognition.

We show that a wireless device can recognize its location on-line by comparing
the statistical distribution of its data transmissions with a set of previously (i.e.,
off-line) acquired reference distributions. This is a form of so-called fingerprint-
ing, where the statistics which are obtained during an off-line “learning” phase
are used to identify a location. In comparison to other fingerprinting methods
which use RSS fingerprints of specific positions of multiple indoor WLAN APs
to obtain a detailed signal strength map, our proposed location cognition is fully
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independent of any pre-installed WLAN APs. Another difference is that the fin-
gerprints are based on high-level transmission characteristics, rather than phys-
ical layer information such as signal strength or delay. Moreover, we introduce
parameters to indicate confidence in the set of fingerprints and the confidence
in the best fit.

In [12] we argued that monitored traffic of constant data transmission show
characteristic distributions. It was shown that it is possible to monitor data
transmissions and obtain statistical quantities, such as mean, variance and stan-
dard deviation, which characterize distributions of received data at each differ-
ent location. In particular, the received number of data packets (we called it
TxCount) has been used as monitoring parameter. Further, we proposed in [12]
the use of the Jeffrey Divergence (JD) with Gaussian approximation to calcu-
late dissimilarities between monitored data and reference data. Figure 1 shows
the idea of identifying a location by comparing an input distribution with a set
of reference distributions. The reference distribution with the least dissimilar-
ity is selected as the best fitting distribution, which identifies the location. The

Fig. 1. Details of the proposed entropy-based location cognition method

reference distributions (RD) at different locations were obtained during the off-
line phase, including data pre-processing, outlier-filter and removing transition
states. The input data is frequently monitored during the on-line phase, for ex-
ample once-per-second, and statistics of the input data are calculated on-line
with a sliding window.

The location recognition procedure is conducted in two steps. First, the LOC
executes the recognition of the generic location. In the second step, the LOC
executes the recognition of the location and the distance between transmitter
and receiver. One generic RD set is used for the estimation of the location and
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one complete RD set including distributions at different distances is used for
the estimation of the distance. The generic RD at each location is obtained by
selecting the distribution with the maximum static confidence value.

4 Estimation of Location Confidence

In addition to identifying a location by choosing the best fit which we intro-
duced in [12], we introduce new parameters which describe the confidence of the
training data sets and the LOC location classification. We contribute two new
parameters called the static confidence and the dynamic confidence which have
been developed to classify the confidence in the static set of training data or ref-
erence data and the confidence during the on-line classification of the monitored
transmission to recognize the location of the wireless terminal. The proposed lo-
cation method does not require an exhaustive learning at all points in the space.
This is not desirable for an ad hoc user. However, the confidence can be used to
measure the reliability of location classification over the entire space including
intermediate points between the learnt points. The confidence shows the user
when the location classification is reliable.

Figure 2 shows details of the implemented confidence estimator. The dynamic
confidence is calculated using input data and the reference data in the on-line
mode. The result is a time-variant value with a range of [0-100]. A confidence
close to 100 indicates a large distance (large dissimilarities) between best fit
and other templates, indicating high location confidence. A confidence close to
0 indicates a small distance (small dissimilarities), indicating low location con-
fidence. In Fig. 2 an example is shown with a candidate (A) and two possible
neighbor divergences (B), (C). Neighbor (B) has the smallest distance a to (A)
and its distance contributes to the degree of confidence. If the distance a is close
to the divergence of (A) the confidence will be low. If a is larger than the diver-
gence of (A) the confidence increases. Neighbor (C) has the distance b to (A)
which is larger compared to (B). The confidence increases when the distance of
b increases. The confidence decreases when the number of neighbor candidates
increases. Distances between all distributions are considered during the calcula-
tion of the dynamic confidence. The following algorithm has been implemented
to calculate the dynamic confidence dc at sample k for n reference locations

ak =
n∑

i=1

1
|1 − JDi,k/JDmin,k| (1)

with
dck = 100 ·

(
1 − e

−
(

α
ak

))
. (2)

The calculation of the distance between minimum divergence and neighbor di-
vergence is executed in Eq. 1 and applied in Eq. 2. In Eq. 1 calculating distance
between best fit JDmin,k and neighbor candidate JDi,k is followed by normal-
izing each distance with JDmin to obtain the relative distance. The result in
Eq. 1 increases when distances decrease (higher weight for small distances) and
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Fig. 2. Distance-based calculation of dynamic confidence

includes all distances. The sum is applied in Eq. 2 so that dc will decrease
when number of distances increase. The algorithm uses a negative exponential
function to converge the result toward 100 when distances increase (100% confi-
dence) and toward 0 if the distances decrease (0% confidence would equal total
similarity). The α-value was applied to the dc calculation for optimal scaling.
Optimal scaling is achieved when dc increases towards 100 for large distances
and reduces significantly if distances have been found small. Graphical analysis
was performed prior to the implementation of the dynamic confidence algorithm
identifying the optimal α-value (graphs excluded for reasons of brevity). The
value of α = 0.5 was found to allow an optimal recognition of dissimilarities.

In addition to the dynamic confidence which varies due to the time variant input
data, the LOC has an intrinsic classification ability that depends on the selected
distribution. In Eq. 3 the static confidence sc of the LOC is shown which can be
estimated for different locations l selecting a candidate distribution D from the off-
line learning phase. sc describes the ratio of true classifications T and the sum of
true classifications and false classifications F for a given set of distributions D. The
result is a value with a range of [0-1]. An increased number of true classifications
and a reduced number of false classifications increase the sc value.

sc =
∑

l Tl|D∑
l Tl|D +

∑
l Fl|D . (3)

5 Implementation and Testing of a Prototype

In this section we describe the implementation and testing of a prototype of
the location cognition (LOC). Acquisition of data during the off-line phase, se-
lection of the reference distributions and then on-line location cognition are
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described. Transmission data was obtained by transmitting data between a pair
of WLAN terminals at different locations under various conditions. The LOC en-
gine was implemented in our wireless middleware in Linux, using kernel version
2.6, and includes a monitoring module, a location module that includes the LOC
and a decision module for adaptive channel selection. We extended our WLAN
IEEE 802.11 driver to obtain the TxCount value from the wireless device. The
LOC uses the TxCount value which counts the number of received data packets.
We have also implemented an outlier filter for data pre-processing. Transmis-
sion between transmitter and receiver was line-of-sight (LOS) in each case. The
following five locations were used for testing of the LOC:

– Indoor locations

1. lab: an environment in a laboratory similar to an office environment (size:
10m x 20m x 3m).

2. corridor: a corridor inside the office building, consisting of doors, walls and
windows (size: 3m x 30m x 3m).

3. entrance: an entrance hall in the office building with height of 10 m, mainly
consisting of glass doors and large windows (size: 25m x 25m x 10m).

– Outdoor locations

1. building: a location beside the office building, 5m from the building.
2. road: a location at a road 50m from the office building.

At each location, transmission data were obtained for multiple distances in steps
of 5m, namely 5m, 10m and 15m. Data were obtained for both short packets (200
bytes) and long packets (1500 bytes) capturing the effect of different packet sizes.
A single UDP stream was sent continuously for the duration of 300s, increasing
the transmission rate until maximum throughput is obtained. Transmission was
monitored at the receiver in intervals of 1 sec at maximum throughput to obtain
a reference distribution.

5.1 Selection of Reference Distributions

The mean and deviation of the reference distributions are shown in Fig. 3 and
Fig. 4, respectively. The top graphs show the results for short packets obtaining
max throughput at 7 Mbps before saturation occurred. The bottom graphs show
the results for long packets at 28 Mbps before saturation occurred. Note that for
all RDs the mean shows a higher number of successfully received data packets
for outdoor locations, indicating a better quality link with less interference and
multi-path effects. Regarding the indoor locations, the RDs for the entrance
show the highest number of received data packets, followed by the RDs for
lab and corridor which show the lowest number of received data packets. An
explanation is that for the entrance less background wireless activities lead to a
higher number of successfully received data packets. However, due to the exposed
multi-path environment at the entrance (floor, doors, and windows) the number
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Fig. 3. Mean (number of packets) for short packets (top graph) and long packets
(bottom graph)

of received packets is less than outdoors. Multi-path fading and increased wireless
activities result in lower throughput in particular for the lab and the corridor as
shown in Fig. 3. The characteristics for receiving data of long data packets are
similar for short packets, except that the maximum value for outdoor is reduced
for long data packets.

In Fig. 4 the standard deviation of all locations and different packet sizes are
shown. It shows the highest value for the lab location for short packet lengths
and decreases at the locations corridor and entrance. For the outdoor locations
the standard deviation decreases significantly, and the location building shows a
higher standard deviation than road. A conclusion is that multi-path fading at
the long side of the building lead to higher standard deviation. This conclusion
is valid for short packets including all distances. For the corridor location a lower
standard deviation can be observed for short distances. For long packet length
(1500 byte) the results show a different characteristic. The standard deviation
is significantly reduced for all locations, expect for the lab location. Our expla-
nation for this is that it is due to the significantly larger background wireless
activity inside the lab.
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Fig. 4. Standard deviation (number of packets) for short packets (top graph) and long
packets (bottom graph)

In Fig. 5 and Fig. 6 the relation between mean and standard deviation of the
RDs are presented. Fig. 5 shows the results for the selected generic RD at each
location, i.e., the RD at each location with a maximum static confidence value.
Fig. 6 shows the results for the complete set of RD at each location and distance.
Lab and corridor show the largest dissimilarities whereas entrance and building
shows the smallest dissimilarities. Using Eq. 3 the result of static confidence for
RDs in Fig. 5 was sc=1.0 for small packet length and sc=0.93 for long packet
length. For RDs in Fig. 6 it was sc=0.76 for short packet length and sc=0.73
for long packet length.

5.2 Emulation of Location Cognition

During an emulation phase the LOC prototype was used to test the accuracy
of the location cognition. In order to obtain quantitative results, emulations
were run based on 3 trials at the 5 locations, lab, corridor, entrance, building
and road at 3 different distances. The LOC used the pre-selected RDs of each
location with a maximum of static confidence. Moreover, the LOC used an ex-
tended set of RDs which are used to identify the distance between the sender and
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Fig. 5. Mean and standard deviation (stddev) of all RDs selected for location cognition
including short and long packet sizes at 5 different locations (sc=1.0 for short packets,
sc=0.93 for long packets)

Fig. 6. Mean and standard deviation (stddev) of all RDs selected for location and
distance cognition including short and long packet sizes at 5 different locations includ-
ing the cognition of 3 different distances (sc=0.76 for short packets, sc=0.73 for long
packets)
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Fig. 7. Correct location cognition for all locations and distance (1500 byte, 3 trials)

receiver. The extended RD set contains additional distributions of each location
for the distances 5m, 10m and 15m. We evaluated the accuracy of the location
cognition by counting the number of correct classifications for multiple tests at
the same location. Location cognition tests have been conducted including short
packet length and long packet length for 3 trials (graphs excluded for reasons of
brevity). The ratio of correct location cognition when transmitting short pack-
ets have shown 100% correct location for all 3 trials, expect for lab 15m (90%,
2. trial), road 15m (90%, 3. trial), and building (91%, 3. trial). We show the
results for location cognition of long packets in Fig. 7. From the graph it can be
observed that the location lab and corridor are judged correctly (100%), where
as location entrance for 5m (0%, 77%) and 15m (43%) shows a reduced location
cognition performance. We conclude that the entrance and building RD show
similar statistics for long packets which lead into false detection.

In Fig. 7 the location road at 10m (1. trial) and 15m (2. trial) was judged as
building, which can be counted as successful outdoor location cognition. Next,
we discuss the accuracy of the combined classification of location and distance,
in particular for the location building and entrance and for long packets (again,
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Fig. 8. Results of increased window size to improve combined location and distance
for long packets (2. trial)

Fig. 9. On-line display of the LOC engine showing time-stamp, sender and receiver
MAC address, location cognition, and dynamic confidence
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graphs for short packets are excluded for reasons of brevity). These two locations
are difficult to judge for the LOC.

In Fig. 8 it can be observed that the cognition is almost higher than 60%
at 5m distance for both locations, having a window size of 30. The distance
classification can be improved when the window size was increased to 50. Up
to 80% successful location and distance classification can be observed. Similar
improvements can be observed at 10 and 15, except the classification for the en-
trance at 15m, which remains unchanged (only observed for this particular trial).
We conclude that the distance cognition has high success for a large variation of
locations and distances.

Finally, Fig. 9 shows a screen shot of our implemented LOC engine including
confidence values. Each line shows the results for a single cognition event. The
first item is a time-stamp, the second and third items are MAC addresses of
sender and receiver, and the following items show location classification results
followed by confidence values. Two location cognition results can be observed,
one for the generic location classification, obtained using the generic set of refer-
ence distributions, and the other for the extended location classification obtained
using the extended set of reference distributions including distance.

6 Conclusions

Location cognition in wireless systems is an important problem and a challenging
task. Various methods have been proposed to recognize the location of a termi-
nal in specific environments. However, multi-location identification for indoor and
outdoor is needed for future wireless networks. We proposed a simple-but-effective
solution for recognition of multiple locations in indoor and outdoor environments,
which does not need any infrastructure. The method is based on learning and rec-
ognizing the location dependent differences in wireless transmission characteris-
tics based on a fingerprinting like method. We implemented a location cognition
engine and demonstrated it is able to recognize different indoor/outdoor locations.
We also implemented a novel distance cognition function to indicate the distance
between sender and receiver. Finally, we proposed novel system parameters which
report the confidence of the location cognition process.

The location cognition engine as it is described in this paper has been fully
implemented in our Linux wireless middleware supporting the current IEEE
802.11a/b/g/n standards. The LOC uses a novel monitoring parameter, the
number of received data packets, instead of RSS values. We have implemented
an outlier filter for data pre-processing, and fast online location cognition. The
proposed LOC is highly versatile and can be applied to detect indoor/outdoor
environments for cognitive radios or location based services. All performance
tests have been conducted in real WLAN environments including typical dy-
namics such as changes of wireless activities or surrounding environments. It
can be concluded that multi-location cognition has been tested successfully in
scenarios including both indoor and outdoor locations, and has the potential to
be an integral part of intelligent WLAN systems in the future.
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